CUS 110: Hlements of Computing. Instructor: Jim Aspnes

Homework Ten

Due Friday, December 6th, 2002, at 5:00pm.

Your task

A simple encryption mechanism

The Implausible One-Time Pad Company markets an encryption product that
encrypts a plaintext sequence of letters and spaces using a one-word key. The
algorithm used by this product is to translate the plaintext and key into numbers
using the rule 0=Space, 1=A, 2=B, ..., 26=Z, and then add the first letter of
the plaintext to the first letter of the key, the second letter to the second letter,
and so on, repeating the key when one runs out of letters. The resulting sums
are then converted to their remainders when divided by 27, and translated back
into letters using the rule.

For example, here is how the plaintext EAT YOUR VEGETABLES is encrypted
with the key DAILY to produce the ciphertext IBBLWSV LTIHNEZFMND:

Plaintext: E A T - Y 0 U R - V E G E T A B L E S
In numbers: 5 1 20 0251521 18 022 5 7 520 1 212 5 19
Key: D A I LYDATITU LY DA ATITU LYDATIL
In numbers: 4 1 91225 4 1 91225 4 1 91225 4 1 9 12
Sum: 9 229 12 50 19 22 27 12 47 9 8 14 32 26 6 13 14 31
Remainder: 9 2 212 23 1922 01220 9 8 14 5 26 6 13 14 4
Ciphertext: I B B L W S v - L T I H N E Z F M N D

1. Find the plaintext whose ciphertext encoded with the key HM is MN KHBIDA.

2. Show that the Implausible One-Time Pad is vulnerable to a chosen plain-
text attack, i.e., that if you can get somebody to encrypt a plaintext of
your choice with their key and show you the result, then you can recover
any other plaintext encoded with that key.

Some artificial problems

Do problems 15 and 26 from pages 448-449 of Brooksheai. For problem 26,
assume that the operation of pouring water from one bucket can only be stopped
when the source bucket is empty or the target bucket is full.

Submitting your solutions

Write up an email message containing your full name and the answer to these
problems in plain text format (this means no HTML or Microsoft word docu-
ments), and send it to aspnes+110-02-10@cs.yale.edu. (Note: this is not the
same email address as for previous homework.)
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