CPSC 455/555 Exam

April 4, 2006

Answer four of the following five questions.  If you answer all five, the first four of your answers will be graded, and the fifth will be ignored.  Please remember to write your name, CPSC 455/555, and today's date on the cover of all blue books you submit.

Question 1:

(a) (10 points) What is the "Sony safe-harbor provision"?

(b) (3 points) True or False: In its MGM vs. Grokster decision, the US Supreme Court overturned the Sony decision and eliminated the safe-harbor provision.

(c) (9 points) What is the "cost-benefit test" that Judge Posner put forth in the Aimster case?

(d) (3 points) True or False: Cost-benefit analysis of the type endorsed by Posner could lead software developers to adopt flawed DRM technology in order to avoid the risk of huge statutory damages for users' infringement.

Question 2:

(a) (2 points) True or False: BitTorrent tracker sites store the media files exchanged by BitTorrent peers.

(b) (3 points) What is the purpose of the "hashing information" contained in .torrent files?

(c) (20 points) For five points each, give a brief explanation of each of the following BitTorrent-peer manipulations discussed by Shneidman, Parkes, and Massoulié:

· Identity (or Sybil attack)

· Upload bandwidth

· Unchoke next

· Garbage upload

Question 3:

(a) (16 points) Recall that Axelrod held Iterated Prisoners' Dilemma (IPD) tournaments and identified four properties that were common to all high-scoring strategies.  What are those four properties?  (Four points will be given for each correct answer: one point for the name of the property and three points for a brief explanation of what it is.)

(b) (6 points) Give a brief explanation of the BitTorrent peer strategy suggested by Jun and Ahamad in which you point out a major way in which it differs from the peer strategy suggested in Cohen's original paper.

(c) (3 points) Identify one of your answers to (a) above that is a property of the Jun-Ahamad peer strategy and is not a property of the Cohen peer strategy.  Briefly explain why the Cohen peer strategy does not have this property.

Question 4: 
(a) (3 points) The key aspect of reputation in Internet-based (or “online”) interaction that is addressed in the Friedman-Resnick paper is:

       (i) the lost cost of online interaction

      (ii) the high speed of online interaction

     (iii) the ease with which one can change one’s online identity

     (iv) the difficulty of leveraging one’s good online reputation in offline interaction

(b) (6 points) Morselli, Katz, and Bhattacharjee study “trust-inference protocols” in their follow-up on the Friedman-Resnick paper.  Which feature of the Friedman-Resnick model are trust-inference protocols meant to replace?

(c) (7 points) Friedman and Resnick present an equilibrium strategy in which compliant veterans defect against newcomers with a certain probability, and this probability is tuned to make the suggested strategy (nearly) optimal.  What does “optimal” mean in this context?

(d) (9 points) True or False:

       (i) Pseudonyms with the properties required by Friedman-Resnick and Morselli-Katz-Bhattacharjee can be generated in probabilistic polynomial time.

      (ii) It is feasible for an adversary in the Morselli-Katz-Bhattacharjee framework to “take over” the identity of an honest player by using the honest player’s pseudonym.

     (iii) Among the strategies analyzed by Friedman and Resnick, the peer strategy suggested in the original BitTorrent paper by Cohen is most similar to Public Grim Trigger.

Question 5:  Define the following strategies for playing Iterated Prisoners’ Dilemma (IPD) games with many different participants. You may give the definitions in the Friedman-Resnick paper and omit the variations we have discussed in class.

(a) (5 points) Localized Punishment Strategy (LPS)

(b) (5 points) Public Grim-Trigger Strategy (PGTS)

(c) (5 points) Public Forgiving-Trigger Strategy (PFTS)

(d) (10 points) Pay Your Dues (PYD)

