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Abstract

This paper will look into the proposed laws and amendments contained in The Privacy Act of 2003 (TPA) and their ability to reduce and stymie future identity theft attempts that are a result of the compromising of sensitive information specifically defined in TPA.  An investigation of TPA, at a limited level, will be able to determine the effectiveness of this Act, if it is enacted into law.  The effectiveness of TPA, broken down by each applicable Title, will be measured by first: current policy and its impact on identity thefts and second: technological changes that would be required within both the private and public sectors. 
Introduction
In March of 2003(, Senator Dianne Feinstein (D-CA) introduced the Privacy Act of 2003 (S. 745).  The legislation, introduced into the 108 congress, would establish a two-tiered system of protection for all personal and sensitive information.  The bill specifies an opt-in system that would require any company to obtain an individual’s permission prior to the sale, or releasing of the individuals sensitive information to third parties.  Noteworthy items include:  (1) a state department of motor vehicles can no longer disclose the most sensitive information on a driver's license, such as the driver's identification number or physical characteristics, without the driver's opt-in; (2) prohibits a business from denying service to a customer who refuses to provide his or her Social Security number, except in cases where the Social Security number is needed. 
Term Definitions

Throughout this paper there are several terms used which will be defined here in context with respect to TPA.  

· Commercial entity – The term “commercial entity” means any person offering products or services involving commerce among the several States or with 1 or more foreign nations, in any territory of the United States or in the District of Columbia, or between any such territories.  Does not include any nonprofit entity that would otherwise be exempt from coverage under section 5 of the Federal Trade Commission Act (15 U.S.C. 45); any financial institution that is subject to title V of the Gramm-Leach-Bliley Act (15 U.S.C. 6801 et seq.); or any group health plan, health insurance issuer, or other entity that is subject to the Health Insurance Portability and Accountability Act of 1996 (42 U.S.C. 201 note). 

· Individual – The term “individual” means a person whose personally identifying information has been, is, or will be collected by a commercial entity.
· Medium – The term “medium” means any channel or system of communication including oral, written, and online communication.
· Nonaffiliated third party – The term “nonaffiliated third party” means any entity that is not related by common ownership or affiliated by corporate control with, the commercial entity, but does not include a joint employee of such institution. 
· Personally identifiable information – The term “personally identifiable information” means individually identifiable information about the individual that is collected including-- (A) a first, middle, or last name, whether given at birth or adoption, assumed, or legally changed; (B) a home or other physical address, including the street name, zip code, and name of a city or town; (C) an e-mail address; (D) a telephone number; (E) a photograph or other form of visual identification; (F) a birth date, birth certificate number, or place of birth for that person; or (G) information concerning the individual that is combined with any other identifier in this paragraph. 

Collection and Distribution of Personally Identifiable Information and Individuals’ rights to Privacy Control
TPA Section 101 in general states: It is unlawful for a commercial entity to collect personally identifiable information and disclose such information to any nonaffiliated third party for marketing purposes or sell such information to any nonaffiliated third party, unless the commercial entity provides – (A) notice to the individual to whom the information relates; and (B) an opportunity for such an individual to restrict the disclosure of sale of such information. 
In September 2002, JetBlue Airlines( handed over to the defense contractor Torch Concepts 5 million passenger records.  The apparent goal of the report, to be generated by Torch Concepts, was to determine whether it was possible to combine travel and personal information to create a profiling system that would make air travel safer.  In doing so JetBlue violated its own privacy policy stating that “it would not disclose consumer information without first informing the consumer”.  At this point there have been two class action lawsuits filed attempting to fine JetBlue for what the Federal Trade Commission (FTC) calls “deceptive trade practices”.  However, what JetBlue did was legal as there is no Federal or State law to hold against JetBlue’s corporate malfeasance.  It is the hopes of the FTC to establish a precedent in this case and aid in bolstering other future cases against entities that violate private policies, bound by contract, endangering individuals own personal information. 
If TPA were enacted into law, JetBlue’s actions would have been illegal and to some extent would result in fines up to 25,000 dollars per violation.  Again, if TPA were law, JetBlue’s privacy policy would also have to be modified to accommodate the changes required by TPA.  It should also be noted that, these changes would also have to be somehow incorporated into JetBlue’s corporate IT system to ensure no future misdoings could be done at a software layer, i.e. email, etc.  This is no easy task, but there are quite a few software vendors who do offer internal corporate-control and damage-control applications and suites that monitor activity to ensure well-defined policies are being met and upheld.  Changes that would be required as part of JetBlue’s private policy would be – (A) “Notice” to the identity from the commercial entity stating if personally identifiable information is being collected and or disclosed to nonaffiliated third parties; (B)  “Opportunity to Opt-Out of Sale or Marketing” giving the identity the opportunity to decide not to have their personal information not sold, disclosed or otherwise revealed to a nonaffiliated third party;  (C) “Duration Of Limitation” stating that an individuals limitation on the sale or marketing of personally identifiable information shall be considered permanent, unless otherwise specified by the individual and; (D) “Revocation of Consent” stating that at any time the commercial entity shall provide the individual an opportunity to revoke consent that is easy to use, accessible, and available in the medium the information was or is collected.  
The “Opportunity to Opt-Out of Sale or Marketing” clause fundamentally gives control of an individual’s information in the sense that only the business entity and its affiliates may have access to his or her information and can only disclose or sell this information unless they have explicit permission to do so by the individual in either electronic, digital, or paper format.  The principles stated in “The Opportunity to Opt-Out of Sale or Marketing" is by themselves forward thinking.  The important thing to note is that slowly, as privacy becomes more of an issue and a marketing tool(, individuals are starting to get more control over how their data is treated at the point in which they reveal their data to a commercial entity in an exchange of goods.  This isn’t to say that TPA is fool-proof but it is saying this is a step in the right direction with respect to individuals’ rights to privacy control.  
The “Duration of Limitation” clause states that an individual’s decision to allow or not allow a commercial entity to sale or disclose their data remain permanent, unless otherwise specified by the individual.  One issue that this clause does not address is whether or not the individual has the right, at any point in time, to mandate the commercial entity to modify their data such that it cannot be used in and of itself to identify an individual.  This doesn’t mean that the commercial entity has to completely remove the data collected; one possibility is that data could be scrubbed or pared down in such a fashion as to make it non-linkable, in an aggregate form, to identify a particular individual.  In JetBlue’s case all JetBlue had to do was scrub the names and social security numbers of the passenger information that they handed over to Torch Concepts to avoid the current embarrassment.  However JetBlue would have been found in violation of their privacy policy but in no way would they have provided data to a nonaffiliated third party that was “personally identifiable”.
Personally Identifiable Information Trafficking
The “Revocation of Consent” clause states that “After an individual grants consent to the use of that individual’s personally identifiable information, the individual may revoke the consent at any time, except to the extent that the commercial entity has taken action in reliance thereon.  The commercial entity shall provide the individual an opportunity to revoke consent that is easy to use, accessible, and available in the medium the information was or is collected.”  In essence, the individual at any point in time has access to a medium in which they may instruct the commercial entity to stop and disengage in all disclosure of their personal identifiable information to nonaffiliated third parties.  This control, given to the individual in theory and in limited practice, will allow for an individual to stop at any point their information being sold or disclosed.  However, this will not allow an individual any control of their information once it has been sold or disclosed to a nonaffiliated third party( by the commercial entity that the individual originally entered into the commercial relationship.  Once the original commercial entity discloses or sells an individual’s personal information to a nonaffiliated third party, it is at that point that the “Revocation of Consent” has been legally side-stepped.  When this occurs, it is as if the dominos have started falling and makes things very difficult for the individual to gain control over their information ever again.  In many cases new email addresses along with username and password accounts for various sites have to be re-created.  
Web-rings( better help to illustrate the fundamental flaw of side-stepping the “Revocation of Consent” clause.  In many cases web-rings exists on the grounds to collect and distribute personal information with other web-ring members.  On one particular web-ring site a user enters their information to order some product.  This information could then be added, with the assumption that the individual gives consent to the commercial entity to disclose or sell to a nonaffiliated third party, to a collection of personal information and could be at any point transferred to another web-ring member for the common use of cross-marketing.  (I.e. if an individual purchases a coffee mug from one web-ring member then there is a chance that the individual would be interested in coffee-grinds from another web-ring member without the individual ever knowing that the two websites were in anyway related.()  

The fact is that these clauses of Title I Section 101 exist to protect and give control to individuals entering into agreements with commercial entities.  TPA covers and is applied to the individual, and the original commercial entity’s nonaffiliated third parties.  This is where TPA does not offer any protection and fails to give the individual any legal recourse if their personal identifiable information is disclosed or sold from one nonaffiliated third party to another nonaffiliated third party.  TPA in no way limits or addresses the business contracts or disclosure of information from one nonaffiliated commercial entity to another nonaffiliated commercial entity.  These transactions of personal identifiable information can occur over and over without being subject to TPA or any of its sections.  

One possible solution to the web-ring problem is to amend TPA such that the rules governing an initial agreement between the individual and the commercial entity are also applied to any future disclosure of personally identifiable information by nonaffiliated third parties.  This reapplication of TPA would in theory, and hopefully in practice, become applicable to all exchanges down the line in which ones information is passed from another nonaffiliated third party to another nonaffiliated third party.  Conceptually it is as if we would be treating the non affiliated third parties transaction with another nonaffiliated third party as if the first non affiliated third party were the original commercial entity.  This “original commercial entity” is now required by the amended TPA to, in some recognizable and agreed upon medium, give the individual knowledge that this “original commercial entity” is in possession of their personally identifiable information and wishes to disclose or sell their information to another named nonaffiliated third party.  In the process of this communication, between the “original commercial entity” and the individual, the individual then must be given a notice stating the following: 
· The identity of the commercial entity collecting the personally identifiable information.
· The types of personally identifiable information that are being collected on the individual.
· How the commercial entity may use such information.
· A description of the categories of potential recipients of such personally identifiable information.
· Whether the individual is required to provide personally identifiable information in order to do business with the commercial entity.
· How an individual may decline to have such personally identifiable information used or sold, as described above in the clauses “Opportunity to Opt-Out of Sale or Marketing”, “Duration of Limitation”, and “Revocation of Consent”.  
In addition to satisfying the above mentioned clauses, the notice must also have with it the following: 
· “Time of Notice” stating “Notice shall be conveyed prior to the sale or use of the personally identifiable information in such a manner as to allow the individual a reasonable period of time to consider the notice and limit such sale or use. “ 
· “Medium of Notice” stating the following:
· The same medium in which the personally identifiable information is or will be collected, or 
· a medium approved by the individual; or 
· In the case of oral communication, notice may be conveyed orally or in writing. 
· “Form of Notice” stating that the notice shall be clear and conspicuous. 
Adhering to these suggested amendments would give the individual more control with respect to their personally identifiable information being trafficked among nonaffiliated third parties.  At the same time, it would also make things much more difficult for the individual to continue to read and respond to the expected deluge of flyers and notices instructing them of their “Time of Notice”.  In many cases these typically flyers and emails get lost with the rest of the mail and end up becoming trash usually allowing the nonaffiliated third party the ability to continue with their disclosure request due to lack of the positive or negative response from the queried individual.  Typical real world examples are mail-in-rebates.  It is well known in the industry that mail-in-rebates carry less than a fifty percent user response and in many cases is not cost prohibitive for the manufacture or retailer to use mail-in-rebates as a form of advertisement. 

Social Security Number Misuse Prevention

The justification as to why this responsibility, social security number misuse prevention, lies in the hands of the Federal Government can be summed up by the following: The Federal Government requires virtually every individual in the United States to obtain and maintain a social security number in order to pay taxes, to qualify for social security benefits, or to seek employment. An unintended consequence of these requirements is that social security numbers have become one of the tools that can be used to facilitate crime, fraud, and invasions of the privacy of the individuals to whom the numbers are assigned. Because the Federal Government created and maintains this system, and because the Federal Government does not permit individuals to exempt themselves from those requirements, it is appropriate for the Federal Government to take steps to stem the abuse of social security numbers.
The “Limitation on Display” clause and the “Limitation on Sale or Purchase” clause would make it illegal for any person to display, disclose or sell other individuals social security number without their affirmatively expressed consent.  Currently, there is no legislation that would make it illegal for an individual to post, display, or sell other individuals social security number with or without their consent.  The exception to this is if those who are seeking to purchase the social security number are doing so on the grounds of abuse, fraud, or identify theft.  If it can be proven, prior to an individual committing any such act, it is sufficient for arrest and prosecution under fraud.  
The “Limitation on Display” clause and the “Limitation on Sale or Purchase” clause attempt to step up and preempt, or even act as a deterrent, the possibility of engaging in social security number purchasing or selling, without the consent of the individual in question, even if the intentions of the buyer or seller are innocuous.  A good example of this is city Court House records on registered voters in a particular county.  Anyone could walk into a court house; ask for the public records on registered voters in that county, and in most cases are presented with these publicly available documents.  These public records contain in them the addresses, names, phone numbers, and most importantly the social security number of each registered voter in that state or county or both, depending on which records you are searching.  This publicly available information is quite easy to obtain and then take and sell to pollsters or even sleuth sites, (which are a well known commercial niche that feed on selling and reselling publicly available information to people.  The act of “walking into the court house and obtaining the copies of registered voters and their social security numbers” currently in itself is not an illegal activity.  It becomes illegal at the point in which the individual attempts to sell, or disclose these lists to any one person under the provable intentions of fraud or abuse.  Sleuth sites require large amounts of personal information in order to better service their customers.  The idea is that with more individual’s information, then more income for the sleuth site.  Sleuth sites, in most cases, only generate or make income based on matched searches.  For example, if one was searching for a John Q. Public from Virginia, if a sleuth site had information on this John Q. Public it could, on average, charge somewhere between 20 and 100 dollars for John Q. Public’s social security number, birth date, and home address, for each positive find.  
How easy is it for an individual to find someone’s social security number without purchasing one?  Try a search at your favorite search engine (google, excite, yahoo, or info seek) with the search string “resume + SSN”.  After spending a few minutes sorting through the usual garbage, one will be surprised at how many individual’s resumes are posted online along with their SSN, home address, and date of birth.  How easy is it for an individual to purchase someone’s social security number?( Ask Jamie Court(.  In July of 2003 Jamie Court said in an interview on National Public Radio “I bought the Social Security numbers of John Ashcroft, CIA Director George Tenet and Karl Rove for $26 each on the Internet. Their home addresses and telephone numbers cost a little more. For $295, another Internet service says it will sell me bank account balances.”
Access to social security numbers, either targeted at an individual, as in sorting through ones trash or mail, or harvested on a large scale as in public records parsing, are currently, in most cases and in the above examples, legal activities.(  It is the actions that are taken post the acquiring of the social security number that may or may not be legal.  It is the hopes of TPA that by reducing or making it illegal to poses, sell or disclose another’s social security number by an individual, that it will in turn act as a deterrent and prevent misuse of social security numbers thus resulting in identify theft, credit card theft, etc.
TPA Exceptions to Social Security Number Disclosure and their Potential Misuse
Exceptions, that in no way shall be construed to prohibit or limit the display, sale, or purchase of a social security number within TPA that are of note, are listed below.

· For a public health purpose

· For a national security purpose

· For a law enforcement purpose

· For the facilitation of credit checks

In many cases, for a law enforcement purposes, the use or the disclosure of a social security number to the law enforcement individuals help to enable and move the investigation along.  In addition to law enforcement purposes, child support obligations also would require the disclosure of a social security number.  In these rare and particular circumstances the disclosure of an individual’s social security number should be required and aids in the speedy recourse and resolution of the issue at hand.  The one exception that is a catch-all for federal agency abuse is the ‘national security’ clause.  The ‘national security’ clause allows for too much maneuverability and bending by a federal agency, in particular the FTC (since the FTC is the original grantor of authority by TPA) to suit their favor and in some ways cut corners to justice.  The ‘national security’ clause echoes of the abuse that has occurred due to the passing of The PATRIOT Act (HR3162)(.  For example, the PATRIOT Act expanded police monitoring and investigation of our libraries and booksellers, greatly increasing the reach of federal authorities.  It can easily be seen how the PATRIOT Act has been used to monitor what people read at public libraries it can easily be construed to see how the ‘national security’ clause can be used to illicit social security numbers from individuals with little or no reason given to the individual.  It is fairly obvious to see that a ‘national-security’ clause is something to either be reconsidered or removed completely from TPA.
Treatment of Social Security Numbers on Government Documents

TPA address two forms of government documents that, in the past and in some cases currently, display the social security number on the document.  It is fairly common that identity thieves gain access to other’s personal identifiable information by going through stolen mail and trash.  It is with this idea in mind that TPA hopes to limit the personal identifiable information printed on mail and government documents that could be stolen and used to facilitate crime.  Two prohibitions in TPA of note are listed below.
· (Title II, Section 205a) PROHIBITION OF USE OF SOCIAL SECURITY ACCOUNT NUMBERS ON CHECKS ISSUED FOR PAYMENT BY GOVERNMENTAL AGENCIES.

· “No Federal, State, or local agency may display the social security account number of any individual, or any derivative of such number, on any check issued for any payment by the Federal, State, or local agency.''
· (Title II, Section 205b) PROHIBITION OF APPEARANCE OF SOCIAL SECURITY ACCOUNT NUMBERS ON DRIVER'S LICENSES OR MOTOR VEHICLE REGISTRATION.

· “An agency of a State (or political subdivision thereof), in the administration of any driver's license or motor vehicle registration law within its jurisdiction, may not display the social security account numbers issued by the Commissioner of Social Security, or any derivative of such numbers, on the face of any driver's license or motor vehicle registration or any other document issued by such State (or political subdivision thereof) to an individual for purposes of identification of such individual. “

It may seem that attempting to pass legislation that would prohibit the appearance of a social security number or a derivative of such on a driver’s license would be moot, but there are currently states( that still display the social security number on ones drivers’ license.  The concerns for displaying the social security number on a state driver’s license are obvious.  If someone were to rob you of your wallet, or purse, then that someone could easily then have possession of your drivers’ license.  By gaining access to the drivers’ license gives the thief a name, home address, phone number, birth date, and social security.  This information is all that is needed to facilitate identify theft, or new account credit card theft.  When a credit card is stolen, it is much easier to cancel the credit card, and get reimbursed for abuse of the credit card than it is to stop someone from opening a line of credit under your name three months later.
Just about every survey you reference, in over 50 percent of the cases an individual, or thief, gains access to your personal identifiable information by going through your trash.  What is generally in your trash that that are looking for?  The answer is any type of bill, receipt, state document, federal document, financial statements, or even credit reports.  In many cases these types of documents found in the trash can and often do contain personal identifiable information including social security numbers.

Case Study of ‘Commonwealth of Virginia Department of Motor Vehicles’: Preempting the problem of identity theft by removing the social security number from the drivers’ license

For the year starting January 2002 and ending December 2002 the Commonwealth of Virginia’s State Attorney Generals office recorded( a total of 3395 identity thefts falling into one of eight categories; Credit Card Fraud, Phone or Utilities Fraud, Bank Fraud, Government Documents or Benefits Fraud, Load Fraud, Employment-Related Fraud, Other, and Attempted Identity Theft.  In September of 2003 the FTC released( a report titled “Federal Trade Commission Identify Theft Survey Report” in which the report said “Most victims of ID Theft do not report the crime to criminal authorities.  Only about 25 percent of the victims who participated in the survey said they had reported the crime to local police.  Even with the more serious ‘New Accounts and Other Frauds’ form of ID Theft, only 43 percent of victims said they had reported their experiences to local police.”  So the initial figure of 3395 could in fact be two, three or even four times greater if you were to factor in those individuals whom did not report the crime to the local police.  There is also the limited possibility of those who did not know that they were the victim of a crime and even to this day are not aware of any identity theft committed against them.
The Virginia Department of Motor Vehicles states that prior to July 1, 2003( that your social security number was used as your “customer number” and was displayed as “Customer No.” on the front of your drivers’ license.  (See image 1)  The individual who was in the process of acquiring a driver’s license would have been given the option( to either have their social security number displayed on the front or not at all.  In most cases, over 50%, the individual said “yes” not aware of the possibilities of identity theft and how easy it is to gain access to ones social security number.  In fact in many DMV locations, it wouldn’t be alarming to find out even if a DMV clerk would even ask the individual this question of whether or not they want their social security number to be displayed on the front of their drivers’ license or ID card.  The issue that the social security was displayed on the drivers’ license or ID card isn’t the only one.  The “customer number”, a.k.a. social security number, is used to uniquely identify the individual within the entire Virginia Department of Motor Vehicle including its branches.  The branches that are a part of Virginia’s Department of Motor Vehicles are; Inspection, Emission, Property Tax, License and Registration, County Decal Registration, and Insurance.  Each one of these branches above uses the “customer number” as a way to uniquely identify you.  Each branch, or division, regularly mails out information with respect to you and your registered vehicles while using your “customer number” printed on and throughout the contents of the mail sent to you.  For example, Emissions will send out a yearly reminder saying when you need to complete your emissions test, suggested service locations, and your “customer number”.  It wouldn’t be surprising to estimate that a citizen of Virginia with a drivers’ license and a legally registered car could get on the average between 5 and 10 pieces of mail from the Department of Motor Vehicles containing their “customer number” per year.
[image: image1.jpg]" If 97”16[
DRIVER'S LICENSE

CUSTOMER NO.

DOB

CLASS 3 - 8¢ % EXPIRES
ENDORSEMEN" ES 3 ISSUED ORI
NONE 14 :» © 08-08-2001

COURT CODE

" | MANESS, WESLEY CAR_L_
 IALEXANDRIA, VA 2231C

- J FAIRFAX COUNTY





(Image 1 – Official ‘Commonwealth of Virginia Drivers License issued before July 1, 2003)

While there isn’t any data that correlates the rise in identity thefts in the commonwealth of Virginia with Virginia’s Department of Motor Vehicles using social security numbers on ID cards and drivers licenses.  It is safe to assume that all of this extra mail containing social security numbers will eventually end up in the trash giving anyone and everyone the numbers necessary to commit any form of identity theft as long as they are willing to go though someone’s trash.  
As of July 1, 2003 a new law was passed and in effect to protect social security numbers on the display for driver’s licenses and ID cards issued through Virginia’s Department of Motor Vehicles.  “Virginia driver's licenses and photo identification cards issued July 1, 2003 and after will no longer display Social Security Numbers (SSN). While DMV is still required to collect SSN from customers applying for driver's licenses, a new law prohibits the number from being displayed on the cards.”
Two things are still of concern with this new law passing.  The first concern is there still is a requirement to produce and keep on record an individual’s social security number.  This still leaves the possibility of exposure and misuse of their social security number.  It makes it more difficult to gain access to someone’s social security number, but nonetheless there is still a copy contained and used through out Virginia’s Department of Motor Vehicles.  The second concern is whether or not the social security number will be used as a means of identity internally and whether or not the social security number will be displayed on mail that is sent from Virginia’s Department of Motor Vehicles or any of its associated branches.  Another point is that there is no outside agency, unbiased, that could perform an assessment of the DMV to ensure that it is not using social security numbers as a means of uniquely identifying individuals.  There needs to also be some level of accountability at the state level to ensure that this legislation is also being put forth internally.  Either way this is a step in the right direction that needs to be taken, but it will be early in 2004 and 2005, depending on how many people get reissued a driver’s license along with new drivers, before it will be known if this has any impact on the number of identity thefts recorded at the state level.  
Limits on Personal Disclosure of a Social Security Number for Consumer Transactions
Section 206 of TPA introduces the idea of limitation on disclosure of social security numbers for consumer transactions.  The idea is fairly simple and it states: “A commercial entity may not require an individual to provide the individual's social security number when purchasing a commercial good or service or deny an individual the good or service for refusing to provide that number except”.  

This, being a step in the right direction, eliminates the unnecessary need for a consumer organization to use a social security number as a means of uniquely identifying that individual across their set of records.  T-Mobile and several other utility companies are well known for their common request of social security numbers.  This doesn’t mean that in all cases after a company has used ones social security number to verify the credit-worthiness of a potential customer, that they(the company in question) then discards the social security number.  This is a misconception, all companies cannot possibly be trusted to discard and not even used ones social security number beyond the initial credit-identification-phase, and instead there are many financially motivated reasons not to discard the social security number.  T-Mobile’s policy states that after the credit of an individual, who is applying for an account has been determined; T-Mobile will discard the social security number, i.e. lose the number and never use it again.  Given other companies track records it isn’t uncommon for a company to violate their own personal or privacy statements, it is also uncomforting to hear that one, there isn’t any current law that’s says they can’t and two, damages can’t be proven in civil court over the disclosure or misuse of ones social security number.
However, this problem is in actuality a requirement at the credit-checking level by all three major credit houses, TRW, Equifax, and Experian.  Each of the three major credit houses requires a social security number in order to perform and return a credit rating on a particular individual.  It is the basis of this ‘credit-report’ in which a line-of-credit may or may not be given to a consumer.  It shouldn’t be too difficult to require each of the major credit-houses to uniquely identify an individual based on his or her name paired with their address and maybe date of birth.  These items should be able to uniquely identify the individual but not require them to disclose their social security number.  
There are several notable exceptions on ‘Personal Disclosure of a Social Security Number for Consumer Transactions’:

· obtaining a consumer report for any purpose permitted under the Fair Credit Reporting Act;

· a background check of the individual conducted by a landlord, lesser, employer, voluntary service agency, or other entity as determined by the Attorney General;

· law enforcement; 

· or a Federal, State, 

· or local law requirement;
Again, one can see the requirement for a social security number in order to establish an identity of an individual for any purpose permitted under the Fair Credit Reporting Act.  In the case of T-Mobile, T-Mobile is in effect giving a line-of-credit to its customers on a pay-cycle basis.  This line-of-credit, mentioned above, is permitted and covered under the Fair Credit Reporting Act.  Possible solutions to this could be a disclosure of other data that isn’t as sensitive that could be used in aggregate form to identify an individual.  Usually ones current address and a recent credit card number could be more than enough to uniquely identify an individual.  Others suggested are an individual’s current address, name, and date of birth; any of which could also be used to uniquely identify an individual. 
TPA Proposed Amendments to current legislation:
Title III: Amendments to the Gramm-Leach-Bliley Act (GLBA) (15 U.S.C. 6809)
When the GLBA( was passed there were several items of privacy interest that were not taken into consideration.  One of these items is the disclosure or sell of nonpublic personal information to nonaffiliated third parties and making such actions illegal.  Prior to the presentation of TPA under GLBA, financial institutions could sell or disclosure your personal information to nonaffiliated third parties without your consent.  What TPA is aiming to do is close this loophole so that it will give individuals the ability to OPT-OUT of such disclosure of nonpublic personal information to nonaffiliated third parties. 

Title IV: Amendments to HIPAA

One area that HIPAA( forgot to cover or forgot to provide a legal framework of protection of is the act of ‘selling protected health information’ to a noncovered entity.  In Section 402 of TPA it states: “A noncovered entity shall not sell the protected health information of an individual or use such information for marketing purposes without an authorization [valid]. When a noncovered entity obtains or receives authorization to sell such information, such sale must be consistent with such authorization.”  It’s hard to imagine that something as well defined as this problem wasn’t included in HIPAA, but here it is defined as part of Title IV in TPA.  
Title V: Amendments to Section 2725 of title 18, United States Code, Driver’s License Act

Right now, there are loopholes in the Driver’s License Act that allows States and Commonwealths to sell and or disclose individual’s highly restricted personal identifiable information without their consent, and in most cases even without their knowledge.  Highly restricted personal identifiable information is in actuality a subset and by definition also personal identifiable information.  Highly restricted personal identifiable information is defined in TPA as an individual's photograph or image, social security number, medical or disability information, any physical copy of a driver's license, driver identification number, birth date, information on physical characteristics, including height, weight, sex, or eye color, or any biometric identifiers on a license, including a finger print.  TPA simply closes this loophole by extending the definition of information that cannot be sold or disclosed to non affiliated third parties. 

Title VI: Granting of Enforcement by State Attorneys General
In any case in which the attorney general of a State has reason to believe that an interest of the residents of that State has been or is threatened or adversely affected by the engagement of any person in a practice that is prohibited under title I, II, or IV of this Act or under any amendment made by such a title, the State, as may bring a civil action on behalf of the residents of the State in a district court of the United States of appropriate jurisdiction to:

· enjoin that practice;

· enforce compliance with such titles or such amendments; 

· obtain damage, restitution, or other compensation on behalf of residents of the State; or 

· obtain such other relief as the court may consider to be appropriate. 

In the case with JetBlue, Title VI of TPA would give the State Attorneys General the authority and legal recourse on behalf of residents of a particular state to obtain damages, financial or other equitable remedy where an equitable remedy is one in which damages cannot be measured by financial gauges.  An appropriate equitable remedy would be one in which JetBlue could have an injunction against any further disclosures of or sell of personal identifiable information.
Considerations and Recommendations for Future Privacy Policy Proposals
Overall the attempts of TPA are noble and well thought-out.  Each of the titles contained are surgically directed towards their appropriate sector.  Like all U.S. law the TPA is no different in that its titles are divisionary in their approach.  Each title applies to a particular sector; financial, commercial, and government.  However this division-by-title approach, ambiguous at its center, is in fact at the heart of both of the major flaws to this piece of proposed legislation.  These flaws are comparable to the analogy of butter spread over too much bread.  In fact, TPA 2003, has been buried in the Senate and chances are it will never be seen again, except in some revitalized from, i.e. TPA 2004.  The TPA, by broadly attempting to stretch into the sectors of finance, commerce, and government, looses its contingency basis for the same reasons and secondly, looses in central focus of individual privacy interacting with commercial entities.  
TPA addresses several sectors of US law on a title-by-title basis.  In doing so, it neglects many of its possible constituents who otherwise would express a public approval, but now would not approve due to the TPA’s extensions into other sectors that may or may not be to their liking.  In order for TPA to become law on its next iteration into the Senate it should pare down its titles and instead focus on a few sectors, possibly only one sector in the hopes of garnering support around a central issue and increasing its likelihood of becoming law and setting a precedent for future policy proposals that follow along other TPA parallels.  Of all the titles proposed in TPA, title II seems to be the one title of all others that should have been the only title in TPA’s introduction into the Senate.  By limiting its proposal to this one title, TPA would have increased its chances among those that favor social security misuse protection and reform with respect to government documents.  TPA needs to streamline its policy proposals into no more than two sectors.  In fact, it is well advised to just simply go after the one sector of social security misuse prevention and reform and ignore the other sectors for future proposals.
( The complete details of Feinstein’s’ Policy presentation can be found at � HYPERLINK "http://thomas.loc.gov/" ��http://thomas.loc.gov/� for Senate Bill 745.  All subsequent references to The Privacy Act of 2003 (TPA) can be found by searching at the above URL. 


( The complete details of JetBlue’s private policy violation can be found in MSNBC’s article found here: � HYPERLINK "http://www.msnbc.com/news/969189.asp?cp1=1" ��http://www.msnbc.com/news/969189.asp?cp1=1�.





( A prime example would be the Identity Theft Watch marketing campaign launched fall 2003 by CitiBank. 


( This is a prime example of the Principle-Agent problem where the nonaffiliated third party has no obligation to the individual and the individual’s data.


(  For the purposes of this paper a web-ring will be defined as a heterogeneous collection of web sites both affiliated and nonaffiliated generally linked together under a common theme.


( This event actually took place.  I ordered a set of associated Italian coffee mugs and pieces and about two weeks after the order was placed I started receiving emails from another company selling fresh Italian coffee beans. 


(  Some well known Sleuth sites are http://www.knowX.com and http://www.trak-it.com/.  Both of these charge a modest fee for background checks, property ownership, etc.


( There are numerous websites that exist for the purpose of selling social security numbers.  After about ten minutes of google searching I was able to find  � HYPERLINK "http://www.secret-info.com/locate_a_social_security_number.html" ��http://www.secret-info.com/locate_a_social_security_number.html� where I purchased, for 35$, my mothers social security number by only submitting most recent address and full name.


( Jamie Court is a well known consumer advocate and friend of Michael Moore.  More information can be found about Jamie Court and his recent social security number purchases at � HYPERLINK "http://www.corporateering.org/aboutjamie.php" ��http://www.corporateering.org/aboutjamie.php� and � HYPERLINK "http://www.consumerwatchdog.org/corporate/nw/nw003820.php3" ��http://www.consumerwatchdog.org/corporate/nw/nw003820.php3� 


( Robert Cringely demonstrates how easy it is to use public information to commit identity theft on a multi-billion dollar scale on the PBS site located � HYPERLINK "http://www.pbs.org/cringely/pulpit/pulpit20030911.html" ��http://www.pbs.org/cringely/pulpit/pulpit20030911.html�. 


( The complete PATRIOT Act can be found at � HYPERLINK "http://www.epic.org/privacy/terrorism/hr3162.html" ��http://www.epic.org/privacy/terrorism/hr3162.html�.


( As of December 11, 2003, I was able to find the following states and territories that would display a social security number on a drivers’ license: Alabama, Virginia, Guam, N. Dakota, and S. Dakota


( The VA numbers referenced can be found at � HYPERLINK "http://101-identitytheft.com/identity-theft-virginia.htm" ��http://101-identitytheft.com/identity-theft-virginia.htm�. 


(  The complete FTC report can be found at � HYPERLINK "http://101-identitytheft.com/2003-identity-theft-report.pdf" ��http://101-identitytheft.com/2003-identity-theft-report.pdf�.


( July 1st, 2003 the Commonwealth of Virginia passed legislation making it illegal for any drivers-license issuer to display the social security number on the license or driver ID.  Details can be found at the VA DMV � HYPERLINK "http://www.dmv.state.va.us/webdoc/general/news/news.asp?id=3341" ��http://www.dmv.state.va.us/webdoc/general/news/news.asp?id=3341�. 


( This option also exists for the state of Alabama as of December 11, 2003.


( The Financial Modernization Act of 1999, also known as the “Gramm-Leach-Bliley Act” or GLB Act, includes provisions to protect consumers’ personal financial information held by financial institutions.  Details of GLBA can be found at � HYPERLINK "http://www.ftc.gov/privacy/glbact/" ��http://www.ftc.gov/privacy/glbact/�. 


( Details of HIPAA can be found at � HYPERLINK "http://www.hhs.gov/ocr/hipaa/" ��http://www.hhs.gov/ocr/hipaa/�. 





