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TRUST SYSTEM 

•  Trust system, guide people’s decision on who to 
transact with.  
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ONLINE TRUST SYSTEM 

•  e commerce  

P2P 

•  File sharing 
•  Movie streaming 
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C2C 



C2C: FEEDBACK BASED 
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EBAY FEEDBACK FORUM 
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EBAY FEEDBACK FORUM 
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EFFECTS  

•  Product         pos      neg    pos-neg    price   quantity 
•  Postcar                                    é         é 
•                                       é                            －             

•  Toys              é    é 

•  Guitar                          é        －    ê                    

•                           é           é 
•            é          ê              ê  
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ISSUES 

•  Effective but not sufficient for make decision 
•  Still take too many human effort 

•  Gaming the reputation system 
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• Reputation 
based P2P 

• Feedback 
based C2C 
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PEER-TO-PEER (P2P) 

common uses: file sharing, distributed computing, 
instant messaging  
•  Centralized (Napster) 
•  Decentralized (Gnutella)  
•  Hybrid (KaZaA) 
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P2P NETWORK 

•  Highly dynamic  
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ADVERSARIES 

•  Selfish peers 
•  Malicious peers 

•  Techniques: 
•  Traitors 
•  Collusion  
•  Front peers 
•  Whitewashers 
•  Denial of Service (DoS) 
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5 BASIC TRUST STRATEGIES 
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REPUTATION SYSTEM 

Information 
gathering 

Scoring and 
Raking 

Response 
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PROBLEM OF INFORMATION INTEGRITY 

•  impossible to enforce honest, accurate reporting  
•  assume the majority of users are honest 

17 

Information 
gathering 

Scoring and 
Raking 

Response 



INPUTS 

equation Cooperates  

Defect 

Quality 

Quantity 

Time  
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Information 
gathering 

Scoring and 
Raking 

Response 



OUTPUT 

•  binary value (trusted or untrusted) 
•  scaled integer (1 to 10) 
•  continuous scale ([0,1]) 
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Information 
gathering 

Scoring and 
Raking 

Response 



MULTIPLE COMPONENT 

Reliability  

•  If transacting with P is 
worth the risk of 
defection 

Credibility  

•  Estimate how likely they 
are to provide 
accurate report 
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Information 
gathering 

Scoring and 
Raking 

Response 



PEER SELECTION 

scores 

one peer 

> 
threshod 

< 
threshold 

Multiple 
peer 

Rank 

> 
Threshold 

< 
Threshold 
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TAKE ACTION 

Incentives 

•  Speed  
•  Quality 
•  Quantity 
•  Money  

Punishment  

•  Kick out 
•  Fine 
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Informatio
n 

gathering 

Scoring and 
Raking 

Response 
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BASIC TRUST MODEL 
MOST IMPORTANT PART  



STEP 1 BROADCAST REQUEST 
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STEP 2 RECEIVE REQUEST 
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STEP 3 COMPUTE REPUTATION 
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Credibility of k to i 

Information collected 
from k about j 

Reputation score of j to i 

Trust score 

Previous info on j 



STEP 4: UPDATE AND MODIFY 

•  After transaction with j 
•  Peer I update Info(i, j) 
•  Modify C(i, k) 
•  Save latest T(i, j) to the system 
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ALGORITHMS FOR REPUTATION SCORE 

•  EigenTrust  
•  PeerTrust 
•  Beth’s model 
•  Josang’s model 
•  Yao Wang’s model (Bayesian) 
•  PowerTrust 
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CONCLUSION 

Feedback  

•  Centralized  
•  [-1, 0, 1] 

•  1 scale value 
•  Human  
•  Some  

•  None 

Reputation  

•  Distributed 
•  Combination of 

5 factors 
•  Multiple values 
•  System  
•  Many 

•  Yes   

29 

•  Structure: 
•  Input: 

•  Output:  
•  Selection: 
•  Adversary: 
•  Credibility of 

reporter: 



CONCLUSION 

Feedback  

•  Yes  
•  Yes 
•  No 
•  Yes  
•  No  

Reputation  

•  Yes 
•  Not as good 
•  Yes 
•  Yes 
•  Yes 
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•  Cooperate 
•  Defect 
•  Quality  
•  Quantity 
•  Time 



DISCUSSION 

•  Compare feedback based and reputation based 
trust system. Can either of the model being 
improved by the idea of the other one? 

•  If to build an automatic seller selection for buyers in 
online shopping system, what factors do you think 
need to take into account? 

•  What other application you can think of that a trust 
system can be used? 
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TERMS AND DEFINITIONS 

•  Reputation / Trust 
•  Transactions  
•  Cooperate / Defect 
•  Strangers 
•  Adversary 
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