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Introduction
It did not take long for the Internet to evolve from a time when the primary use of the web was for public distribution of static files to an era of Internet services designed to disseminate information based on the unique needs of a single networked user or entity. As Internet technologies have matured and become more cost-effective to utilize, individuals and organizations throughout the world have set up online services that take advantage of the convenience of the global network to enable communication and facilitate business transactions. Because the existing Internet architecture, based on the IP protocol, was designed with simplicity in mind, it provides an effective way to connect devices but does not concern itself with whom or what is being networked. As a result, Internet users wishing to take part in private communications or transactions ordinarily have had to establish their identities by manually creating separate accounts at each Internet service. Additionally, with transactions of higher and higher value being made over the Internet, a large, new community of hackers has formed to pray on the weaknesses of the existing Internet architecture to seize the identities of both Internet users and service providers. These issues, among others, illustrate the overwhelming need for a new solution to the digital identity problem on the Internet, in hopes that some day Internet users will be able to make transactions on the Internet safely, privately, and conveniently.
What is Digital Identity?
Identity in the Physical World

According to the Merriam-Webster dictionary, identity is “the condition of being the same with something described or asserted.” Essentially, identity is made up of characteristics that describe “an entity, be it a person or thing.” [16] While as humans we tend to feel entirely unique, each with our own undefined, irreplaceable sense of individuality, in the real, physical world, one’s identity does come down to how one is described, either by self-assertions or by assertions of another.
For example, in order to purchase alcohol in the United States, it is the policy of every law-abiding liquor store that you must be 21 years of age. If your appearance obviously indicates that you are aged well past 21 years, it is often the case that the merchant will see this self-asserted age characteristic as your true identity and conduct the transaction without further verification. If you do not fit into this category with your appearance, you are required to furnish to the merchant a credential that asserts your age is at least 21. The credential must, too, be identified by the merchant to ensure that it is valid and government-issued. Only if the merchant identifies it as a valid, government credential, the credential’s photo matches your self-asserted appearance, and the credential asserts that you are the appropriate age, are you able to legally purchase alcohol.
In addition, there are limitations to how well a person or entity can be identified. In the event of a crime from which the perpetrator’s DNA was recovered, it’s possible that the DNA recovered was sampled from the innocent suspect’s identical twin. Or, even if the true criminal was apprehended, it’s possible (though very unlikely) that, when undergoing blood tests for a DNA comparison, the blood drawn from the criminal’s arm had been from a small, surgically-installed sack containing another individual’s blood. Thus, in this situation it could not be proven that he was the criminal. 
In any authentication system, there are only three known authentication factors: something you have, something you are, and something you know. [16] Additionally, combinations of the three factors can be use to strengthen authentication. Things that you have, like physical, metal keys, can be stolen. Things you retain in your memory, like passwords, can be communicated to other parties. Attributes that are part of you, like your fingerprints and facial appearance, are not easily transferable but can still not be absolutely attributed to your one, true identity. Identity in the real, physical world can never be proven with 100% certainty. 
Digital Identity and Its Limitations
If real-world identity is a set of characteristics used to describe oneself asserted by oneself or another, similarly, a digital identity is a set of characteristics asserted “by one digital subject about itself or another digital subject, in a digital realm.” [2] A digital subject, like a subject in real life, is anything that is described—it need not be human.
As in real life, where the certainty of proving a subject’s identity is limited by the strength of one or more authentication factors, a subject’s digital identity can never be proven 100%. In the digital realm, where interactions occur with easy-to-manipulate, easy-to-replicate transmissions of bits, identifying a subject is inherently more difficult. An online liquor store could never sell alcohol to an Internet user who sends in, as proof of his age, a digital photo of an obviously old man.
Digital Identity Management
Digital identity management, as opposed to digital identity itself, is focused on maintaining these asserted characteristics of subjects which, in an identity system, are created, used, and eventually deleted. [16] These characteristics are also known as claims.
Digital identity management is primarily used for two purposes, inventory and access control. Shipping companies store identity records about individual packages to allow customers to track packages en route to their destinations. Retail stores sometimes attach RFID tags to their inventory to ensure that tagged items do not leave the store without alerting the staff. Access control is essential for permitting only certain individuals to enter a building, allowing access to digital resources to only specified users, and so on. [16]
Digital identity management does not include the actual authentication of subjects. Authentication is necessary to ensure that claims describing a subject are, in fact, describing the right subject (and thus is integral to a digital identity system), but the technical problem of authenticating subjects is not in the scope of digital identity management.
Digital Identity on the Internet: Current Problems

Two broad issues exist today with regards to identity on the Internet: safety, including security and privacy, and convenience. Problems that exist in today’s online identity systems can fall into one or both of these categories. 
Unreliable Identification of Subjects


The Internet was originally designed without a reliable way of knowing exactly who or what you are connecting to. This weakness has been extensively exploited by hackers in a number of ways.

IP spoofing occurs when, by modifying the data in a TCP/IP transmission, a hacker is able to send data to a remote machine as if it is coming from another, trusted machine. This is done simply by modifying the source IP address in the IP header to make it appear that the data packet is coming from somewhere it’s not. [15] The recipient has no reason to suspect that the data packet was sent from a malicious source.

Phishing is a technique used to illegally obtain sensitive information, such as credit card numbers or bank account information, by assuming the identity of a trusted party. In a common phishing attack, a user will receive what appears to be official correspondence from PayPal, their bank, or another trusted online service. The user is often directed to a web site, which may look identical to that of the trusted online service, and asked to supply his or her sensitive information.

E-mail forgery occurs when e-mail is sent such that, to the recipient, it appears to have come from an e-mail address that the sender was not authorized to use. Because the SMTP protocol, used to transport e-mails from the sender to the recipient, requires no verification of the source e-mail address, forging the sender of an e-mail is as easy as changing the return address on a postal mailing. Plus, without a reliable way of determining who an incoming e-mail is from, there is no effective way to block out all unwanted spam e-mail. 

Without the ability to identify remote parties with an acceptable level of certainty, sensitive information can be easily leaked to criminals who are responsible for the increasing number of fraudulent transactions conducted online.
Account Management

Currently, on the Internet, a user must often go through the hassle of creating separate accounts at each of the services she wishes to use. Each of these accounts generally requires a password be set to prevent unauthorized access to the user’s account. Having to maintain multiple, separate accounts creates a number of problems.

Users often don’t create strong, independent passwords. Personal experience and published research has shown that Internet users often choose insecure passwords based on words that are easy to guess, rarely change their passwords, and regularly use the same password or variations of the same password across different accounts. [12] These practices leave the accounts of these Internet users vulnerable to unauthorized access.

Users must remember lists of passwords and other account information. Users who cannot remember their passwords often resort to writing them down. Though it has been argued that keeping track of passwords by writing them down is of minimal risk [9], having a printed record of one’s personal account information makes it easier for determined parties to gain unauthorized access to one’s account. 

Users cannot easily keep track of their accounts. For an Internet user, there is no easy way to see which accounts have been created with what Internet services. A user who has forgotten about an account created years prior at service X may create another, separate account.
Inconsistent User Experience

Because each online service must provide its own identity management systems, various types of account registrations, which have varying expectations for the user, have flourished. The most simple registration systems only require that the user choose his or her username and password, but often users are directed through a multi-stage process where he or she must verify their e-mail address by acting upon a special message sent to the user’s mailbox. Also, online services increasingly use devices called CAPTCHAs (“completely automated public Turing test to tell computers and humans apart”) to prevent non-humans from creating accounts. The tasks required of the user in CAPTCHAs are disparate and can be inconvenient and difficult to figure out. 
In addition, the extent to which a user can manage his or her account with an online service varies. While some online services provide easy ways for the user to retrieve access to their account in situations where the user has forgotten his or her password, others do not. Many online services do not provide any easily accessible way to reset account passwords or delete accounts altogether. 
Lack of Federation

The Internet currently has not deployed on a wide scale the ability for online services to federate the identities of their users. For example, if a user is an active seller of used items at multiple online services, such as at Amazon and at eBay, a user’s reputation at either online service cannot be carried over to the other, even though it would be appropriate for this information to be shared. 


In another example, if you are going on a business trip to Honolulu, Hawaii, and plan to fly there by United Airlines and rent a car via Hertz Rental Car, it would be useful for you if Hertz knew your flight information in order to make it easier for you to be transported from the Honolulu airport to your rental car. [16]
Security Weaknesses

Of course, online identity systems suffer from weaknesses inherent in all computer-based systems. Machines and any data they contain can be compromised as a result of trojan horses, viruses, spyware, and the like. Hackers can set up monitoring systems to log a user’s keystrokes. Operating system security holes and other vulnerabilities can leave computers open to attack.
Vast Propagation of Sensitive Information


The task of identity management being left up to individual online services, minimal effort is often put into limiting the amount of sensitive information that is distributed. Users have little control over their personal information once it is in the hands of the online service. Also, users generally have little insight as to how securely the online service keeps such information.

Information sharing is not minimized. Online services, for data mining purposes, often ask users to provide information that is totally irrelevant to the user’s direct needs.  In addition, certain online services like online banking services often use social security numbers, originally issued by the government to enable social security account holders to access their accounts, to uniquely identify commercial bank accounts. Furthermore, extraneous information is supplied to online services when only basic information is needed. If an online service must verify that you are 21, it does not need to see your birthday, it only needs to know your age. 

Sensitive information is used and shared without user consent. Though it is becoming more and more standard for online services to publish privacy policies, even when they are available they may be difficult to access and be written in difficult-to-understand legalese. In many cases, though, online services provide no reasons why sensitive information is being collected from the user. Additionally, with the online service’s data handling practices completely hidden from the user, sensitive information can be sold for a profit without the user’s knowledge.

Account deprovisioning does not always take place in a timely manner. An employee that has switched jobs may be surprised to find that he still has access to his previous company’s sensitive data if access had not been promptly disabled. [16]

Identity information is released unnecessarily in public settings. For example, EZ Pass identification systems, which enable cars to automatically have tolls assessed when a toll booth is passed through, utilize RFID chips that publicly communicate identity information without authenticating the intended recipient. [2]
Legislative Solutions
The federal government has concerned itself with digital identity insofar as identity theft and privacy issues have arisen.

The FTC recently reported that in 2005 Internet-related fraud complaints total over $335 million, a number that has been steadily increasing through the years. [3] Congress has recognized the identity theft problem but has shown little success in generating clear, effective guidelines to prevent it. Initiatives such as the Identity Theft and Assumption Deterrence Act of 1998, the Internet False Identification Prevention Act, and the Internet False Identification Act exemplify this, relying on ineffective law enforcement and providing only vague recommendations about how to combat the identity theft problem. [17]

Even if the proper legislation and enforcement capabilities were in place, victims often do not discover identity theft has been committed against them until many months later, so it is unlikely that much could be done to rectify the situation so far after-the-fact. Given this, it is clear that preventative measures should be the focus and that the responsibilities of ensuring privacy of sensitive personal information and preventing identity theft should be placed on businesses and users themselves. 

Weaknesses in existing identity management systems have lead to the inappropriate distribution of sensitive identity information, which causes privacy issues. The federal government has responded to these privacy issues, but regulation of businesses in the U.S. has been kept to a bare minimum. While European businesses face must face broad-range privacy regulations, U.S. privacy policy is focused primarily on the health care and finance industries. [16] Supposing legislatures could write up clear guidelines on how to restrict the usage and distribution of sensitive information, auditing the privacy practices of businesses is difficult for any third party, and implementing strict privacy practices is costly for any business. As a result, the government has interfered as little as possible. Consumer demand may be the only way to make the privacy practices of businesses stricter.

While legislation must be in place to handle extraordinary cases where digital identity issues arise, codifying unambiguous policies to fight these problems and enforcing those policies on a large scale will be very difficult. Technological solutions that focus on businesses and consumers, rather than legislative solutions, should be sought to improve the current digital identity management situation.
Existing Technological Solutions
.NET Passport
The Internet has long been aware of the need for a better identity solution. Microsoft made an attempt at creating a universal login service that allowed users to sign-in at many web sites using just one account. The technology was dubbed .NET Passport and has been deployed widely across Microsoft’s online services, including Hotmail, MSNBC, and MSN Messenger. 
Microsoft failed to see widespread usage of the identity management system for a number of reasons.  First, online services that wished to make use of Microsoft’s unified identity network had to pay an expensive subscription fee. Many popular web sites already run on tight budgets and would not have the incentive to sign up for Microsoft’s service. Second, if more and more services did end up depending on Microsoft as a universal login service, if for whatever reason Microsoft’s service went down, the result would be catastrophic. A robust identity management system cannot have a single point of failure. Third, very few want to trust Microsoft to manage their identities regardless of the context. It is appropriate for Microsoft to manage account access privileges to its own services, but it is not appropriate for Microsoft to exclusively manage access to bank accounts, personal blogs, and other services in entirely different contexts. Finally, a user’s identity depends on her context. In the workplace she will assert herself and be thought of differently than in the company of her closest friends. Microsoft’s .NET Passport did not account for context-based identity.

Liberty Alliance

In response to Microsoft’s efforts towards creating a universal identification system, in 2001, Sun Microsystems formed the Liberty Alliance along with other large corporations including Sprint, Sony, Verisign, and eBay. The project endeavored to create a competing single sign-on system based on a federation of trusted parties. 
In this system, if an online service A trusts another online service B to properly authenticate a user, online service A, known as the identity provider can authenticate a user on behalf of online service B by passing a SAML token that asserts the user’s identity to online service B, also known as the relying party. [16]
SAML 

SAML, the Security Assertion Markup Language, is an XML standard for coding authentication and authorization assertions to be passed between an identity provider and a relying party. Since its initial release in 2002, the language has gone through several revisions and is now a widely-used open standard that promotes interoperability between online services. 
The capabilities of SAML can be illustrated in a typical usage case. A user, Mary, visits an online service called airline.com to purchase airplane tickets. Mary is authenticated by airline.com. Once the sale is complete, airline.com recommends that she rent a car at her flight destination using another online service, rentalcar.com.  Because airline.com and rentalcar.com have a contractual agreement, instead of having to create a separate account at rentalcar.com, Mary can present a SAML token given to her by airline.com to rentalcar.com. This SAML token will tell rentalcar.com that Mary has successfully authenticated at airline.com, thus, based on the contractual agreement, she should be authorized to use rentalcar.com’s services. Rentalcar.com can also make additional requests directly to airline.com for more information regarding Mary (known as attributes), such as what Mary’s flight information is. Effectively, Mary’s identity across these two independent domains, airline.com and rentalcar.com, is federated, enabling airline.com and rentalcar.com to work together to provide better, more convenient service for Mary. [16]
Communicating Identity Information Securely

In order for federated identity to work, identity information contained in SAML tokens must be transmitted securely. Secure messages must follow the principles of non-repudiation, data integrity, and confidentiality.
Public Key Cryptography is a cryptographic system that relies on a pair of keys to encrypt and decrypt messages. In this system a user, Alice, is issued this pair of keys. Any information Alice encodes using one key can only be decrypted using the other, and vice verse. Alice makes one key known to the public (known as the public key) and keeps one of her keys secret (her private key). If Alice wants to send a message to Bob, Alice encrypts the message with her private key and sends it to Bob. Bob, then, can use Alice’s public key to decrypt the message. Bob then knows that the message had to have been encrypted using Alice’s private key. Bob also knows that the message could not have been tampered with in transit after Alice encrypted it with her private key. Also, if Bob wants to send Alice a message, Bob can encrypt his message with Alice’s public key. Then, the only person who can decrypt the encrypted message is Alice, if Alice has kept her private key private. This technique ensures the message transmission is confidential.
Digital signatures are used to make secure message sending more convenient. It would be a hassle if every time Bob wanted to look at something Alice sent, he had to decrypt the message using Alice’s public key. Because strong encryption of data can be computationally intensive and therefore time-consuming, digital signatures can be used to verify the source and integrity of the message. Digital signatures depend on generating a message digest, which a fixed-length string of bits that represents a (usually larger) variable-length message through some mathematical transformation. The transformation algorithm is such that it is mathematically infeasible that the message digests generated from two different messages are the same. Alice sends a message to Bob in the clear, but attaches to the message her digital signature, which is a message digest of the original message encrypted using her private key. Bob can verify the message’s source and integrity by using the same algorithm to generate a message digest. Then, if the digital signature sent by Alice is decrypted using Alice’s public key, the two resulting message digests should match.
Digital certificates work to ensure that no other individual can claim to be Alice when sending messages to Bob. A digital certificate is simply a claim from a trusted Certifying Authority that asserts that Alice’s public key is truly associated with other attributes of Alice, such as her name and e-mail address. Digital certificates help guarantee the authenticity of two parties in their communications.
Using the XML Signature and XML Encryption standards, SAML tokens can be transmitted from one trusted party to another in a secure fashion via SOAP messages across the well-established HTTP protocol. 
The Liberty Alliance Project and Shibboleth

The Liberty Alliance Project estimates that over 400 million clients are currently using the Liberty identity system [10]. Liberty has focused primarily on providing identity management systems to corporate environments rather than individual Internet users, and while some large companies like Sun and HP have implemented Liberty technology on a wide scale, Liberty has failed to gain a significant momentum among businesses and organizations.

Shibboleth, similar to the Liberty Alliance Project, also implements authentication and authorization functions using SAML, and it is supported currently by universities like Stanford and MIT to enable cross-domain federation of identity among academic institutions.
Ongoing Technological Developments
URL-Based Identity Management

As more and more Internet users establish presence on the web through blogs, a handful of implementations have cropped up, hoping to provide users with a decentralized, single sign-on identity solution conveniently based on these unique URLs. 
OpenID and Similar Identity Management Systems

 OpenID is the simplest URL-based identity management implementation. With OpenID, in order to sign into an online service, a user will be asked for her identity URL, which is just her personal blog or web page URL. The online service will then send the user to her identity URL, where an OpenID server is set up. The OpenID server authenticates the user at her identity URL, then sends the user back to the online service with an encrypted token containing information that asserts the user was successfully authenticated. The online service can then verify whether or not the user successfully logged in at the particular identity URL by directly sending the encrypted token back to the identity URL’s OpenID server. If the identity URL’s OpenID server responds positively, then the online service knows that the user is indeed the owner of the identity URL she claimed to own. [4]

OpenID provides a simple sign-on solution that proves to online services nothing more than that a user owns a particular URL. Attributes of the user, such as name and e-mail address, are not part of the OpenID architecture, so users would still be forced to manually supply this information to an online service whenever it is requested. Other, similar identity systems, such as LID and XRI, are designed to allow user-controlled dissemination of personal information from an identity URL.

OpenID and its cousins offer no way of federating an identity URL with other identity providers. Without relationships between trusted identity providers and online services, online services have very few credentials by which to authorize users.
SXIP

The most fully developed implementation of an URL-based identity system is offered by SXIP in the SXIP 2.0 protocol. In SXIP, to log onto an online service, called a “Membersite”, a user presents an identity URL, called a “Homesite”, which is a web site under the user’s control where SXIP software is operating. Similar to OpenID, the Membersite sends the user to their SXIP-enabled Homesite where they are asked to login. Once successfully logged in, the user is informed about the identity of the Membersite requesting information and the specific types of information required. The user’s Homesite is a central repository for the user’s identity information. On the Homesite, the user can create different personas, each with varying sets of attributes.  He or she can select a persona, and data from that persona is sent, indirectly through the user’s browser, back to the Membersite. When the Membersite receives the identifying information requested, it verifies the information by contacting the Homesite directly, and the authentication procedure is completed. [13]

SXIP Homesites offer an easy-to-use, centralized way of managing personal data. If a user’s personal information is updated, as in cases where the user has changed e-mail addresses, the user can choose whether or not to communicate the information updates to Membersites that have, in the past, received old versions of the same personal information. 

What truly sets SXIP apart from other URL-based identity systems is its support of SAML digitally-signed assertions. One simple use of this would be to provide Membersites with trustworthy claims that the user’s e-mail address has been confirmed (by a third party) to be valid. Instead of having the user go through the ordeal of confirming that their e-mail address works just to create an account at a Membersite, a user’s Homesite can store a SAML token issued by some trusted authority, such as Verisign, that can convince the Membersite of the validity of the user’s provided e-mail address. [14] [5]
Pros and Cons of URL-Based Identity


With identity URLs easily accessible in the public web domain, users will be able to easily identify themselves whether they are at home or at a public kiosk.  Also, if everyone had URL-based identities, it might be easier to provide the searchable public database of people that Internet efforts has been trying to achieve for years. Whether or not this sort of public directory would be a privacy invasion is not clear.

Having an online service redirect the user to her trusted identity URL could provide an opportunity for hackers to implement successful phishing schemes to obtain unauthorized access to the user’s identity URL. Given that all of a user’s personas might be stored in one identity URL, this could be devastating. 
The WS-* Architecture: An Identity Metasystem

IBM and Microsoft teamed up to create WS-*, a set of specifications built on the web services platform to provide an interoperable, claims-based digital identity management system that ties together disparate underlying technologies. IBM and Microsoft have been working closely with OASIS, a global consortium that develops standards by which online services can conduct business, to create an open identity architecture that allows older identity management systems to work alongside new advances in identity technology.

This “identity metasystem” that WS-* hopes to create will provide an environment in which claims-based authentication and authorization, such as in the aforementioned SAML usage case example, can occur independent of the type of claim being transmitted. Claims of one type can be transformed into claims of another. Additionally, WS-* can negotiate acceptable claim types between two relying parties. [11]
Implementing WS-*: Microsoft’s InfoCard Identity Selector
While efforts from many companies, including Microsoft, IBM, and Ping Identity, are currently underway in writing the software necessary to enable WS-* identity providers and relying parties, the only GUI released as of now that allows users to control their digital identities is Microsoft’s identity selector, codenamed “InfoCard”.

In this system, users can create or be issued InfoCards for each of their digital identities, but actual identity information is not contained in these InfoCards. InfoCards describe the types of claims that are associated with a digital identity and who issued those claims. In authentication, when a relying party requests that certain claims be provided by certain parties about a user’s digital identity, the user selects the appropriate InfoCard, which, depending on the policies of the relying party, may be self-issued and provide fabricated data or may be trustworthy and provide personal information verified by Verisign. Once the user has given explicit consent to disclose to the relying party the requested identity information, the InfoCard system retrieves the appropriate security tokens either from my local identity provider (used for self-issued InfoCards) or from a remote identity provider, such as Verisign, which may require separate user authentication. These security tokens are then supplied to the relying party to complete the authentication procedure.
The InfoCard system also eliminates the need for the user to create usernames and passwords at any relying party. InfoCard can create a unique identifier called a Personal Private Identifier (PPID) that the relying party can use to identify a user without the use of any personal information. In addition, InfoCard generates a unique password using a master key, which is an identifier unique for each self-issued InfoCard, and the public key of the relying party. This password will be unique to the digital identity represented by the InfoCard and the relying party. [1]
The Future of Digital Identity Management

With so many identity management systems proposed, the big question is which one, if any, will provide the identity solution to become standard across the Internet? URL-based identity systems are only just beginning to extend support for security tokens from trusted parties, which is the basis of federated identity. Also, URL-based systems face the huge problem of phishing: it’d be easy to con a user into providing their identity URL access information by redirecting them to a look-alike page. However, URL-based systems are relatively easy to set up and can meet the simple authentication needs of many web sites, so it’s likely that these systems will have a place in the online identity marketplace, at least in the near future. 
With identity selector implementations already released and plans to include InfoCard in Windows Vista, Microsoft certainly has first-mover advantage with InfoCard, even though it is still under heavy development. But, it’s unlikely that Microsoft will have complete control over tomorrow’s digital identity management: Microsoft has made InfoCard an open standard, and Java-based InfoCard implementations have already appeared.
The success of InfoCard rests on the WS-* architecture, which seeks not to replace existing identity solutions but to help them interoperate. WS-* hopes to integrate the digital identity landscape similar to how the IP protocol enabled varying network implementations like Ethernet, token ring, and frame relay to work together. As a layer on top of other identity systems, WS-* allows new identity technologies to be adopted quickly, which is crucial if vulnerabilities in existing identity systems are exposed. 
Problems Solved By WS-* and InfoCard
Unreliable Identification of Subjects
In InfoCard, when a relying party requests sensitive information from the user, it can present an X.509v3 certificate (issued by a trusted identity provider) which allows the user to verify the authenticity of the relying party simply by looking at their recognizable, graphical logo. Currently, users can be easily tricked by phishing attacks that present these recognizable logos in web pages. By isolating this verification process to the InfoCard identity selector, which runs in a secure desktop environment, assuming identity providers do a trustworthy job of issuing digital certificates to relying parties, phishing should be effectively thwarted. [1]
The problem of forged e-mail could be eliminated if security tokens, asserting the authenticity of the sender, were sent along with messages. These security tokens would be issued by trusted identity providers. The technology for this is currently available for this in the form of digital certificates, but because it is not easy for a user to procure and install a digital certificate, widespread usage has not been achieved. With InfoCard a part of the standard Windows platform, users will likely grow much more identity-aware and increasingly want to use identity provider-certified e-mail.
Account management


InfoCard eliminates the need for usernames and passwords, so users are no longer responsible for maintaining long lists of difficult-to-remember passwords. Preliminary releases of InfoCard indicate that the user might be able to maintain accounts he has created through the InfoCard client.
Inconsistent User Experience


The InfoCard identity selector provides a consistent user interface for the user to interact with for any transaction of identity information. All claims that are requested by a relying party are displayed to the user through InfoCard, even if it is a type of claim not natively recognized by InfoCard. If the user wishes to verify that she is, indeed, an actual human being, there could be only one CAPTCHA test administered by an identity provider. If the user passes, the identity provider could then provide claims to any relying party of the user’s authenticity (for as long as the CAPTCHA verification is valid).

For self-issued InfoCards, the user will be able to manage identity claims in her InfoCard client. For InfoCards issued by identity providers, the user may be required to follow different procedures with different interfaces to manage identity claims, but the user will not have to depend on a proprietary identity management interface provided by the relying party. 
Lack of Federation


With WS-*’s architecture for transmitting identity claims independent of the underlying security token technology, identity providers can create trust relationships and conduct transactions seamlessly across multiple domains, potentially using any type of identity claim.
Vast Propagation of Sensitive Information

The dissemination of sensitive information is minimized using the WS-* architecture. If, for example, a relying party requires a claim that the user be over 21, and the user’s identity provider (trusted by the relying party) has a birthday in 1980, then the WS-Trust language can transform the claimed birthday to a claim that simply asserts that the user is over 21. The relying party accepts this token and does not learn any unnecessary information about the user. 

In WS-*, just like in today’s digital identity management situation, relying parties can still maintain databases with vast amounts of sensitive personal information. However, WS-Privacy, part of WS-*, is a language in which users can state privacy preferences and relying parties can state privacy practices in language that’s easy for users to understand. With this clear communication, users will be more aware about how their personal information is used and relying parties will have more of a responsibility to follow through with their published privacy practices. [6]

Also, though toll-booth RFID technology may not be advanced enough to implement WS-*, in InfoCard identity information is prevented from unnecessary release to the public. Certain subjects, such as online businesses, will want to identify themselves publicly, but other subjects, such as people, can remain private and communicate identity claims confidentially to specified parties.
Remaining Issues with WS-* and InfoCard

While WS-* and InfoCard have accounted for many digital identity management issues on a broad scale, unanswered problems and questions still exist for this fledgling technology. 
Security

Microsoft has not yet made it totally clear how InfoCards will be stored on user computer systems, though the company claims they will be kept in a secure operating system environment that is protected from attack. Given that all new identity management systems are layers on top of existing computer and Internet standards, tampering with data on a low level, such as in IP spoofing attacks, is still possible, but the increased use of digital signatures in identity-related transactions would make it easier for tampered messages to be disregarded. 
Neither InfoCard nor WS-* focuses on authentication, another component of digital identity systems, so vulnerabilities in authentication systems may exist in the future just as they do today. For example, if a user’s Windows password or InfoCard PIN (which can be used optionally) falls into the wrong hands, a user’s digital identity could be compromised. InfoCard has, to an extent, provided security measures against this by allowing identity providers to authenticate users separately, whenever identity claims are requested. For example, a company’s identity provider that vouches for an employee’s employment status may require the user to authenticate via smart card when she tries to use her company-provided InfoCard.
InfoCard Management


What will happen if a user accidentally deletes an essential InfoCard from his computer? Each InfoCard has a unique ID number that is used to generate unique passwords for relying parties that the user visits. Without this password, the user can no longer log in to those relying parties. With the push to minimize dissemination of personal information, it’s also less likely that the relying parties will have other means of identifying the user’s original account. How the user will reclaim access to his lost relying party account is not clear.

What happens if a user wants to delete his account with the relying party? Because relying parties host varying types and quantities of user information, deprovisioning user accounts is not necessarily a straightforward process, so it is likely that users will have to rely on proprietary interfaces to have their accounts deleted from a relying party. When relying parties request claims from the user before creating a user’s account, the relying party should be required or encouraged, at least, to provide the user with practices concerning account deprovisioning: What will the relying party do in the event that the user wishes to delete her account?

If a user is away from her home or office computer, will a user have to transfer her InfoCards to another computer in order to log in to relying parties there? As InfoCards become stored on smart cards and cell phones, this might increasingly be the case, but in the nearer future it’s possible that InfoCards will be accessible from the web.
Privacy

It appears that WS-* will facilitate communication of privacy practices and preferences between users and relying parties via WS-Privacy, but this may not actually effect changes among relying parties to minimize the collection and sharing of sensitive information. For a user, it would be best if any transmission of his sensitive information was made not directly between two relying parties, but through the user himself. This way, the user could maintain an exact record of how his sensitive information is disseminated. 
In addition, sharing of a user’s identity information between relying parties when multiple relying parties must coordinate to conduct an online transaction could be minimized through the use of temporary unique IDs. We have already seen financial institutions issuing “temporary credit card numbers” that are good for only one transaction. This idea could be extended such that a user could make an online payment using this sort of temporary credit card number system without having to provide other identifying information (such as his full name). Additionally, a similar system could be adopted in shipping items purchased over the Internet. The user could submit his shipping address to a specific shipping company (like FedEx) or to a federation of shipping companies and receive a unique shipping transaction number to give to an online store. The online store does not need to know the user’s full postal address (perhaps just the state, for tax purposes) and could simply attach this unique shipping transaction number to the package. When the package is picked up, the shipping provider could look up the number to find the user’s shipping address.
 Though this control over sensitive information dissemination would be ideal for users, it requires that they set up the shipping and financial transactions independently of their order from the online store, which provides additional hassle. 
Barriers to Adoption


The WS-* architecture is robust and its implementation will not be an easy task. Before two relying parties can federate, they agree upon a specific trust relationship. Then, without a key to relate a user’s identity in one database with her identity in another, linking existing user databases could only be done manually by individual users.

Managing InfoCards instead of remembering a simple username and password might be a burden for many users, so many users may refuse to adopt the new system. Users may be frustrated by the access policies of relying parties, which may require security claim tokens that must be acquired from unknown identity providers. In addition, relying parties may not want to invest the time and money into WS-* if their current system is entirely functional. Plus, if stricter sensitive information dissemination policies are introduced, relying parties will be reluctant to give up access to and control over the valuable sensitive information in their user databases.

Finally, who is going to operate these identity providers? Volunteer identity providers will not be able to provide highly secure and trustworthy solutions that would be required for higher value transactions, so outside of organization-issued identities, it’s likely that users and relying parties will have to pay for these services, which, of course, they will be reluctant to do.
Conclusion

Taking lessons from the failure of Microsoft’s .NET Passport as a central identity provider, a multitude of potential solutions have been proposed in the past few years to provide decentralized identity management on the Internet. These solutions hope to remedy the problems of the current, third-party-controlled identity management landscape. Among these solutions are more robust federated identity systems that operate according to versions of the open WS-* architecture, and simpler URL-based identity systems that might be most useful for basic authentication purposes. With ever-growing support for WS-* among leading software companies, it’s likely that if any digital identity framework is successfully introduced Internet-wide, it’ll be this one. InfoCard, a system designed by Microsoft that allows users to manage identity claims centrally, is at the forefront of this digital identity revolution. The InfoCard system brings new problems to the surface that have yet to be addressed. However, in theory the InfoCard system based on WS-* should not only solve many of the Internet’s existing identity management issues, but also provide a means for online services establish business relationships based on trust, which will enable federated identity. The success of any new identity management solution will be decided by how willing users and organizations are to invest in the new technology.
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