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ABSTI)gACT 

The TCP/IP protocol suite, which is very widely useJ today, was developed 
under ~e  sponsorship of the Department of Defense. Despite that, there are a 
number of serious secmqty flaws inherent in the protocols, mgardless of the 
correctness of any implementations. We describe a variety of attacks b~sed on 
these flaws, including sequence number spoofing, routing arracks, source address 
spoofing, mad authentication attacks. We also present defenses against these 
attacks, and conclude with a discussion of broad-spectrum defe.nses such as 
encry?rion. 

1. INTRODUCTION 

The TCP/IP protocol suite I--~!{27, which is very widely used today, w~ks developed under the sponsorship 
of hhe Department of Defense. Despite Lhat, there are a number of serious security flaws inherent in the 
pro~:~cols. Some of these flaws exist because hosts rely on IP source address for authentication; the 
Berkeley '*r-utilities ''~1 are a notable exampIe. Olkers exist because network control mechanisms, and 
in particular roaring protocols, have minimN or non-existent authentication. 

Winen describing such arracks, our basic assumption is that ~e  attacker has morn or less complete 
controt over some machine connected to the Interact. This may be, due to flaws in gnat machine's own 
protection mechanisms, or it may be because that machine is a microcomputer, and inherently 
unprotected. Indeed, the attacker may even be a rogue system admirfisL~ator, 

1.I Exclusions 

We are not concerned with flaws in particular implementations of the protocols, such as those used by 
the Internes ~'worm ''[41{5~I~1. Rather, we discuss generic problems with the protocols themselves. As 
will be seen, careful implementation techniques can alleviate or prevent some of these problems. Some 
of the protocols we discuss are derived from Berkeley's version of the UN~X ® system; others are genetic 
Internet protocols. 

We are also not concerned with classic network attacks, such as physical eavesdropping, or altered or 
injected message.s. We discuss such problems only in so far as they are Ncilitated or p<)ssible because 
of protocol problems. 

For the most part, there is no discussion here of vendor-specific protocols. We do discuss some 
problems with Berkeley's protocols, since these have become de facto standards tbr many vendors, and 
not just fix UNIX systems, 

2. TCP SEQUENCE NUMBER PREDICTION 

• I7~ One of the more fascinating security holes was first described by Morns . Briefly, he used TCP 
sequence number prezficfion to construct a TCP packet sequence without ever receiving any res~Txmses 
from the server, This allowed Nm to slxx)f a trusted host on a local network. 
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The normal TCP connection establishment sequence involves a 3-way handshake. The client selects and 
transmits an initial sequence number ISNc, the server acknowledges it and sends its own sequence 
number ISNs, and the client acknowledges that. Following those three messages, data transmission may 
take place. The exchange may be shown schematically as follows: 

C- ,S  :SIN (ISNc) 
S --~C :SYN (ISNs),ACK (ISNc) 
C--iS :ACK (ISNs) 
C--~S :data 

and/or 
SaC:data 

That is, for a conversation to take place, C must first hear ISNs, a more or less random number. 

Suppose, though, that there was a way for an intruder X to predict ISNs. In that case, it could send the 
following sequence to impersonate trusted host T: 

X - , S  :SYN (ISNx),SRC =T 
S ---~T :SYN (ISNs),ACK (ISNx) 
X--~S :ACK (ISNs),SRC =T 
X --~S :A CK (ISNs),SRC =T, nasty-data 

Even though the message S - , T  does not go to X, X was able to know its contents, and hence could send 
data. If X were to perform this attack on a connection that allows command execution (i.e., the 
Berkeley rsh server), maficious commands could be executed. 

How, then, to predict the random ISN? In Berkeley systems, the initial sequence number variable is 
incremented by a constant amount once per second, and by half that amount each time a connection is 
initiated. Thus, if one initiates a legitimate connection and observes the ISNs used, one can calculate, 
with a high degree of confidence, ISN~ used on the next connection attempt. 

Morris points out that the reply message 

S ~ r  :SYN (ISNs),ACK (ISNx) 

does not in fact vanish down a black hole; rather, the real host T will receive it and attempt to reset the 
connection. This is not a serious obstacle. Morris found that by impersonating a server port on T, and 
by flooding that port with apparent connection requests, he could generate queue overflows that would 
make it likely that the S - , T  message would be lost. Alternatively, one could wait until T was down for 

roudne maintenance or a reboot. 

A variant on this TCP sequence number attack, not described by Morris, exploits the netstat tsl service. 
In this attack, the intruder impersonates a host that is down. If netstat is available on the target host, it 
may supply the necessary sequence number information on another port; this eliminates all need to 

guess 1. 

Defenses 
Obviously, the key to this attack is the relatively coarse rate of change of the initial sequence number 
variable on Berkeley systems. The TCP specification requires that this variable be incremented 
approximately 250,000 times per second; Berkeley is using a much slower rate. However, the critical 
factor is the granularity, not the average rate. The change from an increment of 128 per second in 
4.2~SD to 125,000 per second in 4.3BSD is meaningless, even though the latter is within a factor of two 

of the specified rate. 

1. The netstat protocol is obsolete, but is still present on some Intemet hosts. Security concerns were not behind its elimination. 
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Let us consider whether a counter that operated at a ~:rue 250,000 hz rate woukl help. For simplicity's 
sake, we will ignore the .problem of o4~er connections occurring, and only consider the ii:~:ed ra,,e of 
cMnge of this counter, 

To learn a cuKeat sequence number, one must send a SYN pocket, a~d receive a response, as R)llows: 

X-~8: 8Y~,: (.fSNx) 
S-~X: SDV (LSN's),ACK (I.5Nx) (I) 

The first spoof packet, which triggers generation of the ne×t sequence num~;:r, ca~ immediately fbl!ow 
the server's response to the D'obe pocket: 

x-~8:  SE:V (IS?<v),,.5RC:T (2) 

The s~uence  number ISiV s used in the msponsve 

S ~ T: S:<~'? ~g/V s ) ,A C2g (1SNx) 

is uniquely determined by the time >e~ween the origination of message (1) and 8~e receipt at the server 
of me~ssage (2). But this number is precisely the round-tip time between X and S. T}ms, if the spooler 
can accurately measure (and predict) that time, even a 4 hi-second clock will not defi::at this attack. 

How accuramly can the trip dine be measured? If we assume that stability is good, we cam probably 
bound it within 10 milliseconds or so. Clega@, the Interact does not e×hibit such stability over the 
long-tern ~9], but it is often good enough over the short term. 2 There is ahus an uncertainty of 25C~ in the 
possible value for ISN~,. if  each trial takes 5 seconds, to allow time to re-measure the round-trip ~ime, 
an imyude-r would have a reasonable Iikelihood of succeeding in 7500 seconds, and a hen>certainly 
wit~h[n a day~ Morn predicUfO£ (Le. higher quality) networks, or more accurate measurements, would 
improve .the oc~.s even fm:ther in the intruder's favor. Clearly, simply following the letter of the TCP 
specification is not good enough. 

We have thus far tacitly assumed that no processing takes places on u~e target heel  In f ac t ,  some 
processing does take place when a new request comes in; the amount of vmqability in this processing is 
critical. On a 6 MIPS machine, one tick - -  4 p-seconds - -  is about 25 instn~ctions. There is thus 
considerable sensitivity to t~he exact instruction path followed. High-priority interrupts, or a slightly 
different TCB allocation sequence, will have a comparatively k~ge e f f~ t  on the actt~.d value of the next 
sequence number. This randomizing effect is of considerable advantage to the u~rget, h should be 
noted, though, that fkster machines are more vulnerable to this attack, since the vtmability of the 
instruction path will ta±.e less real time, and hence affect the increment less. And of co~rse, CPU speeds 
axe inc:~easing rapidly, 

This suggests aaqother solution to sequence number attacks: randomizing the increment. Care must be 
taken to use sufficient bits; if, say, only the low-<~der 8 bits were picked randomly, and the gmnuhtrity 
of the mcmmem was coarse, the intruder's work factor is only multiplied by 256~ A combination of a 
fine-granularity increment and a small random number generator, or just a 32-bit generator, is better. 
Note, though, that many p~eudo-raadom number generators are ee~sity invertibte I*°l. In fact, given that 
most such generators work via feedback of their output, the enemy could simply compme the ne×t 
" random"  number to be picked. Some hybrid te~hniques have promise --- using a 32-bit generator, R)r 
example, but only emitting 16 bits of  it - -  but brum-f<~me attacks could succeed at determining the seed. 
One would need at least 16 bits of random data in each increment, and perhaps more, to defeat probes 
from the network, but t~hat might leave ~.oo few bits to guard against a search for the seed, More 
research or sinmlafi{ms are needed to determine Ne proper poraameters, 

2. A~ the m ~ r ~ t ,  ~.e Imemet may ~ot have such stabiIily ever~ ove~ tabs short-teem, especiatiy oa tongohaul co*meeti<ms, it is ~o~ 
eorafo~.}x~g ~.o k~ow tha~ the ~ecur~.~y of a netw<uk reties on i~  low q~ality of ~eeAce. 
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Rather than go to such lengths, it is simpler to use a cryptographic algorithm (or device) for ISNs 
generation. The Data Encryption Standard I~1] (DES) in electronic codebook mode t~21 is an attractive 
choice as the ISNs source, with a simple counter as input. Alternatively, DES could be used in output 
feedback mode without an additional counter. Either way, great care must be taken to select the key 
used. The time-of-day at boot time is not adequate; sufficiently good information about reboot times is 
often available to an intruder, thereby permitting a brute-force attack. If, however, the reboot time is 
encrypted with a per-host secret key, the generator cannot be cracked with any reasonable effort. 

Performance of the initial sequence number generator is not a problem. New sequence numbers are 
needed only once per connection, and even a software implementation of DES will suffice. Encryption 
times of 2.3 milliseconds on a 1 MIPS processor have been reported [~31. 

An additional defense involves good logging and alerting mechanisms. Measurements of the round-trip 
time - -  essential for attacking RFC-compliant hosts - -  would most likely be carded out using ICMP 
Ping messages; a "transponder" function could log excessive ping requests. Other, perhaps more 
applicable, timing measurement techniques would involve attempted TCP connections; these connections 
are conspicuously short-lived, and may not even complete SYN processing. Similarly, spoofing an active 
host will eventually generate unusual types of RST packets; these should not occur often, and should be 
logged. 

3. T H E  JOY OF R O U T I N G  

Abuse of the routing mechanisms and protocols is probably the simplest protocol-based attack available. 
There are a variety of ways to do this, depending on the exact routing protocols used. Some of these 
attacks succeed only if the remote host does source address-based authentication; others can be used for 
more powerful attacks. 

A number of the attacks described below can also be used to accomplish denial of service by confusing 
the routing tables on a host or gateway. The details are straight-forward corollaries of the penetration 
mechanisms, and will not be described further. 

3.1 Source Routing 

If available, the easiest mechanism to abuse is IP source routing. Assume that the target host uses the 
reverse of the source route provided in a TCP open request for return traffic. Such behavior is utterly 
reasonable; if the originator of the connection wishes to specify a particular path for some reason - -  say, 
because the automatic route is dead - -  replies may not reach the originator if a different path is 

followed. 

The attacker can then pick any IP source address desired, including that of a trusted machine on the 
target's local network. Any facilities available to such machines become available to the attacker. 

Defenses 
It is rather hard to defend against this sort of attack. The best idea would be for the gateways into the 
local net to reject external packets that claim to be from the local net. This is less practical than it 
might seem since some Ethernet 3 network adapters receive their own transmissions, and this feature is 
relied upon by some higher-level protocols. Furthermore, this solution fails completely if an 
organization has two trusted networks connected via a multi-organization backbone. Other users on the 
backbone may not be trustable to the same extent that local users are presumed to be, or perhaps their 
vulnerability to outside attack is higher. Arguably, such topologies should be avoided in any event. 

A simpler method might be to reject pre-authorized connections if source routing information was 
present. This presumes that there are few legitimate reasons for using this IP option, especially for 

3. Ethemet is a registered trademark of Xerox Corporation. 
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relatively normal opera[io::s, A variation oa this defense would [×: to a::aly:ze the sourec m:)t~te and 
accept it if oMy h-bated gateways were listed; that way, the final gateway could be counted o:: :o deliver 
the gacke: only to the true destination host. 25e complexity of this idea is probably no: worthwhile. 

Some pmtocots (i.e., Berkeley's rtagi~ and rsh) pe~:i:  ordin:~y users to extend m~s: to remote hos*/user 
combi:mtions, tn that case, individual users, rather Nan an entire system, may be t:lrgeted by source 
routing a:t:.~cks. 4 Suspicious gateways : ~  wilt not help here, as the host lx~ing spooIk:d may not :yc within 
the security domain pmtec:ed by the gateways. 

3.2 Routing Informat.:oa Protocol Attacks 

The Rou.tiag [r~rorm.atio~a Protocol ::5~ (RIP;} is used to propagate muting information on local networks, 
evpecially broadcast media. Typicadty, the informmion received is unchecked. ~I}fis allows an ir:truder 
to send bogus muting infiarmation to a burger host, and to each of the gateways a~ong the way, to 
irnpersona:e a parficNar host. "Frye most likely attack of this sort would be to claim a route to a 
particular unused host, rather than to a network; :his would cause all packets destined tbr that host to be 
sent to the intruder's machine. (Diverdmg packe~ *br an entire network might be too noticeable; 
impersonating an idte work-station is comparatively risk-free.) Once this is done, prot~x:ols that rely on 
address-based authentication are effectively compromised. 

This attack can yield more subtle, and more serious, benefiv~ to the attacker as well. Assume that the 
attacker claims a route to an active boat or workstation instead. All packets for that host wilt be routed 
m gnu in~uder's machine for inspection and possible alteration. 2"hey are then resent, using IP source 
address routing, to the intended destination. An ouk~ider may thus capture passwords and other sensitive 
d a n  This mode of  attack is unique in that it affects outbound calls as well; ~ms, a user caIling out 
from the targeted hcest can be Ncked into divulging a password. Most of the earlier attacks discussed 
are used to forge a som-ce adchress; this one is focused on :he destination address. 

D e f e n s e s  

A RIP at:ack is somewhat easier to defend against than the source-routing attacks, though some defenses 
are simiiar. A paranoid gateway - -  one that filters packets based on source or destination address ---- 
wilt block any form of host-spoofing (including TCP sequence number attacks), since the offending 
packe:s can never make it uh_rough. But there are other ways to deal with RIP problems. 

One defense is %r R:P to be more skeptical about t~he mutes it accepts. In most envkonments, there is 
no good reason to accept new routes to your own local networks. A muter that makes this check can 
easiIy detect intrusion a~tempks. Unfortunately, some implementations rely on hearing their own 
broadcasts to reudn their knowledge of directly-at~ched networks. The idea, presumably, is that they 
can use other networks to route around local outages. While fautt-tolemnce is in general a good idea, 
the actual util iv of this technique is low in many environments compared with the risks. 

tt would be useful to be able to authenticate R:P packets; in the absence of inexpensive public-key 
signature schemes, this is difficult %r a broadcast protocol. Even if it were done, its utility is limited; a 
receiver can only auff:enticate the immola te  sender, which in turn may have bez'.n deceiv~ by gateways 
fur~her upstream. 

Even if the local touters don't  implement defense mechanisms, RIP attacks carry another risk: the 
bogus roming entries are visible over a wide area. Any muter (as opposxxt to h ~ 0  tha: receives such 
data wilt rebroadcast it; a su.spicious adminis,5~ag)r almost anywhere on the local collection of networks 
could no~ice the aa-:ornNy. Good log generation would help, but it ix hard to distinguish a genuine 
intrusion from eu.~ muting ir, s:ability that can accompany a gateway crash. 

4, Permitfir~g ordir,~ary u:.v::':~ to exIef~d tro~ i* W~d;~ably wr<>*~g in any evc~L regardless of  abuse of ~,he pro:¢xxfll~, t~* ,uch 
ce~cem~ am bey<~d ~ e  ~c<~pe of ~bi~ paper, 
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3J E×tcrior Gateway Protocol 

The Exterior Gateway Protocol (EGP) C16~ is intended for communications between the core gateways 
and so-called exterior gateways. An exterior gateway, after going through a neighbor acquisition 
protocol, is periodically polled by the core; it responds with information about the networks it serves. 
These networks must all be part of its autonomous system. Similarly, the gateway periodically requests 
routing information from the core gateway. Data is not normally sent except in response to a poll; 
furthermore, since each poll carries a sequence number that must be echoed by the response, it is rather 
dif~cult for an intruder to inject a false route update. Exterior gateways are allowed to send exactly one 
spontaneous update between any two polls; this, too, must carry the sequence number of the last poll 
received. It is thus comparatively difficult to interfere in an on-going EGP conversation. 

One possible attack would be to impersonate a second exterior gateway for the same autonomous 
system. This may not succeed, as the core gateways could be equipped with a list of legitimate 
gateways to each autonomous system. Such checks are not currently done, however. Even if they were, 
they could be authenticated only by source IP address. 

A more powerful attack would be to claim teachability for some network where the real gateway is 
down. That is, if gateway G normally handles traffic for network N, and G is down, gateway G" could 
advertise a route to that network. This would allow password capture by assorted mechanisms. The 
main defense against this attack is topological (and quite restrictive): exterior gateways must be on the 
same network as the core; thus, the intruder would need to subvert not just any host, but an existing 
gateway or host that is directly on the main net. 

A sequence number attack, similar to those used against TCP, might be attempted; the difficulty here is 
in predicting what numbers the core gateway is using. In TCP, one can establish arbitrary connections 
to probe for information; in EGP, only a few hosts may speak to the core. (More accurately, the core 
could only speak to a few particular hosts, though as noted such checks are not currently implemented.) 
It may thus be hard to get the raw data needed for such an attack. 

3.4 The Internet Control Message Protocol 

The Internet Control Message Protocol (ICMP) t171 is the basic network management tool of the TCP/IP 
protocol suite. It would seem to carry a rich potential for abuse. Surprisingly, ICMP attacks are rather 
difficult; still, there are often holes that may be exploited. 

The first, and most obvious target, is the ICMP Redirect message; it is used by gateways to advise hosts 
of better routes. As such it can often be abused in the same way that RIP can be. The complication is 
that a Redirect message must be tied to a particular, existing connection; it cannot be used to make an 
unsolicited change to the host's routing tables. Furthermore, Redirects are only applicable within a 
limited topology; they may be sent only from the first gateway along the path to the originating host. A 
later gateway may not advise that host, nor may it use ICMP Redirect to control other gateways. 

Suppose, though, that an intruder has penetrated a secondary gateway available to a target host, but not 
the primary one. (It may suffice to penetrate an ordinary host on the target's local network, and have it 
claim to be a gateway.) Assume further that the intruder wishes to set up a false route to trusted host T 
ttu-ough that compromised secondary gateway. The following sequence may then be followed. Send a 
false TCP open packet to the target host, claiming to be from T. The target will respond with its own 
open packet, routing it through the secure primary gateway. While this is in transit, a false Redirect 
may be sent, claiming to be from the primary gateway, and referring to the bogus connection. This 
packet will appear to be a legitimate control message; hence the routing change it contains will be 
accepted. If the target host makes this change to its global routing tables, rather than just to the per- 
connection cached route, the intruder may proceed with spoofing host T. 

Some hosts do not perform enough validity checks on ICMP Redirect messages; in such cases, the 

impact of this attack becomes similar to RIP-based attacks. 

ICMP may also be used for targeted denial of service attacks. Several of its messages, such as 
Destination Unreachable and Time to Live Exceeded, may be used to reset existing connections. If the 
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intruder knows the local and remote pc}rt numbers of a TCP connec~io~, am ICMP packc~ aimed al ~l~a~. 
connection may l:<<: forged 5. Such infbmxatio~ is sometimes available through ¢.he ;~e~,~7~J~ servicc. 

A morn global denial of service attack carl be launched by sending a fraudtflcnt Sub~:e~" ;~fu.~k R~7~?; 
message Some hosts will accept any such message, whel.her they have scat a query or no~: a f~Ise one 
couId eli)actively block all communications with the target host. 

DJe~ses 
MosI ICMP aIi.acks are easy m defend against wi~~ just a modicum of paranoia. If' a host ix careful 
about checking that a message really does ~ fe r  a) a p~h~icular connection, most such attacks wilI not 
succeed. In the case of TCP, this includes verifying that the ICMP packet contains a plausible sequence 
nmnber in @e mtmmed-packe~ ponion~ These checks are less appiicabte to UDR, though. 

A det;anse agednst Redirect attacks merits additional atteniion, since such atiacks can be more serious~ 
}~obabty, the best option ix to rest:Net rraum changes to the specified connection; the global routing table 
sho~;ld not be modified in res~oonse to ICMP Redirect messages 6. 

Finally, it is worth considering whether ICMP Redirects are even useful in u:~(kay's environment. "I5ey 
are only usable on locat networks wit.h more t~han one gateway to the outside world. Bt;i it is 
comparatively easy m maintain complete and correct kycad muting information. R~limct messages 
wouid be most uselhl fi-om the core gateways to locat exterior gateways, as ~&at would allow such k~cal 
gateways to have less than complete knowledge of i.he Interact; this use is disallowed, however. 

Suboei Mask attacks can be blecked if the Reply packet is honored onty ag the appropriate time. In 
general, a host wantss to see such a message only at boo~ time, and only if it had issued a quece; a stale 
reply, or an unsoliciteat reply, should be rejected out of h;md. 22-lure is tittle de%nse against a forged 
reply to a genuine Subnet Mask query, as a hos~ that has sent such a query' typically has few resources 
wi~  which to validate the. response. If the gem~ine res~)nse is not blocked by the in~ruder, though, the 
target will receive mukiple replies; a check to ensu.re that all replies agree would guard against 
adLministm~ive errors as well  

4. T H E  " A U T H E N T I C A T I O N "  S E R V E R  

As an altemaiive to address-based authentication, some implementations use the Au~he~icatio~ 
Set'vet ~ .  A server that wishes to know Ne identib, of its client may contact the client ho:Cs 
Authc ~cailon Server v, and ask it for information about the user owning a particular connection. This 
method ix ~qhereniIy more s~ure  t~han simple addre~;s-based aut.hentication, as it uses a soco~d TCP 
connection not under control of  the attacker ti thus can defeat sequence number aI~acks and somme 
routing attacks. T~ere are certain risks, however. 

72he first, and most Obvious, is thai not all hosts are corer×stunt to run authenticalion servers. If the 
cliem hosi is not secure, it does not maIter who the user i~ claimed to be; the answer carmot be grunted. 
Second, the authentication message itself c-an be compromis~ad by :muting table attacks. If RIP has been 
used to alter the taxget's idea of  how to reach some host, the aulhentication query will rely on the same 
altered routing data~ Finally~ if t~he target host ix down, a variant on the TCP sequence number attack 
may be used; after the server sends out a TCP open request boa the p re sum~ authemicafion server, the 
attacker can c~mplete the open seqlmnce and send a th l~  reply, If the target rims a ,aets~at server, this 
is even easier; a:~ noted, netsta~ wilt often supply the nezessary sequence numbee~ with no need to guess. 

5, In fac% ~¢~h p ~ : ~  art uvadab~e ttxtay: ~hey are used ~ a&~ini~L~a;ive u~l~ ~o ~e~ hung ~tY2P c:¢~mec~km~, 
6. ~fhi~ has c~b~ be~efi~ a.~ v,,~l, e~pechtly m e:~vi:r~me~ where ICMP-~kd~ia~J rou~ cha~ge~ are not ~]med ore. "the at~h(~r 

ha~ ~e~  ~i~,u~ior~ w'he~: RIP ff~tab~li~ X fol~owi¢~g a gateway crash has led to err~r~eou~ ICMP Redirecl me~age~, "t}~e~e had 
~he eff~ of perm~.nen~]y eorrup~i~ng ~.he ro.*.~ng f.ab~e~ on <~31er hos~..~. 

7. ~he ~n~eme~ A~i~vi~ie~ Board d~e~ r~  eurtemly recc~tnmend the A~Oet~ti¢;a~hm .Server for impk~nen~alior~. Ht~wever, !ihe 
decisic~ was ao~ made b,~ecause of sec-,arlty pr¢}b]efit~S ~1, 
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A tess-obvious risk is that a fake authentication server can always reply " n o " .  This constitutes a denial 
of service attack. 

Defenses 

A server that wishes to rely on another host's idea of a user should use a more secure means of 
validation, such as the Needham-Schroeder algorithm [2°1Ia11C221. TCP by itself is inadequate. 

5° H E R E  BE DRAGONS 

Some protocols, while not inherently flawed, are nevertheless susceptible to abuse. A wise implementor 
would do well to take these problems into account when providing the service. 

5.1 The " F i n g e r "  Service 

Many systems implement a finger service t231. This server will display useful information about users, 
such as their full names, phone numbers, office numbers, etc. Unfortunately, such data provides useful 
grist for the mill of a password cracker. ~241 By running such a service, a system administrator is giving 
away this data. 

5.2 Electronic Mall 

Electronic mail is probably the most valuable service on the Internet. Nevertheless, it is quite vulnerable 
to misuse. As normally implemented I25J~261, the mail server provides no authentication mechanisms. 
This leaves the door wide open to faked messages. RFC 822 does support an Encrypted header line, but 
this is not widely used. (However, see RFC 1040 ~271 for a discussion of a proposed new encryption 
standard for electronic mail.) 

5.2.1 The Post Office Protocol 

The The Post Office Protocol (POP) t2s] allows a remote user to retrieve mail stored on a central server 
machine. Authentication is by means of a single command containing both the user name and the 
password. However, combining the two on a single command mandates the use of conventional 
passwords. And such passwords are becoming less popular; they are too vulnerable to wire-tappers, 
intentional or accidental disclosure, etc. 

As an alternative, many sites are adopting "one-time passwords ' 's. With one-time passwords, the host 
and some device available to the user share a cryptographic key. The host issues a random challenge; 
both sides encrypt this number, and the user transmits it back to the host. Since the challenge is 
random, the reply is unique to that session, thereby defeating eavesdroppers. And since the user does 
not know the key - -  it is irretrievably stored in the device - -  the password cannot be given away 
without depriving the user of the ability to log in. 

The newest version of POP C3°1 has split the user name and password into two commands, which is 
useful. However, it also defines an optional mechanism for preauthenticated connections, typically using 
Berkeley's mechanisms. Commendably, the security risks of this variant are mentioned explicitly in the 
document. 

5.2.2 PCMAIL 

The PCMAIL protocol t311 uses authentication mechanisms similar to those in POP2. In one major 
respect, PCMAIL is more dangerous: it supports a password-change command. This request requires 
that both the old and new passwords be transmitted unencrypted. 

8. One-time passwords were apparently first used for military IFF (Identification Friend or Foe) systems r2~. 
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523 The Domain Name System 

"Kite Domad~ Name System (DNS) I32H33] provides for a distributed database mapping host names t~) IP 
address/us. An intruder who interferes with the proper operation of the DNS can mount a variety' of 
attacks, including denial of secvice and F,t~ssword coltc~ction. There are a number of vulncrabiIities. 

In some resolver implementations, it is possible to motmt a sequence numix:r attack against a pamcalar 
user. When the target user attempts to connect to a remote machine, an attacker can generate a domain 
sen'or response to the target's query. This requires knowing bo@ the UDP port used by the clicker's 
resolver and the DNS sequence number used tbr the query. The laiter is often quite e~sy to obtain~ 
though, since some resolvers always start their sequence numbers with 0. And the tbrrner may be 
obtainable via r~eIs~"ag or some analogous host command. 

A combined alt~eck on @e domain system and the routing me~:hanisms can be catastrophic. The intruder 
can intercept virtually all requests to ~r~sla~e n~nes to tP adckesses, and supply the address of a 
subverted machine instead; this would allow the inm~der to spy on all traffic, anti build a nice collection 
of passwords if desired. 

For tiqis ~eason, domain servers are high-v~ue targets; a sufficiently determined attacker might find it 
uset%l m ~ e  over a server by other means, including subverting fine machine one is on, or even 
physicalIy interfering with its link to the Internet. 'N~em is no ~e~work defe~se against the former, 
which suggests that domain seneers should only run on highly secure machines; the latter issue may be 
addressot by using authen~cation ~echniques on domain ser~ver resIx)nses. 

The DNS, even when functioning corwes;tty, can be used fbr some types of spying. The normal mode of 
oI>emtion of the DNS is to make specific queries, and receive specific responses. However, a zone 
grrap~fer (A)G:R) request exists that can be used ~o download an entire section of the databa:se; by 
applying this recursivdy, a complete map of the name space can be produced. Such a database 
represents a potential secucity risk; if, for example, an intruder knows that a particule~r brand of host or 
operating system has a pa.qicutar vulnerability, that database can be cons@ted to find atl such targets. 
Other uses for such a database include espionage; the number and type of machines in a particular 
organization, for example, can give away valuable data about the size of the organization, and hence the 
resom~ces committed to a particular pr@ect. 

P%rtunately, the domain system includes an error code for " re fused" ;  an administrative prohibition 
against such zone transfers is explicitIy recognized as a [egitimam reason for refu>al, This code should 
be employed for zone transfer requests from any host not known to be a legitimate secondaw server. 
Unfortunately, there is no auhhentication mechanism provided in the AXFR request; e~-c:e address 
authentication is the hvest that can be done. 

Recently, a compatible aut>~entication extension to @e DNS has been devised at M.LT. The Hesiod 
name server teat uses Kerberos I35} tickets to authenticate queries ax~d responses. The addigional 
ie~orrva~&n section of the query cm~ries an encpypted ticket, which includes a session key; this key, 
known only to Hesiod and the client, is used to compum a cryptographic checksum of the both the q u e u  
and the response. These checksums are atso :sent in the additional inRmnation field. 

5.4 The File TransNr Protocol 

The Fk'e "I~'aa4;f'er Protocd (FTP) {~1 k~e.lf is not flawed. However, a few aspects of  the implementation 
merit some chute. 

A4.] FY7 ~ A~glb~'ntication 

bT"P relies on a login and password combination for authentication. As noted, simple passwords are 
increasingly seen as inadequate; more and morn sites are adopting one-lime pae~swords. Nothing in the 
VFP s4~cification ~xecludes such an authentication meLhod. It is vital, however, that the " 3 3 t "  
respoF~sze tO a USER subcommand be displayed to the user; this message would presumably contain the 
chaIlenge. An t : [P  implementation that concealed this res~mse could not be used in riffs mode; if s~ch 
implementa6ons ea-e (or be~:ome) common, it may be necessary to use a new reply code fo indicate that 

~40~ 



the user must see the content of the challenge. 

5,4,2 Anonymous FTP 

A second problem area is "anonymous FTP". While not required by the FTP specification, anonymous 
FYP is a treasured part of the oral tradition of the Intemet. Nevertheless, it should be implemented with 
c a r e ,  

One part of the problem is the implementation technique chosen. Some implementations of FTP require 
creation of a partial replica of the directory tree; care must be taken to ensure that these files are not 
subject to compromise. Nor should they contain any sensitive information, such as encrypted 
passwords. 

The second problem is that anonymous ~ is truly anonymous; there is no record of who has requested 
what information. Mail-based servers will provide that data; they also provide useful techniques for 
load-limiting 9, background transfers, etc. 

5.5 Simple Network Management Protocol 

The Simple Network Management Protocol (SNMP) [37] has recently been defined to aid in network 
management. Clearly, access to such a resource must be heavily protected. The RFC states this, but 
also allows for a null authentication service; this is a bad idea. Even a "read-only" mode is dangerous; 
it may expose the target host to netstat-type attacks if the particular Management Information Base 
(MIB) [38] used includes sequence numbers. (The current standardized version does not; however, the 
MIB is explicitly declared to be extensible.) 

5~6 Remote Booting 

Two sets of protocols are used today to boot diskless workstations and gateways, Reverse ARP 
(RARP) [39] with the Trivial File Transfer Protocol (TFTP) [4°] and BOOTP [41] with TFTP. A system 
being booted is a tempting target; if one can subvert the boot process, a new kernel with altered 
protection mechanisms can be substituted. RARP-based booting is riskier because it relies on Ethernet- 
like networks, with all the vulnerabilities adhenng thereto. One can achieve a modest improvement in 
security by ensuring that the booting machine uses a random number for its UDP source port; otherwise, 
an attacker can impersonate the server and send false DATA packets. 

BOOTP adds an additional layer of security by including a 4-byte random transaction id. This prevents 
an attacker from generating false replies to a workstation known to be rebooting. It is vital that these 
numbers indeed be random; this can be difficult in a system that is freshly powered up, and hence with 
little or no unpredictable state. Care should be taken when booting through gateways; the more 
networks traversed, the greater the opportunity for impersonation. 

The greatest measure of protection is that normally, the attacker has only a single chance; a system 
being booted does not stay in that state. If, however, communications between the client and the 
standard server may be interrupted, larger-scale attacks may be mounted. 

6. TRIVIAL ATTACKS 

A few attacks are ahnost too trivial to mention; nevertheless, completeness demands that they at least be 

noted. 

9. Recently, a host was temporarily rendered unusable by massive numbers of VI'P requests for a popular technical report. If this 
were deliberate, it would be considered a suecessful denial of service attack. 
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6.1 Vulnerability of the Local Network 

Some local-rmc~a rmtworks, notably the E~herne~ networks, me extremely vulnerable to eavesdropping and 
host-spoofing. If such networks are used, physicN access must be stricdy controlled. I~ is also tmv, isc 
to truest any boss on such networks if any machb?e on {he network is accessibb R~ umzusted personneio 
unless authenticatio{~ servers are used. 

If @e logal network uses the Address Resolution }-b-o~ocoI ()LRP) I4;1 more subtle %rms of hos~--spoofing 
rare possibIe~ In particular, i~ becomes trivial to inmrcep< modify, and forward packers, rather than just 
raking over @e host's role or simply spying on a11 traffic. 

It is possible to kaunch denial of sept, ice a:cmcks by triggering broadc~:<~'~ storms, There a'e a variety of 
ways to do this; it is quke easy if most or alt of the hosts on the network are acting as gateways, The 
atmJcker can broadcast a packet destined for a non-exismnt IP address. Each host ~.~pon receiving i< wilI 
attempt to forward it to the proper destination. This None wilt represent a significan~ amount of ~]affic, 
as each host will generabe a broadcast ARP query for the des@ration. 7"he attacker can follow tip by 
broadcasting an ~RP reply claiming that the broadcast E~henaet address is the proper way to reach that 
destination. Each suspectiNe host will then not only resend the bogus packet it wiI1 also receive many 
more copies of it from the other sus~ t ib le  hos~ on the network, 

62 The Trb'lal File Transfer Prc¢eccol 

7TTP ~01 permits fiie a'~ansfcqs without any atmmpt at anthenticafiono 7]ms, any publicly-readable file in 
the entire universe is accessible, it is the responsibiIiV of the implemen~or and/%r the system 
adminismator to make ~hat universe as sxmaH as possible. 

6.3 Reserved Pork 

Bef~eley-deAved TCPs and UDPs have the notion of a "privileged port", T}mt is, ~)rt numbers lower 
t.gan 1024 may only be al]ocaved to privileged provcesses.. This restriction is used as part of the 
au~henticanon m~2hmqism. However, neither the TCP nor ~e UDP specifications contain any st~ch 
concept, nor is such a concelx even mea~qing%l on a single-user computer. Adminis~mH)rs shoutd never 
rely on the Berkeley a~ahenfication schemes when tatking m such machines. 

% COMPREHENSIVE DEFENSES 

°Nnus fro% we have described defenses against a variety of individual attacks. Several technktues are 
hroad-spec~m defenses; they may be employed to guard against not only these attacks, but many others 
as well 

%1 Au~hentleatto~ 

Many of the intrusions described above succored only because the target host uses the tP so~ce address 
for authemicatiom and assumes it to be genuine. Unl%nunaely, there are sufficiently many ways u) 
x~oof Nis address that such techniques are all but wor@less. ;Put another way, source address 
authemication is ~e equivaIent of a file cabinet secured wi@ an $t00 lock; it may reduce the temptation 
love1 for more-or-less honest passers-by, b~xt will do ligte or nothing to deter anyone even slightly 
serious about gaining entry'. 

Some t~nn of cc@tographic authentication is ne~ted. ~ e m  are severn possible a~roaches, Perhaps 
the besbknown is the Nevedh~m-Schroeder algorithm t2°tI2~H~21, It relies on each host sharing a key with 
an auti~entica~ion server a host wishing m establish a connection obtair~s a session key from the 
authentication server and passes a ~mled version along to the destination. At 0~e conchsion of the 
dialog, each skfe is convinced of the identity of the others Versions of the algorithm exist for bo@ 
private-key and public-key {a3i cryptosysmms. 

How do d~ese Ehemes fit togeaer with TCP£F~? (;me answer is obvious: with them, preamhenficated 
c¢:mnectioas can be implemented safely; wi@out them, ~hey are quif.e risky. A second answer is that the 
DNS pr(~vides an ideal base for auLhenficafion systems, ass it already incorf×)mtes the necessary name 
structure, redundancy, etc. To be sure, key disLrfbutkm responses must be authenticated amdNr 
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encrypted; as noted, the former seems to be necessary in any event. 

In some environments, care must be taken to use the session key to encrypt the entire conversation; if 
this is not done, an attacker can take over a connection via the mechanisms described earlier. 

7.2 Encryption 

Suitable encryption can defend against most of the attacks outlined above. But encryption devices are 
expensive, often slow, hard to administer, and uncommon in the civilian sector. There are different 
ways to apply encryption; each has its strengths and weaknesses. A comprehensive treatment of 
encryption is beyond the scope of this paper; interested readers should consult Voydock and Kent I441 or 
Davies and Price [45]. 

Link-level encryption --- encrypting each packet as it leaves the host computer - -  is an excellent method 
of guarding against disclosure of information. It also works well against physical intrusions; an attacker 
who tapped in to an Ethernet cable, for example, would not be able to inject spurious packets. 
Similarly, an intruder who cut the line to a name server would not be able to impersonate it. The 
number of entities that share a given key determines the security of the network; typically, a key 
distribution center will allocate keys to each pair of communicating hosts. 

Link-level encryption has some weaknesses, however. Broadcast packets are difficult to secure; in the 
absence of fast public-key cryptosystems, the ability to decode an encrypted broadcast implies the ability 
to send such a broadcast, impersonating any host on the network. Furthermore, link-level encryption, by 
definition, is not end-to-end; security of a conversation across gateways implies trust in the gateways and 
assurance that the full concatenated intemet is similarly protected. (This latter constraint may be 
enforced administratively, as is done in the military sector.) ff such constraints are not met, tactics such 
as source-routing attacks or RIP-spoofing may be employed. Paranoid gateways can be deployed at the 
entrance to security domains; these might, for example, block incoming RIP packets or source-routed 
packets. 

Many portions of the DARPA Internet employ forms of link encryption. All Defense Data Network 
(DDN) IMP-to-IMP trunks use DES encryption, even for non-classified traffic; classified lines use more 
secure cryptosystems C4al. These, however, are point-to-point lines, which are comparatively easy to 
protect. 

A multi-point link encryption device for TCPBP is the Blacker Front End (BFE) r471. The BFE looks to 
the host like an X.25 DDN interface, and sits between the host and the actual DDN line. When it 
receives a call request packet specifying a new destination, it contacts an Access Control Center (ACC) 
for permission, and a Key Distribution Center (KDC) for cryptographic keys. ff the local host is denied 
permission to talk to the remote host, an appropriate diagnostic code is returned. A special "Emergency 
Mode" is available for communications to a restricted set of destinations at times when the link to the 
KDC or ACC is not working. 

The permission-checking can, to some extent, protect against the DNS attacks described earlier. Even if 
a host has been mislead about the proper IP address for a particular destination, the BFE will ensure that 
a totally unauthorized host does not receive sensitive data. That is, assume that a host wishes to send 
Top Secret data to some host foo. A DNS attack might mislead the host into connecting to penetrated 
host 4.0.0.4, rather than 1.0.0.1. If 4.0.0.4 is not cleared for Top Secret material, or is not allowed 
communications with the local host, the connection attempt will fail. To be sure, a denial of service 
attack has taken place; this, in the military world, is far less serious than information loss. 

The BFE also translates the original ("Red") IP address to an encrypted ("Black") address, using a 
mmslation table supplied by the ACC. This is done to foil traffic analysis techniques, the bane of all 

multi-point link encrypfion schemes. 

End-to-end encryption, above the TCP level, may be used to secure any conversation, regardless of the 
number of hops or the quality of the links. This is probably appropriate for centralized network 
management applications, or other point-to-point transfers. Key distribution and management is a 
greater problem, since there are more pairs of correspondents involved. Furthermore, since encryption 
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and decryption are clone before initiation or after termination of the "ICP prcK'essing, hosblcvel software 
must arrange l~or the h~anslation; this implies exLra overhead for each such c<mversation ~° 

End-re>end encryption is vulnerable to denial of service attacks, since fraudulentlydnjccted packets car, 
pass the TCP checksum tests and make it to the application. A combinatk:m of end-to.-end encrTption 
and li.nkdevet encryptior~ can be employed m guard against this. An intriguing altcrna,~ive would t'~v to 
encrypt the data pon~ion of v2~e TCP s~'gmenL but not ~qe header; the TCP checksum would be calcula>d 
on the cI~vext ,  sand hence would cktect spurious packeks. Unfortunately, such a change would be 
incompatible with other implementations of TCP, and could not be done transparently at application 
level. 

Regr~dless of the method u s ~ ,  a major benefit of encrypted communications is the implied 
authemica~ion they provide~ tf one assumes that the key distribution center is secure, and the key 
dista4:Dation protecols are adequate, the very ability to communicate cmaqes with it a strong ecssurance 
that one can must the sourrge host's IP address for identificaLion. 

71qis implied authentication cmq be esDecialty irn~)cmnt in high-g~reat situations. A routing attack can 
be used to "take over" an existing cormection; the intruder can eff;ectively cut the connecgon at the 
subverted machine, send dangerous commgmds to the far end, and all the while trans!aue sequence 
numbers on packeLs pass~  through so as to disguise the intrusion. 

It should be noted, of course, that any of these encuption schemes provide privacy. Ofmn ~a t  is g~e 
p r / m ~  goal of such wsmms. 

73  Trttsted S~tems  

Given gnat TCPjqfP is a Defense Depamnent protocol suite, it is worth asking to what extent the Orange 
Book [4.~ and Red Book fee9} criteria would protect a host from the attacks described above. That is, 
suppose that a target host (and the gateways!) were mind B I or higher. Could these attacks succeed? 
The answer is a complex one, and depends on the assumptions we care willing to make. In general, 
basks and reuters m ~  aI B2 or higher are immune to the attacks described here, while C2-]evel systems 
eu-'e susceptible. B 1-1evet systems are vulnerable to some of these attacks, but not aii. 

[n order to understand how TCPeUP is used m secure environments, a brief tutorial on the military 
security model is necessary', ,adl oSjects in the computer system, such as files or network channels, and 
all data exported from them, must have a label indicating the sensitivity of the information in them. 
This label includes hierarchical components (i.e., Confidential, Secret, and Top Secret) and non- 
hierarcNcat components. Subiects - -  i.e., proces~s within the computer system --- are similarly 
labeled. A suNect may read an oNect if iks 1abel has a higher or equal hieramhicat level and if all of 
the object's non-hierarchical components are included in the suNect's label. In other words, the proce,vs 
must Dave sufficient clearance for the information in a file. Sirai~arly, a subject may write to an object 
if the object has a higher or equal level a~d the objecffs non-hierarchical components include all of 
those in the subjecCs level ~ ,a t  is, the sensitivity level of the file must be at least as high as that of 
the process, If it were not, a progrmqa with a high clearance could write classified data to a file that is 
readable by a process with a low security clearance, 

A corollary to this is that for read/write access to any file, its security Nbel must exactly match that of 
ghe ~ : s s ,  The same applies to any form of bidirectional interprocess communication (i.e., a TCP 
vi:~,u.ad circui0: both ends must have idenficN labels, 

We can now see how to apply this model to the TCP/IP protocol suite:. When a pr~ycess creates a TCP 
ccmnectirm, thai co, qnec~ion is Nven the Nocess's label. "I~is label ix encoded in the IP security option, 
The remote TCP muss ensure that the label on received gffacke~s matches that of the receiving process. 

10. We arc ass~rming ~}~a$ ~lV2S i,  hax~d~ed by C~e hos~ and ~<>~ by ~ ftor~-~nd pr~xessof 
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Servers awaiting connections may be eligible to run at multiple levels; when the connection is 
instantiated, however, the process must be forced to the level of the connection request packet. 

tP also makes use of the security option [5°1, A packet may not be sent over a link with a lower 
clearance level. If a link is rated for Secret traffic, it may carry Unclassified or Confidential traffic, but 
it may not carry Top Secret data. Thus, the security option constrains routing decisions. The security 
level of a link depends on its inherent characteristics, the strength of any encryption algorithms used, the 
security levels of the hosts on that network, and even the location of the facility. For example, an 
Ethernet cable located in a submarine is much more secure than if the same cable were running through 
a do~Tnitory room in a university. 

Several points follow from these constraints. First, TCP-level attacks can only achieve penetration at the 
level of the attacker. That is, an attacker at the Unclassified level could only achieve Unclassified 
privileges on the target system, regardless of which network attack was used 11. Incoming packets with 
an invalid security marking would be rejected by the gateways. 

Attacks based on any form of source-address authentication should be rejected as well. The Orange 
Book requires that systems provide secure means of identification and authentication; as we have shown, 
simple reliance on the IP address is not adequate. As of the B1 level, authentication information must 
be protected by cryptographic checksums when transmitted from machine to machine lz. 

The authentication server is still problematic; it can be spoofed by a sequence number attack, especially 
if netstat is available. This sort of attack could easily be combined with source routing for full 
interactive access. Again, cryptographic checksums would add significant strength. 

B l-level systems are not automatically immune from routing attacks; RIP-spoofing could corrupt their 
routing tables just as easily. As seen, that would allow an intruder to capture passwords, perhaps even 
some used on other trusted systems. To be sure, the initial penetration is still restricted by the security 
labelling, but that may not block future logins captured by these means. 

Routing attacks can also be used for denial of service. Specifically, if the route to a secure destination is 
changed to require use of an insecure link, the two hosts will not be able to communicate. This change 
would probably be detected rather quickly, though, since the gateway that noticed the misrouted packet 
would flag it as a security problem. 

At the B2 level, secure transmission of routing control information is required. Similar requirements 
apply to other network control information, such as ICMP packets. 

Several attacks we have described rely on data derived from "information servers", such as netstat and 
finger. While these, if carefully done, may not represent a direct penetration threat in the civilian sense, 
they are often seen to represent a covert channel that may be used to leak information. Thus, many B- 
division systems do not implement such servers. 

In a practical sense, some of the technical features we have described may not apply in the military 
world. Administrative rules t511 tend to prohibit risky sorts of interconnections; uncleared personnel are 
not likely to have even indirect access to systems containing Top Secret data. Such rules are, most 
likely, an accurate commentary on anyone's ability to validate any computer system of non-trivial size. 

8. C O N C L U S I O N S  

Several points are immediately obvious from this analysis. The first, surely, is that in general, relying 
on the IP source address for authentication is extremely dangerous 13. Fortunately, the Internet 

I 1. We are assuming, of course, that the penetrated system does not have bugs of its own that would allow further access. 

12. More precisely, user identification information must be protected to an equal extent with data sensitivity labels. Under certain 
circumstances, described in the Red Book, cryptographic checks may be omitted. In general, though, they are required. 

13. There are some exceptions to this rule. If  the entire network, and all of its components (hosts, gateways, cables, etc.) are 
physically protected, and if all of the operating systems are sufficiently secure, there would seem to be little risk. 
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communky is starting to accept this on more @a~? an ir~te!lec~mi bye1. The Bcfkeby mmmals {~l have 
always stated Jinx ~he authentication pmtocot was very we.ako bm is is only rcceruly ~hat serious ai{cmp~s 
(i.e, Kerh<:ros ~:~s} arid SamOS 4.O's DES au{.henticaJon rhode :2~) have been made ~o cor~ec~ the problem. 
Kefber'os m~d SunOS 4.0 have ~efr weakr~esses, bus both are fin- better t.hm~ ~heir predecessor. More 
rc~cendy, an extension to fl~e Network 7i:~ae Protocol (NTP) tssi has been proposed that bach~des a 
c>~i)togmphic checksum ~i,  

A sexzor~d brnad clm;s of pmblems is sequence namber attacks. If a protocol depends on seqnence 
numbers --- rand mos~ do - -  is is vital hint bhey be chosen unpredictably. I{ is wor~ considerable effort 
~o ensure kha~ these nmr~bers are riot knowable even to o~er users on ~e :same system. 

We may generalize 0sis by by stating ~hat hos~s shou!d nol give away knowledge gmtukously. A ./i:ager 
server, for example, would be much ~afer if it only supplied information about a kr~owr~ user, rather th;u~ 
supplying re locat ion  aI:©ut everyone lo~ed  on. Even ',hen, some censorship might be, appropriate: a 
refusal {o supply the he{~ login ~ [ e  m~d other sensitive infk)m~a~ion would be appropriate if the atcougar 
was not used revengyo (Never-use\4 accoua~ often have simple defauk passwords. Infrequemly-used 
accounts are often set up less carefully by Ne owner.) We have also seen how ~e~sgae may be abused; 
i~eed ,  g~e combination of he{sins with ~t?e amhemica~ion server is dye single sabotages{ attack usi~g {.he 
standardized In,cruet protocols. 

Finally, network con~ol mechanisms are dangerous, and must be carefully guarded. Static mutes are not 
femsiNe in a largeo-scale network, bus intelligent use of defauk routes and verifiable F<)int-to-point routir~g 
protocols (i.e, EGP) are far less vulnerable ~mn broadens>based muting. 
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