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Abstract –Variety of tools have been developed to help people protect their privacy on the Interne and among them, this paper focuses on Platform for Privacy Preferences in detail.  Platform for Privacy Preferences (P3P) is created to establish a technological basis whereby trust can be developed between pairs of users and web site owners. Although there has been an increase in deployment rate, there still exist some concerns whose resolution depends in part on the web-community, but in part on law-makers.
1   Introduction
On these days, enormous amounts of information are being collected by many thousands of web sites without user knowledge or consent.  While there is an effective technology called SSL (Secure Sockets Layer) to protect the privacy of the transaction between a browser and a web server, there is no protection once the information is on the server and in the hands of the company or organization [1].  In order to increase the transparency about the web site data practices and help people protect their privacy on the Internet, Platform for Privacy Preferences (P3P) has been developed and although P3P claims to enhance privacy protection, there are problems to do what it claims to do.  

In this paper, I would like to review and analyze Platform for Privacy Preferences (P3P) in depth.  In section 2, general overview of P3P is explained and critiques on P3P are provided in section 3.  Section 4 covers conclusion and possible solution to lead P3P into a privacy enhancing technology.
2   P3P Overview
2.1 History of P3P Development
2.1.1 Adoption of the Internet

There has been an enormous amount of technological development over last decade and one of the achievements is the development and deployment of the Internet.  Although it was hard to find people using the Internet about 10 years ago, it is rather harder to find people who do not use the Internet on these days.  One of the many reasons the Internet has been used widely is because of its usefulness and convenience; people can not only gather unlimited amount of information around the world without major limitations but also establish instant connections all over the world.  
2.1.2 Advanced Features Impacting Privacy
As the Internet gained popularity, engineers began to extend the web browser with more advanced features.  According to [2], Netscape started to upgrade the protocol to “allow sites to tag your browser with information that would be available to the site when you return,” known in common as “cookies.”  The development of cookies is one of the innovating inventions for user convenience.  With further modifications to original intention, however, it turns out to be the biggest concern as a privacy-invasive feature.
When engineers developed cookies, their original intention was to allow users to keep the contents of shopping carts on the shopper’s PC for the duration of the visit; however, since 1996, cookies have been universally used in one way to “assign a unique visitor number to the PC, and to keep all relevant information on the server side indefinitely” [2].  In this way, anyone who can access the server can see which web sites a particular shopper has visited as well as the contents that the shopper has surfed, giving capability to figure out the shopper’s recent activities.

Furthermore, a third party can set cookies when accessing a web site [2].  As the web users surf the web sites, their histories of browsing behaviors are assembled and linked to other information.  This feature is highly adopted by banner advertisers such as DoubleClick for advertisement.  As an example, if someone searches for travel package, he/she may get a pop-up ad for a vacation package to Hawaii.  Third-party cookies can be acceptable as providing transient information only; however, it is privacy-invasive since it allows “long and potentially revealing records of search queries to be assembled” [2].

2.1.3 Motivations
As more people use the Internet for the variety of activities, the amount of personal data collected via the Internet is also increasing as discussed in the previous section.  One of the main concerns is that these individuals’ information may be collected without their knowledge or consent.  This may result in the decrease in users’ confidence in their Web experiences and ultimately the full potential of the Web (including commerce) may not be exploited [4].  According to a poll in 1997, 53% of people were concerned that information about the sites they visited “will be linked to their email addresses and disclosed to some other person or organization without their knowledge or consent.” [4].  
Moreover, these personal data can lead to increasing amount of data collection, database matching, and ultimately secondary use of data [3].  Database mining is one example that illustrates this concern; even though several databases do not reveal personally identifiable information, when combined, they may expose personal information and this may be used for some other purposes without user agreements.  
Another concern is that an individual’s information may be transferred across jurisdictional boundaries to locations where it is not protected by the same privacy laws in effect where that individual resides [3].   Users do not know where in this world the web servers reside; they may believe that some web sites they visit are based in United States when in reality the web sites have servers in China and data protection and privacy norms and regulations are highly likely to be different between United States and China.  
Most of these concerns have existed before the advent of the Internet.  However, as the Internet becomes more pervasive, these concerns are exacerbated and as individuals learn more about their privacy issues, there have been many attempts to remove privacy-invasive features.  For instance, since 1997, privacy advocates have asked browser manufacturers to remove cookies and in the same year, a document before the Internet Engineering Task Force, RFC 2109 proposed the same change [2].  However, the browser developers decided that the data gathering opportunities of their companies and their commercial partners are more important than the web user’s privacy.  As a result, it became inevitable to develop privacy protecting tools. 
2.2 P3P Definition


 
The Platform for Privacy Preferences (P3P), developed by a working group of the World Wide Web Consortium (W3C), is a protocol that specifies a way to determine if a web site’s security policies meet a user’s privacy requirements.  P3P enables web sites to express their privacy practices in a standard computer-readable format that can be retrieved automatically and interpreted easily by user agents [5]. Users define their own privacy preference policies on their P3P user agents.  These agents in turn will allow users to be informed of web site practices in both machine-readable and human-readable formats and to automate decision-making based on these practices when appropriate. Thus users do not need to read the privacy policies at every site they visit.  With P3P enabled, not only users are aware of web site privacy practices but they can make informed choices about when to provide personal data to web sites if they desire in a easier manner.  As of April 16, 2002, P3P became an official W3C “Recommendation” [7].
2.3 P3P 1.0 Specification
Privacy policies are intended to describe a company’s data practices.  In other words, they describe what a company does with the information it collects from individual users.  P3P specification includes a standard vocabulary for describing a web site’s data practices, a set of base data elements that web sites can refer to in their P3P privacy policies, and a protocol for requesting and transmitting web site privacy policies.  

2.3.1 P3P Vocabulary and Data Schema

A P3P policy is composed of the answers to a number of multiple-choice questions and the standard format of a P3P policy allows it to be processed automatically [8].  As a result, it may not be as detailed as a human-readable privacy policy.  
There are nine aspects covered by P3P.  Five of them focus on the data that are tracked by the site, such as the information about the collector, contents it is collecting, purposes for collecting, whether information is being shared with others, and the data recipients.  The rest four focus on the internal privacy policies of the site, such as whether users can make changes in how their data is used, how disputes are resolved, what the policy for retaining data is, and where users can find the detailed policies in human-readable format [12].
2.3.2 P3P Protocol

The P3P protocol simply extends the HTTP protocol since P3P user agents use standard HTTP requests to fetch a P3P policy reference file from “well-known location” on the web site to which a user is making a request [8].  The policy reference file includes the actual location of the P3P policy file that applies to each part of the web site.  There might be one policy for the entire site or several such that each covers a different part of the web site.  The user agent can fetch the appropriate policy, parse it, and take action according to the user’s preferences.  
If sites do not wish to place policy reference files in “well-known location,” they must declare the location of the policy reference files using a special HTTP header or by embedding a <LINK> tag in the HTML files to which the P3P policies apply [9].  Whenever cookies are set, special HTTP headers are also used to transmit an optional P3P compact policy that is a short summary of full P3P policy describing only the data practices related to cookies.  

3   Critique on P3P
There are various and often contradictory views of P3P.  Some people claim that P3P will fully address privacy concerns on its own [10].  However, there are serious pitfalls that need to receive closer attentions by privacy advocates in order to guarantee the enhancement of user privacy.
3.1 Server Attack
In technical point of view, P3P fails to fix the problem of privacy-invasion from the initialization of P3P session.   As explained in previous section, if a user wants to access a particular web site, he/she first sends a request to a web server and after receiving a reply, it sends another request to fetch a P3P policy reference file.  In order to guarantee the total privacy enhancement, these requests need to be in a “safe zone,” which in definition promises not to record anything significant from the browser that is making the request [1].  However, the web community depends on user browsers making first contact with servers and it is not clear how to avoid the potential attack on privacy by web servers that choose not to have these recommended safe zones.  At this point the browser already exposes itself to invasions of privacy. 

3.2 Browser Issues 

P3P may increase user’s knowledge about private practices, hence promoting them to make informed decisions.  For instance, Internet Explorer 6 is a P3P-compliant web browser and when a web site does not follow the P3P guidelines or when its privacy preferences do not match the user’s, IE6 either blocks the user to access the site or prompts him/her with a warning message.  Another example is AT&T Privacy Bird user agent that shows different bird symbols according to the preference match.  These symbols and pop-ups may inform users about the privacy issues of the web sites and guide them to act accordingly.  
However, unless users experience those warnings from privacy preference mismatch or install one of the privacy agents by themselves, some of them may not be aware of privacy settings at all because web browsers predefine them on default setting.  In other words, it is the web browser developers who determine the privacy preferences of users by default setting and these preferences are usually set lower than users’ expectations because they are paid through advertisements and data collecting [2].  If default settings are set too low, then most of the user’s private information are exposed to web sites and P3P does not enhance user privacy at all.  Thus, unless each browser asks users to set their own privacy preferences, P3P may not function as a tool to enhance each and every user’s privacy.       
Studies have also found that web users find changing the default privacy settings to be burdensome and confusing [2].  There are many different versions of browsers and usually multiple clicks are needed to get to relevant setting.  Furthermore, people who are aware of the need to change the default find it difficult to determine the appropriate action and understand the extent of its effects.  P3P also fails to promise universality of the protection because each user needs to set up his/her own configuration of privacy preferences on each browser that he/she uses.  If he/she uses 10 different machines, then he/she needs to set up the same privacy preferences on each machine in order to preserve same type of privacy preferences.  Therefore, P3P promises to be “vastly more complex” [2].

Moreover, the warning messages from the browser may annoy users.  Whenever a user receives a pop-up for privacy mismatch notice, the user needs to click either yes to proceed with lowering user’s privacy expectations or no to deny accessing the site.  First few warnings may be okay to deal with; however, as the number of pop-ups increase, it is highly likely that many users get annoyed not only to see warnings but also to respond to them.  On top of this, it is unlikely to reduce the warning messages because it is highly unlikely that users’ preferences match every site’s preference.     
3.3 Privacy Invasion 
As more users realize the potential problems associated with revealing their personal information, they are likely to set their privacy preferences at high level.  If web sites set their privacy preference level to be low, then users will be left with limited number of web sites that they can access.  If these web sites are what users want, then there is no problem. However, the problem arises when users want to access sites whose privacy preferences do not match with users’ privacy preferences.   In this case, users may give up resisting against keeping their privacy preferences and rather end up lowering their own privacy standards until the “lowest common denominator” between users and sites are met [15]! Therefore, P3P may lead to industry’s privacy invasion over customer’s privacy and the real choice users need to decide may be how much privacy to give up rather than how much to protect [2].

3.4 Personal Information Misuse
P3P may even expose users to personal information misuse because it does not place any minimum privacy requirements on web site providers except honest disclosure of their data practices.  According to P3P specification, “although P3P provides a technical mechanism for ensuring that users can be informed about privacy policies before they release personal information, it does not provide a mechanism for making sure sites act according to their policies” [6].  This implies that there is no way to monitor if web site providers actually follow their own policies.  For instance, sites may collect personal information for research and development purposes as stated in their policies.  However, it is possible that they use personal information for marketing purposes, which violates their own policies.  Sites may also claim that user’s personal information may be kept for certain period of time when in fact they are kept forever.  As well, if the owner of the web site changes over time and if the site policy is changed, then database of personal information gathered under different policy may be used for different purposes without approval from data subjects.  
This brings another important problem associated with the Internet.  According to [2], privacy protection is understood as “the right of individuals to control the collection, use and dissemination of their personal information that is held by others.”  In current Internet setting, however, once user’s personal information goes over to the web site, it is out of user’s control and there is nothing user can do to ensure that web sites actually protect his/her privacy.  Databases are like black boxes; nobody knows what is going on with the data that are kept in the databases except the owner of the databases.  Hence it is not obvious to figure out what kind of personal information about users are stored in millions of databases that are under other people’s control and how long they live in databases.  As well, no end user can trust what the other side claims since it is impossible to access databases that is not under user’s control.

3.5 Necessity of Legal Enforcement 
P3P itself is only a standard data exchange protocol that informs users with the potential use of their privacy data;  in a way, P3P eases web servers to gather user’s personal information and ensures nothing about privacy protection.  As discussed before, there is no trust platform between users and the web site providers in current Internet structure and P3P lacks the ability to negotiate with the web server that could be legally binding.   Hence, in order to regulate web site providers to prevent data misuse and in order to provide users control over their own personal information, there should be some kind of enforcement mechanisms associated with P3P.  In this way, P3P can fully function as a privacy enhancing technology that is capable of protecting user privacies.
4   Conclusion
P3P represents an important opportunity to make progress in building greater privacy protections in web experiences.  Recent studies show that about 9% of the most popular sites have adopted P3P and compared with previous studies, P3P adoption is increasing over time [7].  However, because many web sites become P3P-compliant does not imply that conditions for user privacy is improving.  It may be too early to determine whether P3P is a success or total failure; we still need to see how P3P is ultimately implemented and how Internet users value privacy.  P3P is designed to enhance the preservation of user privacy.  However, in order to function as a privacy enhancing technology, there needs to be a trust between users and data collecting sites over the web community and only when P3P is practiced within the framework of enforcement, desired privacy protection may be accomplished.
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