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Abstract:
Single Sign on Technologies have been a very important subject in current research. There have been a few technologies developed which provide the functionality of single sign on but most of them have many privacy concerns. There are two significant technologies that are currently in use, .NET Passport and Liberty Alliance. .Net Passport was created and controlled by Microsoft and it stores the data in a centralized database. Liberty Alliance is a consortium of 160 companies who came up with a specification for Single Sign On technology. Liberty Alliance stores the data in a distributed fashion.

Introduction:

Privacy is a very complicated word to understand because many people have different interpretations of it. Privacy should be understood as three distinct rights: a right of autonomy, a right to seclusion and a right to property. (Camp, 2000) People believe that privacy is a given right and that they should not have to pay for it. It is very hard for people to achieve this definition of privacy in the Internet world because of the necessity for quick, automated data movement. If people want to utilize the services on the Internet, they need to provide Personal Identifying Information (PII). All online transactions need the user’s name, address, and credit card information. This data is usually stored and managed by the service provider, who has complete control of the data. The service provider may sell, rent or use the user’s sensitive information for their profit without the user being aware of it. The given information may be used in additional ways than what the user had originally been informed at the time of signing up.

It is very tough for organizations to come up with universal guidelines for online privacy because many people have different interpretations of what privacy should be. Some national and international organizations such as OPA and OECD, respectively, have set up guidelines for the collection and maintenance of data. OPA stands for Online Privacy Alliance and it is a U.S.-based organization which provides a general framework in which any U.S. company can operate. OECD is an international organization focusing on global economic cooperation and development. Some of OECD’s guidelines are:

Collection Limitation – There should be limits to the collection of data and data should be obtained by lawful and fair means.

Data Quality – Personal data collected should be relevant to the purpose for which they are used.

Purpose Specification – Purpose of the use of data must be specified at the time of collection.

Use Limitation – Personal data should not be disclosed or used in any manner that was not specified upon collection. (Varney, 7)

Every time a user signs up at a new site, he has to fill out all of his PII and remember his username and password. Remembering multiple usernames and passwords can become very tedious. The user also needs to remember which credit card he used for a particular service provider. In order to avoid this hassle, Single Sign On technology has been created by a few organizations. These technologies have many advantages but they can also have a potential for malicious behavior.

Single Sign On (SSO)

Single Sign On (SSO) technology has been a very important topic in today’s research. Web users typically use many websites that require some personal information such as name, e-mail address, login ID and password. It becomes cumbersome for them to fill out all of their information for every new site they register for and remember all of their login IDs and passwords. Because of the inconvenience of remembering passwords, it is very desirable for users to have an SSO system that allows you to sign in only once to browse multiple sites. The SSO technology is based on a single authentication at one site, which allows users to access the services of other sites. An SSO system would store all of the user information using some software and every site that the user has an account with will be authenticated using that software. The user will only have to login once to the first site he visits and the following sites he visits will be authenticated using the information from the first site. This type of a system can have many security problems such as authentication of the user, secure storage of the data, and the misuse of data by member sites. 

There are many organizations who are trying to deploy SSO technology that will provide convenience and security. Currently, there are two types of SSO technologies that are in use, centralized and distributed data storage. In the centralized data storage, the provider manages all of the sensitive information and the data is stored in a centralized server. There is an advantage to keeping data centralized because the user only has to instill trust in one provider. This same reason is a disadvantage as well because this single provider has all of the user’s PII and the user is susceptible to malevolent behavior by the provider. An example of a centralized data storage provider is Microsoft’s .NET Passport technology. 

In a decentralized data storage SSO, only the necessary data is stored at that particular site or on the local computer. Each site only stores user information that is necessary for the services it provides. For example, a website like Weather.com will only keep track of the user’s zip code and will be blind to the user’s other sensitive information such as name, address and SSN. The advantage to this method is that even if an attacker gets information from a site’s database, he only knows of the information at that site. He doesn’t get access to all of the users’ PII. An example of a distributed SSO is Liberty Alliance. 

Another type of SSO is where the sensitive information is stored in a local database. Personal information such as Name, credit card number, address, etc. can be stored on the user’s computer. This database is connected to a browser and every time a user starts a browser session, he allows the database to interact with the website. The user sets which sites he wants to logon automatically and what information he wants to release to each site. The data needs to be encrypted so that an attacker may not ascertain the user’s sensitive information. Examples of locally stored SSO are AccountLogon, and eToken.

The desirable properties for an SSO are a distributed system which takes the form of an open standard and requires virtually no effort for web site designers to support. The solution should work for any website software and should not require any downloading or programming. (Burk) The distributed property of an SSO enhances security because “attackers are left with no large, juicy, stationary target for stealing or disrupting access to personal information.” (Burk) The open standard lets the software be compatible with any existing technology. It should be simple enough to be compatible with any browser as well. The web designers should not have to make any major changes to their existing web site in order to be SSO compatible.

It is profitable for service providers to implement SSO in their websites because they can share customer information with other service providers without losing customer confidence. They have more opportunities to cooperate with web sites that support the same standard. (Burk)

Microsoft’s .NET Passport

The .NET Passport technology was deployed by Microsoft in 1999 to implement the SSO technology. “It is a single sign on technology that is hosted, owned and managed by Microsoft.” (Costa) Passport has a centralized server that contains all of the user information. An example of Passport’s data flow is depicted by figure 3.
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Figure 3: The Data Flow in a Property-Providing Technology




The user gives all sensitive data to Passport and allows it to manage the data. When a user wants to purchase a product from a website, the merchant gets a request from Passport and not the user directly. The merchant only receives an ID that is unique to each user so that the merchant cannot log sensitive user information. Passport also contacts the credit card company to process the payment and also the delivery company to have the product shipped. From the merchant’s interface, it is viewed as Passport making the purchase and not an individual user. All the transactions are made anonymously. Passport controls and logs all of the user’s transactions. This design is very advantageous because it does not surrender any of the user information. The disadvantage to Passport is that consumer control rights are surrendered for the convenience of service. There is a tremendous potential for the misuse of data in malicious ways. 

Websites can become members of .NET Passport by licensing the product from Microsoft. Some of Passport’s participating sites are MSN.com, Starbucks.com, ebay.com and NASDAQ.com. In order for a user to set up a Passport account, all they need to provide is their name and e-mail address. Some other member sites may request additional information which will be stored in the user’s Passport profile as well as in their own databases. The Passport profile can contain up to the following personal information: the user’s name, e-mail address, home address, time zone, language, gender, birth date, and occupation. If the user uses Passport via a mobile phone, he needs to provide the telephone number as well.

The main concern for Passport users is the mishandling of their personal data. In Passport’s privacy policy, they state “.NET Passport will not sell or rent your personal information to third parties.” (Passport.net) Passport is not responsible for the misuse of information by participating sites. Microsoft is a member of the TRUSTe privacy program which is a non-profit organization that promotes fair information practices. “Passport has agreed to disclose its fair information practices and to have its privacy practices reviewed for compliance by TRUSTe.” (Passport.net) Even though Microsoft has a privacy policy, there is no institution to monitor the use of sensitive data.

Liberty Alliance

The Liberty Alliance project is a consortium of 160 organizations to create an open standard (XML, SAML) for federated network identity through open technical specifications. Network Identity refers to an individual’s sensitive information such as name, phone numbers, social security numbers, addresses, credit card records, and payment information. (Madsen) The Liberty Alliance Project is just a set of specifications for SSO technology to be used on websites. It does not administer any of the business and does not control any of the data collected. Liberty doesn’t provide products or services directly to the public. It is a group of individual companies writing open technical specifications. The implementing sites are solely responsible for following Liberty specifications in a secure manner. Liberty is not liable for any misuse of data by a site which implements their specifications.

Liberty is a decentralized structure, so all of the data is not stored on any single entity. It has a federated architecture which allows parties to link networks. A very important service that Liberty provides is “permissions-based attribute sharing to enable organizations to provide users with choice and control over the use and disclosure of their personal information.”  Their goal was to have a “commonly accepted platform for building and managing identity-based web services based on open industry standards.” (Varney , 2) 

Liberty recommends that the member companies follow certain guidelines for data privacy. They should give notice to the users about who is collecting the data and how it will be used. They should give the users choice about what PII is collected and users should be able to view their own PII and make changes to it. Liberty’s Privacy and Security Best Practices paper states “consumer choice and permission are central to Liberty’s vision.” (Varney 8-9)

In the Liberty Alliance specification, there are many roles and their respective responsibilities. The roles include the Principal (user), the Service Provider (website), the Identity Provider, and the Attribute Provider. The Principal entity can acquire a federated identity that can be authenticated by the Identity Provider and be able to make decisions on what/who can use their PII. The Service Provider is an entity that provides services to the Principal. In the Internet model, the principal is the user and the service provider is the site. The Identity Provider creates, maintains and manages identity information for Principals. It authenticates the Principal to other Service Providers after the Principal initially logs in. The Attribute Provider provides attributes to a requestor (Service Provider) in accordance to the Principal’s set permission.

The figure below depicts an example of interoperability of user authentication between liberty enabled websites. When a user wants to check his PII in site A (airline.com), he first logs in to site A. Airline.com is the service provider and it authenticates the user by contacting the Identity Provider. After the user is authenticated, he can check his flight details, his frequent flyer miles and other personal information. If the user then decides to rent a car at the destination city of his flight, he can visit site B (carhire.com). If the user decides to login to site B and site B is also a Liberty-enabled site, it can contact the Identity Provider and automatically authenticate the user. The user can log in without having to type his username and password again. If the user had previously set his permissions at airline.com so that he allows airline.com to share only his destination city information, site B can contact the attribute provider and request the user’s permissible information. Both Site A and Site B interact with each other with a unique handle to each other and the user in order to prevent collusion.
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With this model of data sharing, the two sites only have the necessary information to provide their services. Site B will never know of the user’s other personal data from site A unless the user gives permission. This method of sharing data ensures that only necessary information is collected and used. Site B can optimize their business without requiring all of the user’s information. Site A can share information with other sites without having the user lose confidence in the security of their data. Novell developed a SSO technology based on the Liberty Alliance specifications.

eToken/AccountLogon

eToken and AccountLogon are technologies that allow the user to store personal information on their local database. Both, eToken and AccountLogon save your different usernames and passwords on a local database where the user has physical access to it. In eToken, the data is stored on a separate storage device which can be connected through a USB port. The user needs to just login once into the eToken software and when they visit each website that they want to log into, eToken automatically logs them in.  In AccountLogon, the data is stored on the user’s computer. AccountLogon is a software that keeps track of all of the user’s different passwords at different sites and automatically fills them in when the user visits that site. The user only has to login once using the “Master” password.

The advantage to these SSO technologies is that the data is stored locally so attackers cannot steal all of the user’s information through a network. The disadvantage is that the user is not contacting the sites anonymously. The service providers still know who is making the purchases and still have personal information about the user. This technology is merely for convenience of remembering numerous passwords and does not protect the user from securing his information.

Conclusion


Single Sign On technologies have made a significant progress towards achieving their goals. The .NET Passport and Liberty Alliance implementations have garnered some success but users still have doubts about the security of both technologies. Passport stores sensitive information on a centralized server and that is a potential for security leaks. There is a potential for Passport to sell the data or an individual to hack into the database and obtain all sensitive information about every Passport user. Liberty Alliance specification stores the data in a distributed manner at the member sites. The individual sites would not be able to store additional information about the user without the user’s consent. Both of these technologies have the problem of monitoring the data flow. Even though Liberty Alliance creates unique handles for each user, the sites may willfully collude through other means. Both Passport and Liberty Alliance serve to enhance the web browsing functionality but both of them have a potential for keeping data in an insecure form.
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