Big Brother is Watching

The State of Global Communication
Surveillance
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NSA Practices

NSA Mission: The National Security Agency/Central Security Service (NSA/CSS) leads
the U.S. Government in cryptology that encompasses both Signals Intelligence
(SIGINT) and Information Assurance (IA) products and services, and enables Computer
Network Operations (CNO) in order to gain a decision advantage for the Nation and
our allies under all circumstances.
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THE “"SHARE EVERYTHING" PLAN

Verizon, ATT, Sprint, and other major telecommunications companies give the intelligence
agencies the metadata on the telephone records of their customers
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PRISM: Major American tech companies give the NSA access to their servers and user data
within them
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X-Keyscore: Allows analysts to search through databases of emails, online chats, and
browsing histories of millions of people
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X-Keyscore: So much data is stored by the NSA that it cannot be maintained on a consistent
basis. Important information is flagged and saved to other services where it can be stored
for years
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MUSCULAR: Reads information sent among datacenters owned by Google and Yahoo
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Legality

3rd Party Doctrine: Alice has no expectation of privacy when she sends her communication
to Bob through a 3rd party
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Foreign Intelligence Surveillance Court: Gave the NSA its charter and rules on the legality of
its actions
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Foreign Intelligence Surveillance Court: Gave the NSA its charter and rules on the legality of
its actions
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Regulation of Investigatory Powers Act (Ripa) : Allows British government to view
communications of British citizens so long as one end of the communication takes place
abroad
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Foreign Spying Agencies
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GCHQ

GCHQ: British equivalent of NSA. Manages Tempora, a sister program of X-Keyscore
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European Intelligence Agencies: Germany - BND, France - DGSE, Spain - CNI, Sweden - Saepo
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American tech companies are projected to lose $35 billion to $180 billion in revenue over
the next few years from lost business with foreign clients
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American tech companies want to reveal more about how much information they give the
federal government but the Department of Justice does not allow this
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Congress has yet to make a significant change to the legislation that governs the NSA
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Thank you for listening. What do you think?
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What the NSA does:

- Overview: http://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded#section/1

- Carrier metadata (Verizon, BT, Vodafone, AT&T)- http://www.guardian.co.uk/world/interactive/2013/jun/06/verizon-telephone-data-court-order (renewed - http://arstechnica.com/tech-policy/2013/07/
snowden-be-damned-government-renews-us-call-record-order/) (all telcos - http://www.forbes.com/sites/robertlenzner/2013/09/23/attverizonsprint-are-paid-cash-by-nsa-for-your-private-communications/)
(not challenged by Telecommunication Companies - http://www.wired.com/threatlevel/2013/09/telcos-metada-orders/)

- Cooperation with multinational software companies (PRISM): http://arstechnica.com/tech-policy/2013/06/new-leak-feds-can-access-anything-in-your-google-facebook-and-more/ (source - http://
www.documentcloud.org/documents/784159-sigintenabling-clean-1.html#document/)

- Reads most traffic on the internet (X-Keyscore): http://arstechnica.com/tech-policy/2013/07/new-snowden-leak-details-widest-reaching-nsa-digital-surveillance-program/ (how X-Keyscore works: http://
arstechnica.com/information-technology/2013/08/the-1-6-percent-of-the-internet-that-nsa-touches-is-bigger-than-it-seems/)

- Reads data sent between Google/Yahoo datacenters (MUSCULAR): http://www.washingtonpost.com/blogs/the-switch/wp/2013/11/04/how-we-know-the-nsa-had-access-to-internal-google-and-yahoo-
cloud-data/

- Procedures used by NSA to target non-US persons - http://www.documentcloud.org/documents/716633-exhibit-a.html#document/

- Spies on its lovers (LOVEINT) - http://blogs.wsj.com/washwire/2013/08/23/nsa-officers-sometimes-spy-on-love-interests/

- Collecting Address Books and Contacts: http://arstechnica.com/tech-policy/2013/10/yep-the-nsa-is-grabbing-your-address-book-contact-lists-too/

Legality:

- 3rd party doctrine: http://arstechnica.com/tech-policy/2012/08/federal-court-rules-cops-can-warantlessly-track-suspects-via-cellphone/ (being challenged - http://arstechnica.com/tech-policy/2013/07/
cops-need-warrants-to-track-cell-phones-says-nj-supreme-court/)

- Regulation of Investigatory Powers Act loophole - http://www.theguardian.com/uk/2013/jun/21/gchg-cables-secret-world-communications-nsa?guni=Article:in%20body%20link

- Supreme Court Not Ruling - http://www.nytimes.com/2013/11/19/us/justices-reject-challenge-to-nsa-program.html?src=
- James Clapper, Director of National Intelligence, perjured:

What other countries do

- Five Eyes: http://rt.com/news/nsa-australian-embassies-asia-intelligence-998/

- GCHQ: http://www.theguardian.com/uk-news/2013/nov/01/gchg-europe-spy-agencies-mass-surveillance-snowden

- GCHQ spys for the NSA for money: http://www.theguardian.com/uk-news/2013/aug/01/nsa-paid-gchg-spying-edward-snowden

- Reading most traffic on the internet (GCHQ - Tempora) - http://www.theguardian.com/uk/2013/jun/21/gchg-cables-secret-world-communications-nsa?guni=Article:in%20body%20link

- European Intelligence Collective (Germany - BND, France - DGSE, Spain - CNI, Sweden - Saepo), United Kingdom - GCHQ): http://www.theguardian.com/uk-news/2013/nov/01/gchg-europe-spy-agencies-
mass-surveillance-snowden

- Australia spying on Indonesia: http://www.news.com.au/national/jakarta-recalls-ambassador-as-diplomatic-tensions-rise-over-spying-claims/story-fncynjr2-1226762823093

- Germany (BND can read your email and email provider cannot alert you to this): http://arstechnica.com/tech-policy/2013/10/europe-wont-save-you-why-e-mail-is-probably-safer-in-the-us/
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