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The Emergence of the Digital Dilemma

The role of information products and services in the U.S. economy is
vast and still growing rapidly.  The addition of an “Information Sector”
category to the federal government’s new industry classification system is
recognition of both the sector’s economic importance and the fundamen-
tal kinship of publishing (print and software), motion picture and sound
recording, radio and television broadcasting, libraries, and information
and data processing services.1

The widespread use of computer networks and the global reach of the
World Wide Web have added substantially to the information sector’s
production of an astonishing abundance of information in digital form, as
well as offering unprecedented ease of access to it.  Creating, publishing,
distributing, using, and reusing information have become many times
easier and faster in the past decade.  The good news is the enrichment that
this explosive growth in information brings to society as a whole.  The
bad news is the enrichment that it can also bring to those who take
advantage of the properties of digital information and the Web to copy,
distribute, and use information illegally.  The Web is an information
resource of extraordinary size and depth, yet it is also an information
reproduction and dissemination facility of great reach and capability; it is
at once one of the world’s largest libraries and surely the world’s largest
copying machine.

1See Murphy (1998).
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24 THE DIGITAL DILEMMA

The traditional tool for dealing with use and misuse of information is
intellectual property law, the constellation of statutes and case law that
govern copyrights, patents, and trade secrets.  Part of the case for granting
rights in intellectual property (IP) is the belief that protecting IP promotes
the development of new products and services, and that erosion of those
rights could threaten the economic performance of the information sector
and curtail the major benefits it has brought.2   But as this report argues,
with this new abundance of information and the ease with which it can be
accessed, reproduced, and distributed have come problems that must be
seen in all of their complexity, including related economic, social, techni-
cal, and philosophical concerns, as well as the accompanying legal and
policy challenges.  Debates over these issues matter because the outcome
will have a significant impact on today’s information sector companies
and will help determine the character of the digital economy of the future.3

AN ENDURING BALANCE UPSET?

The task of intellectual property protection has always been difficult,
attempting as it does to achieve a finely tuned balance:  providing authors
and publishers enough control over their work that they are motivated to
create and disseminate, while seeking to limit that control so that society
as a whole benefits from access to the work.  The challenge was elegantly
stated some 200 years ago in a legal case in Great Britain:

We must take care to guard against two extremes equally prejudicial;
the one, that men of ability who have employed their time for the ser-

2A second argument in support of IP law is the principle that the creator of an informa-
tion product ought to be entitled to control the dissemination and use of that information,
an issue that is considered throughout this report.  For the moment, note that the constitu-
tional language granting Congress the authority to create copyright and patent protection
mentions only an instrumental purpose: “To promote the progress of science and the useful
arts” (U.S. Constitution, Art. 1, Sec. 8, Para. 8).

3Those debates include the Digital Millennium Copyright Act of 1998 (P.L. 105-304),
which amends the Copyright Act, title 17 U.S.C., to legislate new rights in copyrighted
works, and limitations on those rights, when copyrighted works are used on the Internet or
in other digital, electronic environments.  Efforts to enact legislation to provide protection
for databases that do not qualify for copyright are taking place in the 106th Congress
through H.R. 354, the Collections of Information Antipiracy Act, and H.R. 1858, the Con-
sumer and Investor Access to Information Act.  In its Treasury and General Government
Appropriation Bill for FY2000 (S. 1282), the Senate Appropriations Committee endorsed the
creation of an interagency federal office to fight against the infringement of IP rights of U.S.
entertainment and computer companies.  This action came in response to requests from
industry executives such as Bill Gates, chairman and CEO of Microsoft Corporation, and
Jack Valenti, chairman and CEO of the Motion Picture Association of America (Rogers,
1999).

Copyright © National Academy of Sciences. All rights reserved.

The Digital Dilemma: Intellectual Property in the Information Age  
http://www.nap.edu/catalog/9601.html

http://www.nap.edu/catalog/9601.html


THE EMERGENCE OF THE DIGITAL DILEMMA 25

vice of the community, may not be deprived of their just merits, and the
reward of their ingenuity and labour; the other, that the world may not
be deprived of improvements, nor the progress of the arts be retarded.4

In more recent times, a U.S. court reiterated the significance of balanc-
ing rights and access:

We must remember that the purpose of the copyright law is to create the
most efficient and productive balance between protection (incentive) and
dissemination of information, to promote learning, culture and develop-
ment.5

In the two centuries between those two statements, the United States
has changed enormously, moving from an agrarian society to one heavily
dependent on information and high technology.  Yet many of the funda-
mental concepts of U.S. intellectual property have been in place for those
200 years and have, with some success, weathered substantial changes in
technology and society.  The first U.S. copyright statute was enacted in
1793 and protected only maps, charts, and books.  Yet it has been adapted
successfully over the past 200 years, in part by expanding both the set of
exclusive rights conferred by copyright and the scope of the subject mat-
ter (embracing photographs, sound recordings, motion pictures, software,
and more) and by qualifying those rights with exceptions such as the fair
use rule.  (Box 1.1 defines “fair use” and other key terms.)

During that time, copyright and patent law have had an instrumental
role in the promotion and creation of a vast array of informational works,
resulting in vibrant markets for IP.  But copyright and patent laws have
also defined limits on protection in order to facilitate the public interest in
and benefit from shared information.  Over time, compromises have
evolved to balance the interests of the creators and consumers of intellec-
tual work, fulfilling a number of important public policy objectives.

But the carefully crafted balance may be in danger of being upset.
The emergence in the past 10 years of a new information infrastructure
marked by the proliferation of personal computers, networks that connect
them, and the World Wide Web has led to radical changes in how infor-
mational works are created and distributed, offering both enormous new
opportunities and substantial challenges to the current model of intellec-
tual property.

4Lord Mansfield in Sayre v. Moore, 1785, cited in Kaplan (1967), p. 17.
5Whelan v. Jaslow, 797 F.2d 1222; 21 Fed. R. Evid. Serv. (Callaghan) 571; U.S. Court of

Appeals for the Third Circuit, March 3, 1986, Argued, August 4, 1986, Filed.
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26 THE DIGITAL DILEMMA

BOX 1.1
Key Terms Used in This Report

Author: Used generically to refer to a person or legal entity creating any
variety of intellectual property, including books, music, films, and
so forth.

Bootleg: An unauthorized recording of a broadcast or live performance.
Content: Used generically to indicate any work produced by an author, what-

ever the medium of expression (text, pictures, music or musical
performances, computer programs, and so on).

Copy: A reproduction of a work.  The definition of “copy” is complex and is
discussed throughout the report.

Copyright: Copyright law protects artistic and expressive work; a copyright on
a work provides the rights holder with exclusive rights to control
certain uses of the work (e.g., reproduction, distribution to the pub-
lic, public performances and public displays, and adaptation).

Counterfeit: An unauthorized reproduction of both the content and packaging of
a work.

Fair use: The use of a copyrighted work for purposes such as criticism, com-
ment, news reporting, teaching, scholarship, or research as permit-
ted under 17 U.S.C. sec. 107.

Intellectual Intellectual property is the generic descriptor of the work product of
Property (IP): authors and inventors.  In the United States, intellectual property is

protected by copyright, patent, trademark, and trade secret law.
License: Grant of permission from the rights holder of a work to engage in

acts that in the absence of permission would be infringing.
Patent: Patent law protects useful inventions and discoveries, requiring

them to be novel, useful, and nonobvious.  A patent gives its owner
sole right to control the gainful application of the specific ideas the
patent discloses.

Piracy: Unauthorized duplication on a commercial scale of a copyrighted
work with the intention to defraud the rights holder.

Rights holder: Used to indicate someone holding the IP rights to a work, whether
the author, publisher, inventor, or some person or other legal entity
to which the rights have been transferred.

Trademark: Trademark law covers the uses of trademarks, the compact pat-
terns associated with an enterprise or a product line.  A trademark
is intended to unequivocally distinguish the marked objects from
similar objects from different sources.
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SCOPE OF THE REPORT

There is a healthy ferment of experimentation and debate going on in
attempts to realize the promise of the digital age.  This report seeks to
explain and demystify the underlying technology trends, explore the
range of technological and business tools that may be useful, and recom-
mend a variety of actions that can be taken to help ensure that the benefits
of the information infrastructure are realized for rights holders and society
as a whole.

This report builds on recent previous studies in the area of intellec-
tual property and digital technology.  Perhaps the most visible effort was
undertaken by the Information Infrastructure Task Force, which issued
the report Intellectual Property and the National Information Infrastructure
(IITF, 1995),6  sometimes referred to as the IITF white paper.  The IITF
white paper presents the detailed legal issues concerning copyright and
digital technology, but it does not address business models, protection
technologies, or other issues in any particular depth.  More recently, the
U.S. Copyright Office commissioned a study on the future of copyright in
the networked world (Hardy, 1998).  That report, which provides good
descriptive coverage of the relevant technologies and trends and some
discussion of the pertinent economic and legal issues, identified trends
but did not provide conclusions and recommendations.

This report of the Committee on Intellectual Property Rights in the
Emerging Information Infrastructure does not duplicate the detailed legal
analyses of the IITF white paper or the extensive review of technologies in
the Hardy report.  Instead, it offers a framework for the evaluation and
construction of public policy, as well as a variety of specific conclusions
and recommendations designed to help legislators, courts, administra-
tors, and the public to understand what is at issue, to formulate questions
clearly, and to assess alternatives.  The focus on copyright derives from
the observation that copyright protects a large variety of the IP frequently
encountered by the public and has the highest visibility in the debates
over IP and the information infrastructure.  The members of the study
committee were selected to provide the diverse expertise needed to en-
sure that stakeholders’ wide-ranging perspectives were represented.7

For the most part, this report focuses on circumstances and actions
possible in the United States. However, as discussed below, the study
committee’s conclusions and recommendations need to be considered in

6The Working Group on Intellectual Property Rights, chaired by Bruce A. Lehman, assis-
tant secretary of  commerce and commissioner of patents and trademarks, was established
within the Information Policy Committee of the Information Infrastructure Task Force.

7See Appendix A for the biographies of study committee members.
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28 THE DIGITAL DILEMMA

a worldwide context.  One of the consequences of global networks is the
inevitable interaction between U.S. law and culture and those of other
countries.  This can be problematic because laws and IP practice differ
widely across countries and are likely to remain different despite efforts
at harmonization.

ORIGINS OF THE ISSUES

Given the successful growth and adaptation of intellectual property
law over the years, any claim that the established balance is in danger of
being upset must  be clear and convincing about the origins of that dan-
ger.  The committee identified problems arising from two primary sources:
changes in technology and the availability of the digital information infra-
structure as a routine part of everyday life.  Three technological changes
in particular—the increased use of information in digital form, the rapid
growth of computer networks, and the creation of the World Wide Web—
have fundamentally altered the landscape and lie at the heart of many of
the issues presented by the evolving information infrastructure.  These
changes, coupled with the emergence of the information infrastructure as
a part of daily life, present significant legal, social, economic, and policy
challenges.

Technology Has Changed:
Digital Information, Networks, and the Web

Representing information in digital form, as opposed to the more
traditional analog form, means using numbers to capture and convey the
information.  Music offers a clear example of the difference between the
two.  Capturing musical sounds requires describing the shape of the
vibrations in air that are the sound.  Records capture that information in
the shape of the groove in the vinyl.  CDs, by contrast, capture the same
information as a large collection of numbers (see Box 1.2).  Digital infor-
mation has a remarkable breadth of descriptive ability, including text,
audio (music, speech), video (still and moving pictures), software, and
even shape (e.g., in computer-aided design).

Why Digital Information Matters

Access Is by Copying.  When information is represented digitally, access
inevitably means making a copy, even if only an ephemeral (temporary)
copy.  This copying action is deeply rooted in the way computers work:
Even an action as simple as examining a document stored on your own
disk means copying it, in this case twice—from the disk to the computer’s
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BOX 1.2
Capturing and Compressing Information in Digital Form

Representing information in digital form means capturing it as a collection of
numbers.  Music offers an easy example.  Music (or any other sound) is a vibration
that can be described by a sound wave (Figure 1.2.1).  Traditional vinyl records
capture the sound by putting a groove in the vinyl that has the same shape as the
sound wave.

A
B

C

A=12,645
B=12,876
C=12,693
etc.

FIGURE 1.2.1  A sound wave.

Digitizing a sound wave is done by measuring its height thousands of times a
second (Figure 1.2.2).  Measuring the wave at such closely spaced intervals pro-
vides a reasonably accurate approximation to the shape of the wave and, hence,
the sound.

FIGURE 1.2.2  A sound wave measured.

continued
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30 THE DIGITAL DILEMMA

For a standard music CD, measurements are done 44,100 times/second, using
numbers that range from 0 to 65,535 (i.e., 16-bit samples), with one measurement
for each channel of music.  As 16 bits is 2 bytes, a stereo recording thus requires
2 bytes/sample * 44,100 samples/second * 2 channels = 176,400 bytes/second of
music, or roughly 10 megabytes/minute.  A standard music CD is around 1 hour of
music encoded this way and contains about 320,000,000 samples (i.e.,
320,000,000 numbers).1

There are other ways of digitizing music, for example, using the Musical Instru-
ment Digital Interface (MIDI) format typically employed with musical synthesizers.
Where techniques like MP3 digitize the actual sound of the music, MIDI captures
how the song was played on the synthesizer.  Hence, while a MIDI file is also a
collection of numbers, those numbers indicate which notes were played and when,
how long they lasted, their volume, and so on.  MIDI was created as a way of
allowing music composed on one synthesizer to be played back on another, but it
became for a time a popular way to digitize music.

Pictures can be digitized by measuring the color at closely spaced dots (often
600 or 1,200 dots per inch), then representing the color at each dot with a triple of
numbers indicating what combination of red, green, and blue will produce the color
found at that spot.  The picture is reproduced by putting the appropriate dots of
color at the right places on paper or on the screen.  Video can be digitized as a
sequence of digitized frames.

Text is the simplest thing to “digitize,” as there is already a code—the ASCII
code—that assigns code numbers to each typewriter character (an “A” for example
is given the code 65, “B” is 66, while an “a” is 97); ASCII is used almost universally.

In all of these cases, the size of the digitized file of information can be made
considerably smaller by compressing it. The simplest compression techniques rely
on finding more compact ways to capture the same information.  One technique,
called “run length encoding,” takes advantage of the fact that numbers can repeat.
Consider a very simple example of a file containing a sequence of 1s and 0s and
imagine it contains the following:  1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1 0 0 0 0 1
1 1 1 1 1 1 1.

Exactly the same information could be captured by indicating that the file con-
tains  five 1s, twelve 0s, a 1, a 0, a 1, four 0s, eight 1s.  There is no information lost
in describing the bits this way, yet this description can take up considerably less
space.

A variety of more sophisticated compression algorithms are available, many of
which rely on specific properties of the information being compressed.  Video com-
pression, for example, often relies on the fact that typically very few things in a
scene change from one frame to the next (i.e., in 1/30th of a second).  This makes
it possible to encode one frame by indicating only what changed compared to the
previous frame.

1As accurate as this is, the human ear can still hear some of the distortion produced by
approximating the wave with 44,100 samples per second. This has led to calls within the
industry to move to 96,000 samples per second. This faster sampling, along with the desire
for more channels (e.g., to support surround-sound), will mean future CDs may contain more
data per second of music.

BOX 1.2 Continued
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memory and then again onto the video display.8   Before you can view a
page from the World Wide Web, the remote computer must first send
your computer a copy of the page.  That copy is kept on your hard disk,
copied again into memory, and then displayed on the screen.9   In addi-
tion, intermediate copies of the page may have been made by other com-
puters as the page is transported over the network from the remote com-
puter to yours.10

Such copying occurs with all digital information.  Use your computer
to read a book, look at a picture, watch a movie, or listen to a song, and
you inevitably make one or more copies.  Contrast this with the use of
traditional media:  Reading a book does not involve making a copy of it,
nor does watching a movie or listening to a song.

This intimate connection between access and copying has consider-
able significance in the context of intellectual property protection.  One of
the essential elements of copyright—the right to control reproduction—
works as expected in the world of traditional media, where there is an
obvious distinction between access and reproduction and where the copy-
right owner’s control of reproduction provides just that.  But in the digital
world, where no access is possible except by copying, complete control of
copying would mean control of access as well.

This intimate connection has consequences for all parties in the digi-
tal world.  Rights holders may seek to control access to digital informa-
tion, because access involves reproduction.  Readers may find their tradi-
tional access to information susceptible to control in unprecedented ways.
Policymakers, meanwhile, must consider how to maintain the appropri-
ate balance between control and dissemination.

Economics, Character, and Speed of Digital Reproduction.  Digital repre-
sentation changes both the economics and the character of reproduction.
Copying digital information, even on a home computer, is easy and inex-
pensive:  A standard (1.44 megabyte) floppy disk, which holds the equiva-
lent of about 500 pages of text, takes no more than a minute to duplicate
and is treated as if it were a piece of paper (e.g., routinely given away).  A
CD, which holds 650 megabytes (the equivalent of about 220,000 pages, or
44 cartons), can be copied in 15 minutes to a blank compact disk that costs

8The information could be displayed directly from the disk to the screen, but disks are
much too slow to make this practical. Main memory is thousands of times faster; hence,
several pages of the information are copied there first. This copy is typically ephemeral,
disappearing as soon as you view a different page.

9The copy on your disk may disappear from your disk when you exit your Web browser,
but it can often easily be saved permanently.

10A primer on the operation of the Internet is given in Appendix C.
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32 THE DIGITAL DILEMMA

about $1.00, using equipment now widely available for PCs and costing
only a few hundred dollars.11

Copying information has always been possible, but the advent of
digital information brings an extraordinary increase in the amount of
information that can be easily and inexpensively reproduced.  Given the
widespread availability of computers, many people now have the ability
to casually reproduce vast amounts of information.  Consequently, the
traditional physical and economic impediments to copyright infringe-
ment have been considerably undermined.  Its size once meant that a 30-
volume encyclopedia could be reproduced only by those with consider-
able means and motive; now an encyclopedia on a CD can be reproduced
in a few minutes on what is fast becoming ordinary technology.

The character of reproduction has changed as well.  Although a photo-
copy often isn’t as sharp as the original,12  a digital copy is indistinguish-
able from the original as are all successive digital copies.  For every form
of digital information, every copy is as good as the original and can there-
fore be the source of additional perfect copies, which greatly reduces
what was once a natural impediment to copyright infringement.  With the
traditional form of information, the successively lower quality of each
generation of copy offered a natural limitation to redistribution.  With
digital information there is no such limitation.

Content Liberated from Medium. Information in digital form is largely
liberated from the medium that carries it.  When information is sent across
networks, there is no need to ship a physical substrate; the information
alone flows to the recipient.  The liberation of content is also evident when
bits are copied across media (disk to tape to CD to floppy) with the great-
est of ease.  The choice of media may have consequences for the amount
of storage or speed of access, but the content of the information and its
properties (e.g., the ability to make exact copies) are preserved perfectly
across a variety of media.

Information in traditional analog forms (movies, paintings, sculpture)
is, by contrast, far more tightly bound to the underlying physical media.

11Text is a particularly compelling example because it puts, relatively speaking, little
information on a page.  Graphic images contain far more information:  a single 5! x 7! color
photograph may require 14 megabytes to store digitally (300 bits per inch resolution and 36
bits of color); hence a CD might hold about 46 such photographs.  There are also a variety of
ways to compress digital information so that it takes up even less space; sometimes this
means being able to fit 30 times more information onto a disk than it could hold without
compression.

12The difference between a copy and an original depends of course on the quality of the
equipment being used.  Audio or video tapes copied using standard (i.e., analog) technol-
ogy, for example, are markedly inferior in quality to digital copies.

Copyright © National Academy of Sciences. All rights reserved.

The Digital Dilemma: Intellectual Property in the Information Age  
http://www.nap.edu/catalog/9601.html

http://www.nap.edu/catalog/9601.html


THE EMERGENCE OF THE DIGITAL DILEMMA 33

It is not easily transported without the underlying medium, nor is it so
easily extracted for copying (consider copying a sculpture).  The point, of
course, is comparative:  Bits still need to be stored someplace, and even a
sculpture can be copied, but the difference is so large—several orders of
magnitude and constantly increasing with advancing technology—that
the experience from the individual’s viewpoint is qualitatively different.

The liberation of content from the medium has unsettling conse-
quences for the protection of IP in digital form.  Until very recently, intel-
lectual works have been produced and distributed largely as analog works
embedded in a physical artifact (e.g., printed books, movies on video
tape).  IP law and practice have been worked out in the context of such
artifacts, and much of our comfort with IP law is based on the familiar
properties of information closely bound to a physical substrate.  Digital
information changes those properties in substantial ways.

New Kinds and Uses of Information.  Digital information is plastic, easily
searched and indexed, and easily cross-indexed.  It is plastic in the sense
that it is easily changed.  Although a paper book is difficult to alter and
hard to search even with a good index, online text can be changed easily,
for instance, by adding and rearranging paragraphs.  Coupled with digital
transmission, plasticity of information confers, along with great advan-
tages, the potential for fraudulent acts such as plagiarism or forgery.13

In addition, although traditional documents are static—a printed book
contains the same words from one moment to the next—digital docu-
ments can be dynamic, changing from moment to moment or offering
different views.  For example, articles posted on the Web often undergo
revision in response to comments from readers.  Short of making a (static)
local copy, how does one cite such a thing, if it may say something differ-
ent tomorrow?  Even with a static local copy, who is to say what the
document once said at a particular point in time, if there are at least two
different versions?  The plasticity of digital information could have a
significant impact on the nature and value of citations and on scholarly
research.

The ease of searching and indexing digital information enormously
facilitates the creation of derivative works of unusual forms.14   Consider

13The use of a digital signature (see Appendix E) may be of some assistance by providing
a way to “sign” a digital document.  If the document is subsequently altered, there will be a
detectable mismatch between the signature and the document.  Large-scale use of digital
signatures requires a substantial infrastructure that is only now emerging, with the growth
of e-commerce.

14A ‘’derivative work’’ is a work based on one or more preexisting works, such as a
translation, musical arrangement, dramatization, fictionalization, motion picture version,
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an online textbook.  Someone knowledgeable in the field covered by the
textbook may, on reading the text, decide that there is a better order of
presentation of the material and might indicate that by establishing a set
of hyperlinks that effectively reorganize the book.15   Is the set of links a
derivative work?

In a similar vein, a practice on the Web known as “framing” has
raised a number of IP-related questions, particularly in the commercial
context.  Framing refers to one Web page presenting information from
another.  When both pages are the work of the same author, no issue
arises.  Questions arise when the framed page is the work of a different
author and when the information on that page is presented in less than its
entirety (e.g., without advertisements that originally appeared there, or
stripped of information identifying the author).  In that case have the first
author’s rights been infringed by the second author’s adaptation?

In the music world, the ease of searching, indexing, and reproducing
digital information has led to enormous growth in sampling—the reuse of
segments of previous works—leading to questions of intellectual prop-
erty infringement and fair use.

Increasing Use of Licensing.  From the early days of the software market
to the present, commercial distribution of digital information typically
has been through the use of licenses rather than by sale.  Packaged soft-
ware traditionally has had a shrink-wrap license, an agreement that pur-
portedly goes into effect upon opening the (shrink-wrapped) package.
More recently, a wide variety of digital information is being marketed on
the Web with what are sometimes whimsically called “click-wrap” licenses,
an agreement presented on the screen and “agreed to” by the click of a
mouse.  Negotiated licenses are also used to clarify the terms governing
access to large databases.

The difference between selling a work and licensing it is significant.
The sale of a physical copy of a work has been the dominant model for
transferring IP to the consumer for more than 200 years.  Sales involve the
complete transfer of ownership rights in the copy.  Copyright law explic-
itly anticipates the sale of intellectual property products and, by the “first-
sale rule,” constrains a copyright holder’s rights in copies of the work that
have been sold.  For example, the purchaser is free to lend, rent, or resell

sound recording, art reproduction, abridgment, condensation, or any other form in which a
work may be recast, transformed, or adapted.  A work consisting of editorial revisions,
annotations, elaborations, or other modifications, which, as a whole, represent an original
work of authorship, is a derivative work.

15This tactic is not new, having been used for some years in educational “course packs”
like the electronic field trips offered by the Colonial Williamsburg Foundation.
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the purchased copy.16   In that sense, copyright law follows IP products into
the marketplace and promotes the continued dissemination of information.

Licensing, however, constitutes a limited transfer of rights to use an
item on stated terms and conditions. Licenses are governed by contract
law and, as such, are essentially a private agreement between two parties.
That agreement can involve a wide range of terms and conditions (Box 1.3)
and need not incorporate any public policy considerations, beyond some
basic limits on what constitutes an enforceable contract.

Contracting has benefits; for example, it may enable distribution of
some information products that would otherwise not come to market.
But there are also drawbacks, particularly the possibility that the terms of
a license may be far more restrictive than the provisions for access nor-
mally granted under copyright’s first-sale doctrine.  To the extent that
highly restrictive licensing replaces the sale of copyrighted works, society
may be the loser, especially if the public policy goals embodied in copy-
right law are omitted from contracts.

This issue’s significance is underscored by the proposed Uniform
Computer Information Transactions Act (UCITA),17  which would vali-
date mass market licenses for information, making the license terms en-
forceable if the consumer has given some sort of token assent (e.g., by
clicking a mouse or installing the software).   Such proposals seek to
establish more validity for shrink-wrap and click-wrap agreements cur-
rently regarded as questionable.  There is promise in the potential to
reduce the overhead for making things available through licensing (just a
mouse click) and reduce uncertainty by establishing whether the agree-
ment is enforceable—additional information products may appear in the
marketplace as a result.  The peril lies in the possibility noted above that
licensing could become a replacement for sale of all manner of copy-
righted works, without provision for the public policy goals embodied in
copyright law.

Multiplicity of Access and Access at a Distance.  Information in digital
form is accessible to thousands of people virtually simultaneously, be-
cause multiple users of a server can read the same file at their own indi-

16There are certain exceptions for phonorecords and computer programs; see section 109
of the copyright law.

17UCITA is the new name for the proposed Article 2B amendment to the Uniform Com-
mercial Code (UCC). UCITA is no longer intended to be part of the UCC; however, UCITA’s
drafters seek to have it adopted by all state legislatures as a uniform state law.  On July 29,
1999, the National Conference of Commissioners on Uniform State Laws passed UCITA.
State commissioners will now send UCITA to state legislatures for approval as a uniform
state law (see Chapter 3).
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BOX 1.3
When Does a Contract Cover Future Media and Technology

That Do Not Yet Exist?

The history of 20th-century intellectual property law is replete with controver-
sies arising from a recurring fact pattern—whether the scope of rights granted to
use intellectual property enables the licensee to exploit that property by means of
a new medium or technology that was not yet invented at the time the contract was
entered into.  The many cases dealing with this question read like a history of the
development of communications media over the last century.  There are cases
dealing with the question of whether a grant of performance rights included, after
Edison invented motion pictures, the right to make a motion picture based on the
dramatization of the initial work; whether a grant of motion rights during the silent
film era included the right to add a sound track when talking motion pictures were
introduced; whether the right to make a motion picture granted at a time when
television was not yet invented (or at least widely known) included the later right to
exhibit the motion picture on television; and whether grants of the right to produce
either a motion picture or a television program in the era before the introduction of
the VCR included the right on the part of the motion picture studio to rent and sell
copies of the motion picture or television program on videocassettes and video
disks.1

The cases considering these “after invented media” or “new technology” sce-
narios tend to apply conventional principles of general contract law, including a
search for the true “intent” of the parties as reflected in the specific contract at
issue, a close analysis of the wording that was used, and the application of rules of
strict construction (e.g., construing ambiguities against the interests of the party
who drafted the contract).

Some legal commentators view these cases as inherently nonuniform and con-
flicting.2   To the extent one can articulate a consistent thread that runs through the

1See, for example, Manners v. Morosco (252 U.S. 317 (1920)); Kirke La Shelle Co. v.
Paul Armstrong Co. (263 N.Y. 79, 82-89 (1933)); Bartsch v. Metro-Goldwyn-Mayer, Inc. (391
F.2d 150 (2d Cir. 1968) cert. denied, 393 U.S. 826 (1968)); Ettore v. Philco Television Broad-
casting Corp. (229 F.2d 481 (3d Cir. 1956), cert. denied, 351 U.S. 926, 109 U.S.P.Q. 517
(1956)); Filmvideo Releasing Corp. v. Hastings (446 F. Supp. 725 (S.D.N.Y. 1978)); Cohen v.
Paramount Pictures Corp. (845 F.2d 851 (9th Cir. 1988)); and Tele-Pac v. Grainger (570
N.Y.S. 2d 521, appeal dismissed, 79 N.Y. 2d 822, 580 N.Y.S. 2d 201, 588 N.E. 2d 99 (1991))
and Muller v. Walt Disney Prods. (871 F. Supp. 678, 682-83 (S.D.N.Y. 1994)).

2Contrast, for example, Cohen v. Paramount Pictures Corp. (845 F.2d 851 (9th Cir. 1988))
and Rey v. Lafferty (990 F.2d 1379, 1382 (1st Cir. 1993)) (both holding that without a broad
grant of rights or a “new technology” clause, the grantor will retain the benefit of exploitation
in new after-invented media, and the licensee will obtain no inherent right to exploit the
licensed property in new media) with Rooney v. Columbia Pictures (538 F. Supp. 211
(S.D.N.Y. 1982) aff’d, 714 F.2d 117 (2d Cir. 1982), cert. denied, 460 U.S. 1084 (1983)) and
Platinum Records v. Lucasfilms, Ltd. (566 F. Supp. 226 (D. N.J. 1983)) (holding that an
unambiguous broad grant of rights or a “new technology” clause are sufficient to accord to
the licensee the benefit of new after-invented media exploitation rights, even if such new
media were not, and could not have been, foreseen at the time of the original grant or
license).
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vidual pace without interfering with each other.  This attribute of course
makes digital information much more flexible than traditional media; a
single copy of a book, for example, is not accessible to more than one or
two people simultaneously.18

cases, it would be that in order to obtain distribution or other exploitation rights for
yet to be invented media, a licensee must obtain either (1) a broad “blanket” grant
of all rights, or (2), even better, a grant of rights containing a so-called “new tech-
nology” clause (i.e., a clause granting the right to exploit the intellectual property by
any and all means and media, whether now known or hereafter invented or de-
vised).  The use of such new technology clauses is now common in contracts
covering all kinds of intellectual property, across a wide range of industries.  It is
not uncommon for the new technology clause to specify that the grant of future
media or technology includes, without limitation, and only by way of example, vir-
tually every then imaginable new technology or medium, in perpetuity and through-
out the universe.

However, even the inclusion of a broad new technology clause is not a guaran-
tee that the grant of new media rights will be upheld, nor is the lack of a new
technology clause necessarily fatal to a licensee’s claim that such rights were
granted.   The presence of an ambiguous term or ambiguous provision in an agree-
ment opens the door to parol or other extrinsic evidence concerning the actual
intention of the parties.3

The continuing evolution of the digital information infrastructure promises to
keep future generations of lawyers busy litigating controversies over whether con-
tracts written in the predigital era included within the scope of the rights granted the
right to exploit the licensed intellectual property by means of the Internet.  As the
personal computer and the conventional television receiver converge into a single
information appliance, the question of whether a grant of “television rights” in-
cludes the right to transmit a motion picture or television program to the household
over the Internet, presents the kind of issue that will engage lawyers and judges
well into the next century.

3Compare, for example, Subafilms, Ltd. v. MGM-Pathe Communications Co. (988 F.2d
122 (9th Cir. 1993) 1993 WL 39269, reh’g granted, 5 F.3d 452 (9th Cir. 1993), vacated in
part, 24 F.3d 1088, 30 U.S.P.Q. 2d 1746 (9th Cir. 1994)) (holding that despite the presence
of a “new technology” clause in the grant of rights, new media rights were not included) with
Bourne Co. v. Walt Disney Co. (68 F.3d 621, 630 (2d Cir. 1995), cert. denied, 116 S. Ct.
1890 (1996)) (holding that despite the lack of a “new technology” clause and a broad grant of
rights, the term “motion picture” was sufficiently ambiguous to admit parol or other extrinsic
evidence which the jury verdict found, as a question of fact, meant the term “motion picture,”
under an original grant drafted in the 1930s, and included the right to exhibit the motion
picture on videocassettes).

18Information that is broadcast (e.g., a movie, television show, radio show) may be view-
able by many people simultaneously, but, unlike digital information, no viewer has control
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Digital information can also be accessed remotely by, for example,
using a modem that allows one computer to call another over ordinary
phone lines.  The ability to access information in this manner removes the
need for geographical proximity, eliminating another of the familiar limi-
tations of information in traditional forms.  As a consequence, digital
information presents opportunities for access that are vastly greater than
those presented by traditional media.

Why Computer Networks Matter:
Economics and Speed of Distribution

Today, computers are routinely connected to networks that enable
rapid, inexpensive distribution of information.  With speeds that reach a
billion characters per second on single links, computer networks are dras-
tically changing the economics of information distribution, lowering an-
other of the natural barriers to violation of intellectual property rights.  To
profit from a book or video, the publisher or (pirate) must incur the costs
of reproducing it and distributing the copies.  But copying digital infor-
mation costs almost nothing, and networks make worldwide distribution
very inexpensive and very fast. Consequently, it is easier and less expen-
sive for a content owner to distribute a work, and significantly easier and
less expensive for a pirate to engage in illegal commercial copying and
distribution.

Computer networks amplify the consequences of copyright violations
that were previously tolerable.  It usually made little difference, in terms
of lost revenue, if someone made a photocopy of a book.   Photocopying
an entire book is inconvenient and often more costly than buying the
book, so not very many photocopies are made and distributed.  Digital
information has radically altered the economics involved, leading to up-
heavals not only in the relationships among authors, publishers, distribu-
tors, and others, but perhaps also in the disappearance of some roles and
the emergence of others.  The beginning of such massive change can be
seen in online publication of books, in bookstores, in new forms of con-
tracts between research libraries and publishers of scientific periodicals,
and in new kinds of scholarly offerings.

Publishers are understandably concerned and cautious.  They and
many authors see possible loss of revenue when a single copy of a work
can be widely accessed from a digital library at no cost to the user.  How

over the timing or sequencing of the presentation (e.g., rewinding to review a scene).  Digi-
tized movies can be seen concurrently by many viewers, each of whom has individual
control of the scheduling and sequencing of what is shown.

Copyright © National Academy of Sciences. All rights reserved.

The Digital Dilemma: Intellectual Property in the Information Age  
http://www.nap.edu/catalog/9601.html

http://www.nap.edu/catalog/9601.html


THE EMERGENCE OF THE DIGITAL DILEMMA 39

many paying subscribers to a technical journal will there be if the articles
are easily available from even one online library?  Although professional
periodicals published on paper seem likely to persist indefinitely, it is not
clear how many subscriptions will be purchased and at what price.  If the
number of subscriptions drops significantly, readers may enjoy the ben-
efits of digital distribution in the short term, only to find fewer publica-
tions available in the longer term.19

The speed of digital network distribution has consequences for en-
forcement as well.  When physical copies must be produced and distrib-
uted, the process is spread over time and can be interrupted.  When
information is disseminated by computer networks, it travels to sites
around the world in moments.  Temporary restraining orders are of little
use in forestalling deeds done in minutes.

Why the Web Matters

A Worldwide Publishing Medium. The World Wide Web is a vast collec-
tion of electronic documents formatted using special languages (e.g.,
Hypertext Markup Language (HTML)).  Documents formatted in these
languages have a number of properties, the most important of which are
that they contain multimedia (text, graphics, audio, video) and they link
to other documents (or other digital information, including databases) in
a way that makes it effortless for readers to access other information.  This
vast collection of interconnections is what gives the Web its name and
much of its interesting character.

The Internet makes it possible for computers to exchange informa-
tion, while the Web provides the superstructure in which that informa-
tion can be organized and published.  It is, among other things, a giant
(and growing) worldwide bulletin board that can be scanned for informa-
tion of interest, and on which additional information can be posted.20

This superstructure is the last in the triumvirate of the impacts of
digitization.  Digital information radically changes the economics and
character of reproduction, computer networks radically change the eco-
nomics and character of distribution, and the Web radically changes the

19Concern over wide-scale access to digital information is not new:  The Commission on
New Technological Uses of Information (CONTU) hearings raised the issue in 1976.  The
issue has become real and pressing now as a consequence of the World Wide Web and
rapidly growing amounts of information in digital form.

20The Web is of course considerably more interesting and powerful than the bulletin
board metaphor conveys.  It is also a vehicle for active dissemination of information, a
means of connecting people with each other, a “space” in which communities have arisen
and grown, and more.
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economics and character of publication.  Reproduction and distribution
put information in the hands of those who know they want it, but publi-
cation makes people aware of available information.  The Web, as a pub-
licly accessible resource, functions as a publication medium for all who
have access to the Internet, allowing people to make known the existence
of their work and perhaps link it to other relevant works.  The Web also
makes the mechanics of replication and distribution accessible to the user,
who has only to click on a document to have the content delivered to his
or her own computer.

 One consequence is that anyone can be a publisher, and indeed the
astonishing variety of documents, opinions, articles, and works of all sorts
on the Web demonstrates that millions of people worldwide are making
use of that capability.21   The ability of everyone to publish in turn leads to
the possibility of “disintermediation,” the reduction of the role of the
intermediary, as authors and consumers gain the ability to connect more
directly, without traditional intermediaries such as publishers (see Chap-
ter 2 on music and MP3 for further discussion of this issue).  The ability of
everyone to publish may also shift the publishing bottleneck:  Previously
the difficulty was in getting work published; in the future, the difficulty
may be in getting noticed amid the profusion of works available.

The consequences for traditional publishers are still being worked
out.  There is both opportunity and upheaval inherent in the new tech-
nology.  The opportunity comes as publishers use the Web as another
medium to advertise and, in some cases, distribute their works.  The
upheaval comes from the difficulties of publishing information electroni-
cally without also losing control over reproduction and distribution (e.g.,
from copies made by those viewing the information) and from the possi-
bility of fundamental changes in the role of publishers if authors find they
can reach their audiences via the Web with considerably less assistance
from publishers.

The effect of the digitization of information on the economics of pub-
lication appears to be substantial, but not necessarily obvious (Box 1.4).
Part of the phenomenon has been described by the observation that “ship-
ping atoms is different from shipping bits” (Negroponte, 1995).  To some
degree this is true.  In the print world, publishers incur substantial costs in
manufacturing multiple tangible copies of copyrighted works—whether
CDs or books—and shipping them to various points in a distribution
chain.  Publishers have to pay for storage and display of tangible copies;
there also may be costs in remaindering or destroying extra copies if too

21As of February 1999, the Web was estimated to contain 800 million pages, holding
some 6 terabytes of text (Lawrence and Giles, 1999).  Even with automated tools helping to
generate Web pages, 800 million pages require quite a few authors.
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BOX 1.4
The Economics of Information

The principles of the economics of information provide a useful analytical
framework for understanding the consequences of proposals to change intellectual
property law and its enforcement.  There are three central economic problems:

• Adequately compensating those who create new information products and
services,

• Maximally disseminating and using the new information in the economy,
and

• Determining the most valuable information products and services for pro-
duction.

There are no perfect solutions; developing intellectual property policy inevitably
involves trade-offs among these problems.

In some cases, the data needed to inform these trade-offs are not available.
For example, there is little hard evidence about the quantitative significance of a
given level of copyright protection.  Also, little is known about the relationship be-
tween the strength of copyright protection and the amount of works produced (e.g.,
does stronger copyright protection lead to an increase in the amount of works
produced?).

By contrast, there is a substantial body of literature from the 1950s and 1960s
on the economics of innovation, focused on the role of patents in fostering
change.1   The work of Griliches, Mansfield, Scherer, Schmookler, and Williamson
was especially notable in establishing the role of patents in fostering innovation
and economic development.2   Their work also examined how various institutional
arrangements and industrial structures affected the rates of innovation and patent-
ing.  This body of work laid down a solid base of knowledge that supported the
development of patent policies between 1960 and 1980 era.  No comparable body
of work exists with respect to the importance of copyright in fostering information
creation and use.

See Appendix D for a discussion of information economics.

1See, for example, Kamien and Schwartz (1975).
2See the references in Kamien and Schwartz (1975).

many were printed. Because replicating digital products and shipping
them via digital networks is cheap, rapid, and easy, the economics of
digital publishing is different.

It is tempting to focus on the reproduction and distribution aspects of
digital publishing where it is clear that there are very substantial reduc-
tions in the cost of publishing attributable to digitization.  But the analysis
doesn’t end there; there is more to publishing than manufacturing, distri-
bution, and storage.  For example, many of the costs of publishing are the
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same whether the work is published digitally or in print form, including
the costs of getting reviewers for the work, editing it, preparing it for
publication, and, importantly, promoting the work once it gets published.
Digital publishing also involves a number of new costs that may not be
readily evident: costly hardware and software, retraining of publishing
staff, retooling of the publication process, and an increased investment in
the selling and customer support processes.  In addition, it is relatively
common for publishers to engage in dual publication, with one version of
a work in print and one in digital form.  This is necessarily more expen-
sive than print publication only.

One final consequence of the Web as a publication medium arises
from the routine encounters with international variations in laws and
enforcement practices that result from the Web’s global reach, an issue
explored in more detail below.  Sites containing illegal copies of music, for
example, are quite popular and are found around the world, raising issues
of jurisdiction and presenting great difficulties in enforcement.  Files con-
taining unauthorized copies of information can easily be moved from one
computer to another elsewhere in the world, where laws are less stringent
or enforcement is lax, yet the information remains as accessible (through
the Internet) as if the host were down the block.  Government activities,
such as censorship and taxation, also become more difficult in the global
environment of the Web.

Digital Distribution and the Changing Nature of Publication. The libera-
tion of content from medium represented by digital information chal-
lenges many things we have come to assume about publication and copy-
righted works, both economically and socially.  Among these are the
nature and character of publication. In the world of physical artifacts, the
act of publication—the offering of a work for general sale—has three
important characteristics:  It is public, it is irrevocable, and it provides a
fixed copy of the work; in the digital world none of these may be true.

In the world of physical artifacts, publication is fundamentally public
and irrevocable.  Once published in the traditional sense, copies of most
works may be accessed from a library or other cultural institutions.  Pub-
lication is irrevocable in the sense that once a work is published, it is
virtually impossible to withdraw it completely from the public.  Works
may go out of print (no new copies made), but there is no notion of their
being explicitly and overtly taken “out of publication” and hence becom-
ing universally unavailable through withdrawing of all or most of the
copies in existence.

The act of publication also implies a certain fixity of the work.  Mul-
tiple physical copies are not easily modified, so those distributed repre-
sent an archival snapshot of the work at a particular moment in time.
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Subsequent editions may be published, but each of them adds to the
public record, producing a history of the evolution of the work.  There is
no plausible notion of being able to revise or expunge earlier versions.

Works in electronic form on the Web may have none of these charac-
teristics.  Posting does not make them irrevocably available; they can be
removed from scrutiny at the pleasure of the rights holder.22   Nor are
they inherently public:  Network access can be controlled to permit as
restricted a distribution as the rights holder cares to enforce.23   Nor are
they fixed:  Old versions are routinely overwritten with new ones, obliter-
ating any historical record.

In a variety of circumstances such properties may be desirable and
may permit some material (e.g., privately produced reports or business
data) to be made available that would not have been published at all in
the traditional manner.  Restricted distribution of information is an im-
portant option.  But, as discussed below, the widespread use of restricted
distribution may also have undesirable consequences for public access to
our intellectual heritage.

The Programmable Computer Makes a Difference

The computer is unique among electronic devices in being a pro-
grammable, general-purpose information processor.  Any information it
receives can be modified in virtually any manner.  Other popular con-
sumer electronic devices typically perform one or a few functions that are
built into their hardware.  A digital audiotape (DAT) player, for example,
will play back the information on its tape and can make a first-generation
copy, but the player cannot edit the information, redistribute it, or tran-
scribe the words the information contains.24   By contrast, a computer that
receives audio information (e.g., an audio file) can play, record (and du-
plicate), edit, and redistribute (e.g., over the Internet) that information,
and, with the right program, transcribe any words found in the signal.

The distinction between special-purpose devices like the DAT player
and general-purpose computers has substantial significance for enforce-

22Although viewers might, of course, have made their own copies in the interim, this still
does not make publication irrevocable, as the viewers may not make their copies accessible.

23Restricted distribution of information is not new, of course; it has been accomplished
previously through both legal and economic means.  The issue here is the ease and the
precision (specifying who can have access) with which restricted distribution can be accom-
plished, making it a far more usable option.

24DAT players have a serial copy management system, an electronic mechanism that
prevents a DAT player from making a copy of a copy.  Hence, although you can copy a CD
onto a DAT tape, the DAT player will not allow you to make a copy of that tape.
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ment of intellectual property rights in the digital world.  Although the
behavior of special-purpose devices is restricted by design (the hardware
of a DAT player, for example, prevents making a second- or higher-gen-
eration copy of a tape), it is, by contrast, very difficult to limit the behavior
of a computer.  A computer’s behavior is changed easily by loading in a
new program or modifying an existing program; as a result, it is very
difficult to enforce limitations on what a computer can do.

The generality and flexibility of a computer’s capability are extremely
valuable; these attributes are basic to the information revolution and its
success and cannot be casually removed.  But they are also key factors in
many of the current concerns about IP, given that information received by
a computer can be manipulated and redistributed without practical limi-
tations.

This issue is likely to grow more pressing in the future as the com-
puter, the Internet, and consumer electronics technologies coverge, and
the computer-like capabilities of these devices increase:  For example,
VCRs are beginning to get computation and storage capabilities that allow
them to access and store information from the Web.  The increasing pres-
ence of computer-like devices may herald significant benefits for users
and the U.S. economy as a whole.  From an IP perspective, however, it
means an increasing proliferation of devices capable of replicating and
distributing valuable digital information.  It also means that when some
type of technical protection is required, implementing a generic system
that protects information across multiple-device platforms and applica-
tions may become increasingly difficult.

For example, encryption, either in software or specialized hardware,
offers only a partial solution to the problem of protecting information,
because much of the information distributed digitally must be compre-
hensible to the viewer.25   Encryption can protect information on the way
to and from the consumer and during storage.  But documents must at
some point be read, data in databases displayed, songs listened to, movies
viewed, and so on.  Simply put, users must be able to get at information,
and once they have, making an electronic copy of it is often not difficult.
One proposed solution—restricting the user’s ability to get at and record
“in-the-clear” information—may meet with resistance from users, because
capturing and saving the output of a program are frequent and appropri-
ate actions across a wide range of computing.

For some uses of digital information, special-purpose hardware will
be appropriate and economical and can be designed so that consumers

25Encryption, which allows owners of digital works to scramble them so that they can
only be unscrambled by legitimate users, is discussed in some detail in Chapter 5 and
Appendix E.
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will prefer its convenience over general-purpose computers (such devices
have been called “information appliances” (Norman, 1998)).  Encrypted
cable television is the best known current example:  DVDs, portable digi-
tal music players (e.g., the Rio), and portable digital book readers (e.g.,
the Rocket eBook) offer other examples.  Each of these devices uses
special-purpose hardware that makes it impractical and uneconomical for
most people to capture information in ways that permit unauthorized
use.  For such applications, technical means of protection may be practi-
cal.  For uses in which unencrypted text must be manipulated in general-
purpose computers, however, information owners will have to look to
other than technical means to constrain what is done with the information.

Technology Has Emerged into Everyday Life,
Running Headlong into Intellectual Property

As argued above, three recent technological trends are key to the
possible upset of the delicate balance of interests in intellectual property—
digital information, networks, and the Web.  A second factor challenging
the balance arises from the transformation of the digital information infra-
structure into a routine part of everyday life.  In the United States, com-
puters and the Web have become commonplace in work settings and are
fast becoming a routine presence in households; what was once the prov-
ince of corporations and research laboratories has become a broadly avail-
able capability.  One important consequence is that ordinary citizens are
now faced with questions involving the subtleties of intellectual property
law, questions they are ill-prepared to answer.

For example, citizens are routinely finding that they have the means
and the opportunity to access and copy vast amounts of digital informa-
tion, including software, text, and audio and video material, but no clear
picture of what is legal or acceptable.  As another example, people fre-
quently use more than one computer (e.g., at home and at work), raising
the question of whether the one copy of a program they purchased can be
installed on both machines.  Similarly, is it permissible to reproduce an
audio CD to have a copy in the car as well as at home?26   What if only one
of them is ever in use at once?  The issue here is not what the answers are;
it is that everyday life has been intruded on by what can be subtle ques-
tions of intellectual property law.

26The 9th Circuit decision in Recording Industry Association of America v. Diamond Multi-
media Systems (F.3d (9th Cir. 1999)) gave recognition in passing to the notion of “space-
shifting” of music for personal use (i.e., an individual making a copy of a legally owned
musical work in order to use the copy in a different place).
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Additional examples abound in using the Web, where one of the most
telling features of the new electronic landscape is the uncertainty that
currently pervades it.  For example, as pointed out above, merely viewing
a Web page may involve making copies of that page.  Users rely on a
currently implicit understanding that the page wouldn’t have been placed
on the Web for public access unless the rights holder  permitted it to be
viewed, giving at least tacit permission for the viewing and the incidental
copying that accompanied the viewing.  But is this truly the case?

And suppose you want to share that page or ensure you can revisit it
later?  Given the volatility of the Web, the best way to do this may be to
make a copy for your own use—but can you legally do this?  Whom do
you ask?  Who is the author?  Is the author living or dead?  When did the
author die?  Who are the heirs, and how do you get in touch with them?
Suddenly, an attempt to ensure continued access to a source of informa-
tion becomes very complex, costly, and daunting.  These uncertainties
become more acute as Web users become more informed about intellec-
tual property issues and as they become more willing to try to obey the
sometimes intricate law.

A second consequence of the emergence of the information infra-
structure into everyday life is that individuals find themselves capable of
reproducing vast amounts of information, in private, using commonplace,
privately owned equipment.  A single individual can now do in private
what once would have required substantial commercial equipment and
perhaps criminal intent.  One important consequence is that copyright
law is becoming more concerned with regulating private behavior of indi-
viduals.

Traditionally, copyright has concerned public actions with public con-
sequences, such as public performance, public display, and dissemination
of copies (an inherently public act), and has focused on actions of organi-
zations or individuals (like pirates) whose actions have large-scale public
consequences.  But with computer and communication equipment be-
coming commonplace in the home, the potential impact of the private
behavior of individuals has grown, and so correspondingly has interest in
regulating that behavior.27  This represents an important consequence of
information technology’s emergence into everyday life and presents an-
other social and policy challenge in managing the IP balance.

27Some of that interest in regulation has resulted in the acceptance of a variety of private-
use copies, as, for example, the time-shifting use of VCRs articulated in the Sony Betamax
case (Sony Corp. v. Universal Studios Inc. 464 U.S. 417 (1984)), the Audio Home Recording
Act’s protection of private-use copies of music (embodied in Chapter 10 of the copyright
law), and the 9th Circuit decision in RIAA v. Diamond noted above.
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Intellectual Property Law Is Complex

Complying with IP law presents difficulties in part because of its
complexity.  Intellectual property law is a compendium of general prin-
ciples (e.g., the exclusive right to reproduction), subtle distinctions (e.g.,
“idea” versus “expression”), and numerous special-case exceptions (e.g.,
the right to play background music, royalty free, at agricultural fairs).
Copyright is complex partly because it deals with intangible rights in
intangible subject matters, partly because it regulates the activities of a
wide variety of industries, and partly because it reflects the results of
hard-fought negotiations and industry-specific compromises.  Much of
the complexity of this law is pertinent only to the specific industry-to-
industry dealings it addresses and is irrelevant to the general public.
When corporations and lawyers were the ones routinely grappling with
copyright laws, the complexity was a burden handled by a relatively
specialized audience with appropriate skills and training.  Now that the
issues have emerged into the mainstream of daily life, the same complexi-
ties are being faced by people unprepared for them.

Music offers one illustration of the complexity of copyright laws that
consumers routinely encounter. Here, for example, is information posted
by the Recording Industry Association of America (RIAA) in an attempt
to let people know what they can and cannot do.  Even the RIAA admits
the complexity:

First, for your personal use, you can make analog copies of music.  For
instance, you can make analog cassette tape recordings of music from
another analog cassette, or from a CD, or from the radio, or basically
from any source.  Essentially, all copying onto analog media is generally
allowed.

Second, again for your personal use, you can make some digital copies
of music, depending on the type of digital recorder used.  For example,
digitally copying music is generally allowed with minidisc recorders,
DAT recorders, digital cassette tape recorders, and some (but not all)
compact disc recorders (or CD-R recorders). As a general rule for CD-
Rs, if the CD-R recorder is a stand-alone machine designed to copy pri-
marily audio, rather than data or video, then the copying is allowed.  If
the CD-R recorder is a computer component, or a computer peripheral
device designed to be a multipurpose recorder (in other words, if it will
record data and video, as well as audio), then copying is not allowed.28

The commonsense view of intellectual property often conflicts with
what the law actually says, leaving even those who wish to act appropri-

28This information was obtained from the RIAA Web site at <http://www.riaa.com/
tech/techht.htm>.
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ately at a loss to know what to do.  The subtle and sometimes difficult
concept of “fair use” provides one compelling example.  Fair use permits
reproduction of limited amounts of copyrighted material for restricted
purposes, such as review, analysis, and commentary.  An appropriate
analysis of fair use requires consideration of four factors (the purpose and
character of the use, including whether such use is of a commercial nature
or is for nonprofit educational purposes; the nature of the copyrighted
work; the amount and substantiality of the portion used in relation to the
copyrighted work as a whole; and the effect of the use upon the potential
market for or value of the copyrighted work).  Even experts are chal-
lenged by the assessment of the four factors.

Yet the concept is central to the situations that a thoughtful consumer
routinely encounters.  What about installing software on two computers,
or copying a CD?  How does the consumer begin to answer the question
of the “nature” of the copyrighted work, or evaluate the impact on the
market?  If the consumer would have objectively decided that buying a
second copy of a CD for the car was not worth the cost, does it follow that
making a personal copy is permissible because it would have no market
impact?

The subtlety of these considerations sometimes contrasts sharply with
consumers’ reasoning.  A column on software piracy in a trade newspa-
per elicited this response from a reader:

If I think the publisher’s terms are unfair, I treat myself to what I think is
fair use.  I don’t care if it’s legal.  I care if it’s fair.  Let’s say, for example,
that I buy a PC that comes with NT and one that comes with Windows
98. . . . I later decide that I want to run NT on the second one and Win98
on the first. . . . No chance [that in this case more licenses would be
bought]. . . . I don’t care if this violates the terms of the license agree-
ment or the law.  It’s fair.29

This consumer, having heard of “fair use,” attempts to understand it
in the ordinary way (i.e., by dissecting the meaning of the individual
terms in the phrase, apparently unaware that the phrase is simply a name
for a more complex concept), a common behavior for people faced with
unfamiliar concepts.  The response also demonstrates the frustration in
the ordinary consumer’s view of the distinction that can arise between
law and perceived fairness.  The consumer’s attitude here may not be
admirable, but it is not unusual and will continue to be a problem as long
as the subtleties of intellectual property law intrude on everyday life and
as long as those subtleties require difficult judgments.

29See Foster (1998), p. 79.

Copyright © National Academy of Sciences. All rights reserved.

The Digital Dilemma: Intellectual Property in the Information Age  
http://www.nap.edu/catalog/9601.html

http://www.nap.edu/catalog/9601.html


THE EMERGENCE OF THE DIGITAL DILEMMA 49

These problems are not easily remedied in part because of the pace
and continuity of technological change.  Answers may arise over time in
piecemeal fashion.  For example, some software vendors have modified
their licenses to indicate whether they permit installing a program on
multiple computers owned by a single individual.  But there is a consider-
able lag time between the issue arising and an answer being formulated
and accepted. Given that we can expect more technological change, addi-
tional issues will always arise.  The core problem is not the individual
issues, but the complexity of copyright law and the lack of a set of prin-
ciples that are clear and comprehensible enough for the average person to
apply them to the next new issue.

Cyberspace Is an Odd New World

This new world of digital technology presents difficulties for law-
makers as well, largely because this world of information differs in some
important ways from the world we have grown used to inhabiting.  Cyber-
space is an odd new world, where our ordinary intuitions are not always
reliable.  It is also an area where legislation is not always easy to craft.  For
example, cyberspace currently hides virtually all physical cues about a
person, making identity difficult to establish (Figure 1.1). The lack of cues
matters for a variety of reasons, including enforcement.  In the physical
world, restricting certain material to adults is enforceable in part because
adults are typically easily distinguished from children, for example at
newsstands.  This is less so in cyberspace.

Cyberspace also blurs cues about social contexts.  Certain behaviors—
such as performing a play or copying a work under fair use—are accepted
in classrooms and libraries because the social good is served by allowing
those exemptions to copyright protection.  In return, the behavior is lim-
ited to those contexts.  But if cyberspace blurs the issue of where you
“are,” it may be more difficult to keep in mind which behaviors are
appropriate to their current context.

Cyberspace is also unfamiliar because it permits action at a distance.
Computers can be broken into from half a world away, for instance.  This
leads both to problems of jurisdiction (whose laws apply?) and to problems
of social norms—feelings of personal responsibility fade when the victims
of the crime are never seen or met and reside thousands of miles away.

Cyberspace is a world in which every (digital) product carries with it
the possibility of an almost magical speed, ease, and precision of replica-
tion.  Imagine a world in which you had a home appliance capable of
reproducing every physical good you bought, allowing you to make as
many of the item as you wanted.  That’s the computer in today’s world of
information goods.
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Cyberspace poses difficulties for those who understand something
about copyright because, for the most part, the status quo of the print
world doesn’t carry over into the digital world.  As noted, it is impossible
to make any use of a copyrighted work in digital form without also mak-
ing a number of temporary copies.  Suddenly, the right to control repro-
duction of works would seem to encompass the right to control even

FIGURE 1.1  “On the Internet, nobody knows you’re a dog.”  Reprinted by per-
mission.  © The New Yorker Collection.  1993.  Peter Steiner from cartoonbank.com.
All rights reserved.
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reading and browsing protected works.  The disconnect between the print
and digital worlds shows up as well in the argument that the first-sale
rule doesn’t apply in the digital environment, because in that world lend-
ing a work necessarily involves making a copy of it, not just redistributing
that copy (which is, strictly speaking, all that this rule allows).  The dis-
connect is also evident in the more extensive use of licensing of digital
works, rather than sales of copies, even to libraries.  To the extent that
these licenses restrict the degree to which the information can be shared
with others, users can’t look to first-sale rights to share digital copies, as
first-sale rights accrue only to owners of copies, not to licensees.

In time, the territory may become familiar, and easier means may be
found to craft social and legal procedures for it, but for the moment there
is substantial challenge in learning how to cope with this odd new world.

WHAT MAKES PROGRESS DIFFICULT?

Stakeholders’ Interests Are Diverse

The debate over intellectual property includes almost everyone, from
authors and publishers, to consumers (e.g., the reading, listening, and
viewing public), to libraries and educational institutions, to governmental
and standards bodies.  Each of the stakeholders has a variety of concerns
(see the addendum to this chapter) that are at times aligned with those of
other stakeholders, and at other times opposed.  An individual stake-
holder may also play multiple roles with various concerns.  At different
times, a single individual may be an author, reader, consumer, teacher, or
shareholder in publishing or entertainment companies; a member of an
editorial board; or an officer of a scholarly society that relies on publish-
ing for revenue.  The dominant concern will depend on the part played at
the moment.

The questions raised by the growing use of the information infra-
structure are also difficult because they raise the possibility of redistribu-
tion of economic power.  For example, given the ease of reproduction and
modification, authors are concerned about losing control over works that
they make available in digital form.  Publishers are similarly concerned
about the ease of reproduction and are attempting to work out models of
publication appropriate for the digital world.  How, for example, does
one charge for content when, once made available, the content can be
easily reproduced and further distributed?

One response involves use of the kinds of technical protection mecha-
nisms described in Chapter 5.  But some legal and public policy scholars
look at the trends toward licensing and the use of technical protection
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mechanisms and see the possibility of adverse impact on public access to
information.

Information consumers are perplexed.  They find themselves in a
world with both enormous opportunity and considerable complexity,
faced at times with difficult questions about how to do the right thing.
The massive ambiguity and lack of clarity concerning intellectual prop-
erty rights make it difficult at times for citizens to honor these rights.
There is a strong public policy good in retaining and encouraging the rule
of law and respect for law, yet the digital revolution has confused the
rules for managing intellectual property to an extent that threatens to
upset the long-standing but delicate balance of competing interests.

There Is a Variety of Forces at Work

Intellectual property is typically conceived of first and foremost as a
legal construct.  But as Lessig (1999a,b) has argued, although law may
constrain what we may (legally) do, equally powerful constraints arise
from forces such as markets, social norms, and the values embedded in
hardware and software.  Markets put things within or out of our economic
reach, social norms urge conformity with group values, and hardware
and software encourage some behaviors and make others impossible.

The various forces differ in the explicitness of the values underlying
them.  Although laws generally result from a process that, in principle, is
public and encourages examination of values and motivations, the same
cannot be said of technology.  The software written to control access to a
Web site is a form of private regulation, and the process that created it
rarely involves explicit discussion of the values embedded in and en-
forced by the program.  Technical protection services (i.e., hardware and
software used to protect IP) may offer content producers and distributors
the important ability to manage access to their intellectual property, but
those mechanisms may also enforce restrictions on the use of content that
do not align with the (limited) rights of authors specified in copyright
law. That law explicitly embraces certain public policy goals, but techni-
cal protection mechanisms and the policies they enforce may reflect a
choice to overlook or to ignore those goals, with little or no opportunity
for the public discussion or evaluation that goes into the creation of
statutes.

The more general phenomenon here is the potential for substituting
one force for another, and the consequences this can have for the degree
of public participation in shaping society. To the extent that software is
substituted for statute, for example, a form of privately created regulation
is being used rather than publicly adopted laws. Such substitution should
not be accepted by default, or permitted to go unexamined.
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Many Threads Are Intertwined:  Technology, Law, Economics,
Psychology and Sociology, and Public Policy

The issues are also complex because of the variety of threads inter-
twined in them, each thread representing a different perspective from
which to analyze the problems and evaluate possible solutions.  The com-
mittee believes that five threads are particularly important:  technology,
the law, economics, psychology and sociology, and public policy.  Each
brings a particular conception of and approach to analyzing the prob-
lems.  As the committee has attempted to employ the perspective, mind-
set, and vocabulary of each of these viewpoints at various points in this
report, a brief characterization of each will prove useful in understanding
the remainder of the report.

Consider the issue of someone who wishes to duplicate a copyrighted
software program for a friend.  This issue will be conceived of differently
from each of the five perspectives.  For a technologist working for the
software vendor, the question is how easy or difficult such reproduction
would be (e.g., what technical mechanisms are available to inhibit copy-
ing and how easily can they be deployed?).  The discussion would con-
sider questions of strength of protection, complexity of development,
reliability, and so on.

A lawyer would ask whether the action conforms to the law as it is
currently written.  Reference may be made to recent cases or the legisla-
tive history (e.g., the record of congressional debate when the law was
being developed), and there may be appeals to analogies and past prece-
dents, but the focus is on the law as it exists, rather than what it might or
ought to say.

For the economist the question typically involves costs and benefits,
economic efficiency, and trade-offs.  For example, in the economic view,
protecting intellectual property is worthwhile to the degree that the net
total benefits exceed the cost of protection.  The benefits are measured in
terms of the societal impact of the IP, determined by the production of
new IP information, its value and so on, while costs are those incurred by
all parties:  IP creators, government (e.g., police and courts), and con-
sumers (including time required to cope with protection measures).  In
this view, additional IP protection or enforcement is appropriate only if it
leads to enough new and valuable IP.  This contrasts with the legal and
property view, which sees protection and enforcement as an issue of prop-
erty and ownership rights.

A second, sometimes counterintuitive economic concept used in this
report is the notion of economic efficiency.  Economically efficient pro-
duction and distribution require that all consumers who are willing to
pay the marginal cost of production and distribution be able to obtain the
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product.  In the case of an information good, the costs of producing the
first copy (i.e., cost of its original creation) do not vary with the number of
users, so economic efficiency is served when all consumers willing to pay
the (typically very low) cost of reproduction and distribution have re-
ceived the product.  This is not to the benefit of the individual rights
holder, but it is optimal from an economic cost-benefit perspective for
society as a whole (though rights holders do of course need sufficient
revenues to recover first-copy costs and costs associated with reproduc-
tion and distribution, in order to be willing to create and distribute the
works to begin with).

The psychological and sociological view concerns individual behav-
ior, grounded in perceptions of fairness and responsibility, fear, shame,
guilt, convenience, and pragmatism, and the perception of the individual
as beneficiary, victim, or patron in transactions involving intellectual
property.  This is perhaps the least well understood factor in developing
policy, yet it may be one of the most critical because it affects appraisals of
the enforceability of different options.  Little is known about what the
typical individual believes about IP and how he or she perceives the
relationship of actions to broader social and economic interests.  In addi-
tion, little is understood about the social norms surrounding the use of IP.

For the public policy analyst the question concerns what social goal
society is trying to accomplish (e.g., is it better for society as a whole for
such copying to be allowed or prohibited?).  Here one would include a
discussion of what the law ought to be in order to support important
policy objectives (e.g., promoting national economic competitiveness).
The policy analyst uses the knowledge base and techniques of the econo-
mist, lawyer, and social scientist and operates in a multidisciplinary
manner.

Clearly, the richness of each of these perspectives can only be hinted
at here.  The important point is the multiplicity of perspectives that are
relevant to the issues and the rather different mind-set, vocabulary, and
analytic approach that each offers.

The Problems Are Global, with Differing Views, Laws,
and Enforcement Around the World

For the most part this report focuses on circumstances and possible
actions within the United States. The conclusions and recommendations
must, however, be considered in a worldwide context.  Laws and intellec-
tual property practice differ by country and will likely remain different
despite efforts at harmonization.  Cultural attitudes toward intellectual
property and the premises on which law is founded may also differ.  As
one example, European IP law incorporates the concept of “moral rights”
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in a work and gives to the author a stronger degree of control than exists
in U.S. law, and one that persists beyond the sale of a copy of the work
(see Box 1.5).  U.S. law and culture also treat intellectual works as prop-
erty, but this is not universal either (see Box 1.6).

Attitudes toward intellectual property may also depend on percep-
tions of national interest:  Just as in other domains, where IP is concerned
what is in one country’s economic interest may be inimical to another’s.
Those interests may also vary over time.  In the 19th century, for example,
Charles Dickens’ serials were widely republished in U.S. newspapers
without payment of royalties to English publishers.  The change over time
in U.S. attitudes toward the IP laws of other countries is widely ascribed
to the change in U.S. status in the 20th century to a major producer of IP
content (Warner, 1999).

National variations in law and enforcement matter for several rea-
sons.  First, IP laws and attitudes obviously have consequences that go
beyond national borders, as for example, the U.S. ultimatum to China in
1994 threatening to brand it a copyright pirate and initiate a “Special 301”
investigation (a government action that can lead to trade sanctions) unless
China cracked down on copyright violations leading to pirated software,
CDs, and movies intended for sale in the United States.

Second, the existence of networks with international scope makes the
issue of international variation a matter the average user can face daily.
Even the unsophisticated computer user can access the information re-
sources of countries around the world without leaving the room.  As one
consequence, practices required or prohibited in one country may be cir-
cumvented by actions taken, over the Internet, in another country.

Third, jurisdictional problems arise in enforcement of laws as cyber-
space blurs the concept of the location of an action, both internationally
and within the United States.  For example, in 1994 two operators of a
computer bulletin board in Milpitas, California, were arrested for (among
other things) distribution of obscene material, on the basis of an indict-
ment made by a grand jury in Tennessee.  This, gave rise to the question
of what constitutes “community standards” when the geographical basis
for the community is blurred by cyberspace.30

The problems are difficult in part because the influence of inter-
national data networks is not easily controlled on a national basis.  The
Web is inherently international and cannot be divided by national lines.
One difficulty comes from trying to determine the origin of an informa-
tion request.  When a Web server (the computer providing information)
gets a request for some of its information, that request contains the Internet

30Doyle (1994), p. A12; see also United States v. Thomas, F. App. 0032P (6th Cir. 1996).
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BOX 1.5
Moral Rights

Many so-called “civil law” countries (e.g., much of Europe) have in their intellec-
tual property law a notion that the creator of an artistic work (and potentially his or
her progeny) has an inalienable (i.e., irrevocable) right—variously called a moral
right, droit morale, or droits d’auteur.  This right protects both the artistic integrity of
the work and the artist’s interests against the unauthorized modification or dese-
cration of the work, which would damage the author’s reputation.  The concept has
its origins in the aftermath of the French Revolution, when the tradition arose that
“the most sacred and legitimate, the most unchallengeable and personal of all the
properties is the oeuvre, the fruits of a writer’s thought” (Holderness, 1998).  Moral
rights are intended to protect an author’s name, reputation, and work; these things
are seen as integral to the very act of creation, which is why they are regarded as
perpetual and irrevocable as long as the work exists.

As a consequence, the right survives any sale of the work: Article 6 bis of the
Berne Convention indicates: “Independently of the author’s economic rights, and
even after the transfer of the said rights, the author shall have the right to claim
authorship of the work and to object to any distortion, mutilation or other modifica-
tion of, or other derogatory action in relation to, the said work, which would be
prejudicial to his honor or reputation.”

The U.S. and British tradition sees works of authorship differently, viewing them
as commodities to be freely traded, under the control of whatever person (or cor-
poration) holds current title to it.  In consequence, U.S. law allows authors a broad
freedom of the right to contract, including the right of an author to divest himself or
herself of what would otherwise constitute such moral rights. This is seen frequent-
ly in the entertainment industry, where the “all rights” contract in routine use grants
the purchaser of the rights to a work the right to adapt, change, modify, add to,
subtract from, satirize or otherwise change the creative work in any manner that
the purchaser may choose.

In order to qualify for membership in the Berne Copyright Convention in 1989,
the United States had to make the case that its local law honored the notion of
moral rights; it did so by pointing to a number of laws that create rights similar to
moral rights.  For example, Section 43A of the federal Lanham Act creates a fed-
eral law of unfair competition, part of which prohibits inaccurate descriptions of
goods and their origin.  A number of U.S. cases have cited this law in finding a
violation of author’s rights, when, for example, a television program was edited by
someone other than its creator, to an extent that so fundamentally changed the
nature of the original work that it was a misdescription of origin to continue to
exhibit the edited work with the author’s credit (see, for example, Gilliam v. ABC
(538 F.2d 14, 192 U.S.P.Q. 1 (2d Cir. 1976)).  The misattribution of credit on a
motion picture has been held to be actionable under the same doctrine (see, for
example, Smith v. Montoro (648 F.2d 602,211 U.S.P.Q. 775 (9th Cir. 1981)).

In 1990 the United States passed the Visual Artists Rights Act, embodied in
section 106A of the Copyright Law, giving the author of a work of visual art certain
rights of attribution and integrity (e.g., the right to claim authorship of the work, the
right to prevent the use of his or her name as the author of any work of visual art
which he or she did not create; the right to prevent any intentional distortion, muti-
lation, or other modification of a work which would be prejudicial to honor or repu-
tation).1  There are also specific statutes in a number of jurisdictions that protect
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the creative rights of artists and sculptors against the unauthorized desecration or
modification of their works in the hands of subsequent purchasers (see, for exam-
ple, California Civil Code Section 987).

Despite these provisions, the notion of moral rights is clearly not an established
element in U.S. legal tradition, illustrating how even the basic premises for IP law
can vary internationally in fundamental ways.

1Because these rights do not cover works for hire and may be waived, one commentator
says of them,“A more grudgingly tokenistic implementation of moral rights is difficult to imag-
ine” (Holderness, 1998).

BOX 1.6
A Copyright Tradition in China?

China offers a second example of how copyright tradition differs globally.
Michael Oksenberg, a Stanford University professor of political science and China
scholar, commenting on this study, suggested that in China and most Asian cul-
tures, the concept of intellectual property in creative expression is completely for-
eign, and to some sacrilegious.1   Acts of individual expression are seen as rooted
in the contributions of ancestors and are “in the air”—the person expressing them
is simply doing what is in the wind.  What is regarded in the United States as an
individual act of creativity would be regarded there as one person playing the role
of scribe for ancestors and other contemporaries.  As a consequence, one who
expresses an idea has no right to it—it is a social expression, not an individual one,
and part of the process of passing and extending a society’s cultural legacy.  He
believes that it is not realistic to expect China to pay more than lip service to IP
rights for the foreseeable future, independent of the political system in place
there.2

By contrast, Professor Guo Shoukang of The People’s University of China, who
wrote the chapter on China in Paul Geller’s edition of Melville Nimmer’s Inter-
national Copyright Law and Practice (Geller, 1993), noted that the Chinese had
developed printing “technologies at least as far back as the Tang Dynasty, that is,
between 704 and 751 A.D.,” and that “legal prohibitions against the unauthorized
printing of books followed closely after the invention of printing.”  Professor Guo
also points to a number of instances of more recent vintage in the 13th century of
restrictions on reprints and attempts to stop piracy.

1See, for example, Alford (1995), which concludes that China never had a copyright law or
tradition.

2Professor Oksenberg also disagreed with the view, held by many economists, that the
propensity to adhere to IP rights is a function of the degree of development of a country. This
view is based on the observation that poor countries are generally consumers of knowledge
but not significant producers.  He suggested that this may be true for European offshoot
countries (e.g., Latin America), but not Asia.  His alternative view is that as a poorer country
becomes richer, Western countries have a greater incentive to enforce their IP rights, and put
more pressure on the emerging country to comply, and it is this pressure that leads to
increased adherence.
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address of the requesting computer, and from this the requesting com-
puter’s physical location can sometimes be determined.31   But it is not
difficult to keep anonymous the requesting computer’s identity and loca-
tion,32  so the server may be unable to determine where the request is
coming from and hence could not know whose laws were relevant to the
request.  Of course, even if the server could reliably determine the source
of the request, it is unclear why the server should be used to enforce the
laws of another country (see Box 1.7).

Equally daunting problems arise when information is “pushed”
across a border.  There are simply too many routes and too much data
flowing for a nation to police its information borders effectively.  As a
result, attempts by a country to enforce national laws on “its part” of the
Internet are difficult, except perhaps where they concern the rights and
responsibilities of its own citizens.33   For better or worse, we are inextrica-
bly interconnected and all must deal with the difficulties—and opportu-
nities—that such interconnection brings.

Potential Solutions Have to Be Evaluated from a
Variety of Perspectives

The multiplicity of forces at work in these issues have to be kept in
mind when evaluating solutions. For example, a technical mechanism
may seem promising at a first glance, but later turn out to be intolerably
awkward for the average user (as were, for example, early attempts at
copy protection for software).  Similarly, it is easy to suggest changes in
the law, but markets can exert powerful forces that defeat the intent of a
law (as seen, for example, in the experience of some cities that instituted
rent control to preserve low-cost housing, only to discover that this
prompted conversions to condominiums, resulting in a reduced stock of
rental housing).

The five perspectives outlined above are useful to keep in mind.  Sug-
gested solutions should be technologically feasible (e.g., for a software
solution, the desired program will require a plausible amount of time and
hardware to run).  Solutions have to be evaluated with respect to the
specifics of the law as it currently exists, the legislative history and intent

31The network address is just that, a network address, not a physical location.  Although
the two are often correlated, there is no guarantee.  The computer in question may be
physically somewhere other than its Internet address indicates, particularly in the case of
laptops connected to the Internet via a phone line.

32See, for example, <http://www.anonymizer.com>, a site that offers this service.
33As, for example, the Digital Millennium Copyright Act’s limitation of liability for

Internet service providers.
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BOX 1.7
A Server as a Law Enforcer?

Should a server in one country be in charge of enforcing the laws of another
country?  The question presents a variety of interesting issues. Two examples
illustrate the conflicting values that may come to bear on this issue.  Consider a
nation like Singapore, which is quite concerned about its citizens receiving content
via the Internet that it considers undesirable, ranging from political ideas deemed
unacceptable by the government, to pornography and “undesirable” Western influ-
ences in fashion and music.1   Should Web servers in the United States help
enforce this policy by restricting what they will send to Singapore Web addresses?
Given the long tradition here of freedom of speech and expression, the reflexive
answer is no.  Clearly, U.S. Web servers should not be used to enforce the laws of
another country.

On the other hand, consider the existence of Web servers located in nations
whose local laws lack any respect for intellectual property rights, or even affirma-
tively encourage their citizenry to pirate works of the sort protected under U.S.
intellectual property laws.  Should their Web servers be permitted to enable indi-
viduals in the United States to freely access, download and copy anything they
wanted, without regard to its U.S. copyright status?  Many would say no, but would
we not be asking the Web servers of other nations to enforce our laws?  Perhaps
so.

This second example is more than speculative.  There is global interest in
fostering cooperation among nations under the auspices of the Berne Convention,
the Universal Copyright Convention, and the World Intellectual Property Organiza-
tion, in an attempt to bring the laws of all nations into general conformity with
protection of intellectual property rights.  The enforcement of copyright, patent, and
trademark law as it exists in United States and other developed nations could be
severely undermined if an individual could freely download content from such “off-
shore” servers.

So unless, and until, there is global uniformity in IP laws, the question will be
with us:  Should a Web server help to enforce the laws of another country?  The
answer may depend on whose values are at stake.

1See, for example, Einhorn (1999), referring to Singapore’s requirement that Internet ser-
vice providers block access to certain sites, and Chapman (1999), “The Internet is tightly
controlled here—the City’s three Internet service providers all filter network content as in-
structed, and the schools get even further filtered material.”  Other countries that have passed
legislation to attempt to filter content on the Internet include China, Saudi Arabia, and Austra-
lia (see Finlayson, 1999).

(how it got that way), and some understanding of legal context (i.e., how
the statute fits into the collection of laws).  Solutions have to make eco-
nomic sense as well.  Consideration should be given not only to the costs
and benefits but also to who pays the costs and who derives the benefits.
Solutions should take account of psychology and sociology; they must
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ultimately be viewed as fair and pragmatic by the majority of citizens.
Finally, solutions should take account of public policy goals, as embodied
in, for example, copyright law, antitrust law, and foreign policy.

Given the complexity of the challenges for intellectual property pre-
sented by the information infrastructure, and the variety of perspectives
that should inform evaluation of any proposed solution, it is certain that
any proposed solution will inevitably be imperfect in some manner.  The
committee believes that it is important, when exploring both the prob-
lems and potential remedies, to not just point out that the solution is
imperfect; that’s a given, and far too easy.  The more interesting approach,
indeed, the more effective mind-set, is to ask questions such as, Is it good
enough?  Will it do enough of the task to be worth the cost and effort?
How can it be improved?  It is in that spirit and mind-set that this report
proceeds.

ROAD MAP FOR THE REPORT

The issues described in this report are difficult and contentious, be-
cause the stakes are high and the needs and desires of various stake-
holders often are in conflict.  A more detailed discussion of the stake-
holders and their concerns is the subject of the addendum to this chapter.

Chapter 2 addresses many of the pertinent issues of digital intellec-
tual property within the context of digital music.  The digital music
phenomenon is worthy of discussion both in itself and for what it may
portend for other information industries.  This case study also serves as a
means of introducing topics (such as technical protection services) in a
context that will be familiar to many readers.

Chapters 3, 4, and 5 present detailed discussions of the major issues.
Chapter 3 considers implications for public access and archiving of the
social and cultural heritage, addressing the major effects the information
infrastructure has on intellectual property and society.  Chapter 4 in-
cludes an analysis of individuals and their understanding and behavior
with respect to digital intellectual property and addresses specifically the
fair-use/private-use issue.  Chapter 4 also addresses the key issue of
whether “copy” is still an appropriate basis for the protection of digital
intellectual property.  Chapter 5 describes the technical means available
for protecting intellectual property, explores how business models can be
used in collaboration with (or at times in place of) technical protection,
describes how we might begin to measure the success of using either or
both of these approaches to protection, and discusses the impact of grant-
ing patents for information inventions.

Chapter 6 presents the conclusions and recommendations of the
study.  Although some conclusions and recommendations are quite spe-
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cific, the majority are not.  Part of the difficulty in proposing specific
solutions is the inherent complexity of the problems; part of it is the rapid
pace of technology evolution.  It would be imprudent to base legislation
or public policy on any particular technology.  Instead, the committee
attempts to provide guidance at a more general, strategic level.  The com-
mittee made a concerted effort to make accessible what one needs to
know about technology, law, economics, and sociology.  And the commit-
tee has attempted to provide a clear, objective, and insightful framework
in which to address the issues, to help make fruitful the vigorous debate
that must occur among all the stakeholders.

ADDENDUM:  THE CONCERNS OF STAKEHOLDERS

The issues surrounding digital intellectual property addressed in this
report derive much of their complexity from the varied nature of the
stakeholders and the wide range of their concerns.  This addendum pro-
vides additional background on the stakeholders to better illuminate IP
issues.  Given this report’s emphasis on IP, other stakeholder concerns
relating to digital information production, distribution, and use are not
described in detail.  Within each of the broad classes of stakeholders, both
coinciding and quite different interests are evinced.

Creators of Intellectual Property

The creators of intellectual property are a heterogeneous group.  They
range from corporate entities driven largely by economic motivations to
individual artists and authors who may create for any number of reasons,
including economic gain, prestige, or the desire to share what they do
with peers and the public.  Categories may of course overlap:  Individual
creators of IP may be employed in corporate or academic organizations
that constrain ownership or use of intellectual property as a condition of
employment.  Some content creators are entrepreneurs, while others are
members of the research community.34   Notwithstanding their differ-
ences, IP producers have several interests in common: a concern with
some control over the disposition and dissemination of their work
(whether for economic gain or intellectual credit), a concern with the
accurate attribution of authorship, concern with the integrity or fidelity of
the work that may be associated with their names and reputations, and

34See “The Research Community” section in this addendum for a discussion of the specific
concerns of researchers.

Copyright © National Academy of Sciences. All rights reserved.

The Digital Dilemma: Intellectual Property in the Information Age  
http://www.nap.edu/catalog/9601.html

http://www.nap.edu/catalog/9601.html


62 THE DIGITAL DILEMMA

concerns about derivative works (which relate to the unauthorized distri-
bution and reproduction or modification of what they create).

Generally, content creators want the ability to continue to use or other-
wise benefit from their work and/or protect its integrity in teaching, in
communication with their peers, or in the creation of subsequent works—
even if they had to relinquish some or most of the rights to the work as a
condition of publication.35   The creators of some kinds of work may ben-
efit from cheaper distribution methods that could increase their control
over their work, as some have begun to do (see Box 1.8).  For writers and
others continuing to rely on conventional publishing outlets, author con-
trol has been diminishing over time.  Prior to the early 1990s, the typical
contract, particularly in traditional print media (e.g., periodicals), was for
first-time print publication only.  A work was generally published for use
only in a print format, often only in a single publication, and typically the
publication was limited geographically (e.g., the norm was first North
American serial rights).  This has changed, as authors are increasingly
expected to transfer all rights in perpetuity to their works without addi-
tional compensation (Kaminer, 1997; Manly, 1997), and in some cases, an
author’s work has been used without the formal transfer of digital rights
(Stone, 1998; Phipps, 1998).  Where there are few choices among publish-
ers (e.g., specialized journals), publishers are likely to control terms; au-
thors have more negotiating leverage where there is a choice of publish-
ers.  (See Box 1.9.)

Much creativity builds on material that already exists, a process pro-
tected by three cornerstones of intellectual property law:  the public do-
main, which provides a rich source of materials that can be reexamined,
recontextualized, “repurposed,” and reinterpreted; fair use (including the
rights under fair use that allow a creator to quote for a variety of specified
purposes); and limitations on what can be protected by intellectual prop-
erty rights, in particular, exclusions of ideas, facts, and mathematical al-
gorithms.  Increasingly, issues arise in protecting likenesses, characters,
imaginary worlds, and, perhaps in the future, factual databases.

Follow-on creation challenges for intellectual property protection are
epitomized by digital multimedia works, which bring together visual
images, sound recordings, text, programs, and other materials, rarely cre-
ated completely de novo, or out of original material.  Instead, they often
weave together elements of previous works in a novel arrangement; some-

35The concept of a continuing connection with creations for which rights have been trans-
ferred relates to so-called moral rights—a concept honored in European intellectual prop-
erty law though relatively new in the United States. See Box 1.5 above in this chapter for a
discussion of moral rights.
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BOX 1.8
The Possibilities for Self-Publishing

Self-publishing1 is hardly a new idea, but the widespread use of the Web pro-
vides many new opportunities.  Examples are easily found of authors self-publish-
ing their work online.  For example, Matt Drudge, creator of the Drudge Report,
began mailing news items to a small circle of Internet subscribers in 1996, initially
charging a modest sum for access.  By 1998 Drudge had successfully established
himself as one of the most read and discussed journalists of the 1990s.  Today, he
hosts his own television talk show.  The Web facilitates self-publishing of all kinds
of media, not just text.

Well-established creators, such as the musician called The Artist Formerly
Known as Prince and John Kricfalusi, the creator of Ren & Stimpy (cartoon charac-
ters), have taken to the Internet exclusively as a new venue to promote and distrib-
ute their work.  Although many other artists, including the musical group U2 and
pop music celebrity David Bowie, have experimented with prereleasing work over
the Internet, The Artist and Kricfalusi are notable insofar as they explicitly turned to
digital network distribution in frustration with what they saw as intolerable terms in
the contractual status quo of the music and cable television industries, respective-
ly.  While both met with only modest financial success in their first online projects,
each was able to demonstrate that a relationship could be forged directly with
consumers in a manner that hints at the possibility of a viable economic model.

Like the many Internet software companies that have made a practice of re-
leasing free software online and charging for related products and services, some
creators have taken to publishing content without charge online and looked for
ancillary revenues elsewhere.  For the first few years of its existence,
Amazon.com’s best-selling title was a guidebook on Web site production, David
Siegel’s Creating Killer Web Sites (1996), that both reiterated and was promoted
by material supplied by the author for free on his popular Web site.  Similarly, Tom
and David Gardner—the brothers who founded the online Motley Fool investment
site—have proven quite successful in reaping ancillary revenues in books and
merchandising through promotion on their free online Web site.

The Internet facilitates low-cost distribution, but it does not necessarily easily
attract desired audiences.  The ease of distribution means that the challenge of the
Internet is to become noticed among many sites competing for attention.  These
examples notwithstanding, there will likely continue to be an advantage to high-
end marketing efforts—underwritten with significant capital—that will remain out of
the reach of most authors.

1In 1999, self-publishing and music attracted a lot of attention; see Chapter 2 for a
discussion.
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BOX 1.9
The Increasing Use of Broad Contracts

With the advent of the digital era, nearly all contracts take the form of a broad
license to use a first-time print publication work in a wide array of electronic for-
mats.  The most comprehensive of the new contracts have been all-rights and
work-for-hire contracts.  An “all-rights” contract implicitly argues that the writer
owned the copyright when the work was created and is now licensing its entire use
away, whereas under “work for hire,” the employer, from a legal standpoint, is
considered the original creator of the work.  From an economic standpoint, the
contracts have similar effects as the creators cannot profit from the exploitation of
the works they create once either of these contracts is signed.  The problematic
issue is not the use of contracting per se, but that additional rights are often trans-
ferred for little or no increase in compensation.

The New York Times issued a “work-for-hire” agreement in the summer of
1995, which decrees that all articles will be “works made for hire and that, as such,
the New York Times shall own all rights, including copyright, of your article.  As
works made for hire, your articles may be reused by the New York Times with no
extra payment made to you.”  The Boston Globe, after being purchased by The
New York Times Company, adopted virtually the same language in May 1996.

More typical of the “all-rights” language is the Philadelphia Inquirer’s contract,
which states that the grant of publication rights “shall include the right to publish
the material; to create derivative works; to use, adapt, modify, perform, transmit or
reproduce such material and derivatives in any form or medium whether now or
hereafter known throughout the world including without limitation, compilations,
microfilm, library databases, videotext, computer databases and CD-ROMs.”   This
language was effectively adopted by all of the Inquirer’s sister newspapers of the
Knight-Ridder newspaper chain.

In an attempt to control their rights in the digital age, authors have sought legal
assistance.  In August 1997, a federal judge ruled in Tasini et al. v. the New York
Times et al. against publishers’ claims that authors had expressly transferred the
rights to their articles through contracts, oral or written, or through check legends
stamped on the back of publishers’ checks.1   The judge also rejected the pub-
lishers’ claims that granting rights to first publication automatically extended to
other media, and that electronic use was simply an archive.

However, the judge ultimately ruled that publishers could use authors’ work
under the concept of a “revision” in the meaning of the U.S. Copyright Act. Under
Section 201(c) of the Copyright Act, someone who puts together a “collective work”
can reproduce or revise it.  The ruling found that putting a work online or on a CD-
ROM is simply a revision of the original print version of, for example, the New York
Times because these reproductions include precisely the same selections as the
original print version.  In September 1999, this ruling was overturned by the U.S.
Court of Appeals for the 2nd Circuit (Hamblett, 1999).

1See <http://www.jmls.edu/cyber/cases/tasini1.html>.
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times the term “repurposing” is used to describe some of this activity.
The work of the creator concerns selection, arrangement, and linkage as
much as in the creation of wholly original content.  The use of works still
under copyright requires authorization from the rights holder, making a
wide range of multimedia works economically impractical because of the
costs of clearing rights.  There are two components to this cost.  The first is
the overhead cost of determining whether the existing material is copy-
righted and who holds the copyright and then negotiating with that entity.
The second component is the actual payment that must be made to the
rights holder once he or she has been identified and the license negoti-
ated.36   Developments such as rights clearinghouses, stock photo archives,
and the like may greatly reduce the overhead costs (the cost of the clear-
inghouse operations can result in lower royalty rates to the artist).  Be-
cause a considerable amount of material remains protected by copyright,
there is a significant amount of work that cannot readily be reused be-
cause the overhead costs of clearing rights so greatly exceeds the amount
that would be paid for its use.  The inclusion of copyright management
information with digital objects may facilitate the tasks of rights clearance
and payment.

Distributors

There are many kinds of distributors of intellectual property:

• A wide variety of publishers, including mass media (newspapers,
magazines, and so on), entertainment enterprises (film and television dis-
tributors, music publishers, and performance organizers), think tanks with
their own employees and relationships with creators based elsewhere
(e.g., the Brookings Institution, Cato Institute, and the National Bureau of
Economic Research), scholarly journal publishers (commercial, nonprofit
societies, universities, and so on), and the government (e.g., the U.S. Gov-
ernment Printing Office).  Some publishers are content producers as well.

• Aggregators that bring together access to the IP products of others
for resale, for example, book and music stores, video rental stores, and
catalog merchants of packaged software.

• Services that organize information conveniently for the purpose of
offering that package of information to a public audience, ranging from

36The first component is a measure of the inefficiency of the current system of managing
IP rights; the second component represents a measure of the real value of the existing
content.  The unfortunate reality today is that the overhead costs alone in many cases are
large enough to discourage projects from being undertaken.
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such services as Lexis-Nexis, Yahoo, or MSNBC, to libraries (both hard
copy or electronic) and link-filled Web sites.

In addition to the general issues that creators of intellectual property
are concerned with, content distributors are concerned about the follow-
ing issues:

• Economic viability.  Most distributors are in business:  They are
concerned about developing a framework that permits them to be eco-
nomically viable.  Digital technology presents additional challenges to the
business plans of distributors; if it promotes disintermediation, for ex-
ample, it is reasonable to expect a change in the number, identity, and size
of distributors.

• Legal uncertainty.  Many of the legal issues surrounding content in
the information infrastructure are unclear, and they are being settled
slowly and haphazardly through case law.  The international nature of
networked access generates additional concerns relating to jurisdiction
and conflict of laws that raise questions about international legal consis-
tency and international enforcement of intellectual property rights.  This
type of uncertainty is very dangerous and discouraging to distributors
and is reflected in pricing that incorporates a “risk premium.”

In particular, distributors are concerned about the liability that they
may incur in distributing intellectual property.  The nature of rights asso-
ciated with intellectual property influences liability.  For example, have
they been transferred appropriately to enable the intended distribution to
proceed lawfully?  Distributors are concerned about incurring additional
obligations in return for their IP rights.  These obligations include perma-
nent access or archiving responsibility, requirements for use tracking,
maintenance of the confidentiality of use, censorship, and so on.  Finally,
distributors may be concerned about liability associated with the content
of intellectual property (e.g., the risk of libel or defamation charges).

• The boundaries of fair use.  Copyright distributors and certain cat-
egories of users differ over what kinds of use are fair uses of digital
works, with distributors tending toward a more limited interpretation.

• The boundaries of derivative works.  Derivative works may have a
substantial effect on the ability of distributors to distribute their content.
As one example, “framing” takes a page from one Web site and sur-
rounds it with other content in another Web site, often obliterating the
identity of the original site and blocking out advertising that was placed
on the original site.  This seriously concerns publishers or distributors
who mount the original site as well as to those who want the right to
“frame.”

• Protection of trademarks and related brand and corporate identification.
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Because content distributors are often the entities providing the “brand-
ing” of the distributed content, they have special interest in protecting
their brand.  There are stakeholder issues because of the relatively limited
availability of Internet domain names as compared to the number of trade-
marks, as well as the question of whether holders of trademarks have the
right to insist on using certain domain names by virtue of the ownership
of their trademark.

• Efficient management of the rights process.  Content distributors fre-
quently bring together the rights of many parties.  Although permissions
and licenses may be governed by standard processes designed to cover
large numbers of content creators under a variety of circumstances (e.g.,
publishers’ policies, standard contract terms and conditions), efficient
processing of payments is the distributors’ responsibility.

Publishers have been moving to secure more control over the works
they publish, given the severe uncertainty about the impact of digital
media on revenue, including the effective value of existing content to
which they hold rights, potential losses from experiments with new me-
dia, consolidation in media industries, and so on.  It is generally under-
stood that few publishers can accept agreements covering only print dis-
tribution, because digital distribution is increasingly a standard and
essential part of their business.  However, to the degree that digital rights
are sought solely to protect a future option (not a present product), pric-
ing is difficult.  It is difficult for both parties to place a value on future
rights or future exploitation, as relatively few works will achieve classic
or best-seller status, and discounting of future value is as appropriate for
information as for other investments.

Many media distributors have argued that the global exploitation of
content and the swiftness with which such exploitation must take place in
the marketplace requires that companies obtain broad assignment of
rights from authors.  They argue that it is simply too costly to find an
author in order to obtain subsequent rights.  One solution to this concern
is the use of rights clearinghouses and the ability of digital networks to
facilitate rights management and clearances.  This would require the
creation of digital-age versions of the American Society for Composers,
Authors and Publishers (ASCAP) or Broadcast Music, Inc. (BMI)—
clearinghouse-type structures for handling author payments and licenses.37

The concept is quite simple.  An author would assign his or her rights
to the licensing entity (or designate the licensing entity as an agent), which

37Information about ASCAP is available at <http://www.ascap.com>; information about
BMI is at <http://www.bmi.com>.
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could then grant, in turn, the right to any user—individual or corporate—
to use a piece of content for an agreed-upon price, based on the duration
and type of use.  Technology allows speedy presentation of rights options
and price:  A page at the clearinghouse’s Web site would indicate what an
article would cost to purchase for a particular use and allow the user to
click on an icon to complete the purchase and receive the content.  The
system might also allow the user to contact the owner of a work to con-
duct a direct negotiation.

Two relatively new author-operated models exist in the United States:
the Publication Rights Clearinghouse (PRC), a project of the National
Writers Union; and the Media Photographers Copyright Agency (MPCA),
a project of the American Society of Media Photographers.38   Author-
operated models have also been established abroad, including The Elec-
tronic Rights Licensing Agency in Canada and the Authors Licensing and
Collecting Society in the United Kingdom.

Schools and Libraries

Historically, schools and libraries have played two special roles with
regard to public access to intellectual property.  They serve as custodians
for the cultural record, and they make intensive and integral use of a wide
range of intellectual property in the course of teaching and supporting
scholarship.  Libraries and schools also share a common tradition of con-
cern for free expression, free inquiry, academic freedom, and unfettered
discourse, including freedom of research, commentary, and criticism, all
based on a foundation of accurate and authentic information.  Schools
and libraries are at the center of tensions among competing policy goals
relating to intellectual property rights, privacy, and free speech—all of
which affect who has access to information and under what conditions.
Schools and libraries are also vulnerable to changes in long-standing prac-
tices and expectations resulting from broad shifts in the production, dis-
tribution, access, and use of information occasioned by networking.

Schools care about the following issues:

• Fair use.  Educators need to know in direct and simple language
under what terms or conditions portions of copyrighted works can be
used in classroom presentations, course packs, and electronic reserves.
Does fair use differ if the source is digital rather than hard copy or if the

38See <http://www.nwu.org/prc/prchome.htm> for the PRC, and <http://www.mpca.com>
for the MPCA.
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distribution is digital?  For example, should copying a paper for distribu-
tion to students be viewed differently from posting an electronic copy of
the paper on a Web site?  Do school licenses constrain student and/or
faculty fair use in specific ways?  What are the limits of fair use in a
context in which course-related information can be distributed to net-
worked students anywhere in the world?  Fair use relates both to how
educators obtain and share information and how they convey the process
and the ethics of using intellectual property—the nature of “fairness.”

• Rights management procedures.  Educators would like to adapt what
they teach to changing circumstances and discovery of relevant materials.
It would help them if requirements for clearance of rights were not time
and process intensive.

• Educational use of research results.  Educators who have produced
work protected by copyright (and, in particular, works for which they
have transferred copyright to others) want the ability to use those works
in their classrooms.  Conditions limiting such use have been imposed by
some conventional journal publishers.  The strict copyright transfer poli-
cies of some academic publishers, with few rights retained by authors,
have caused a backlash:  Scientists in some disciplines have begun to
develop their own refereed online publications or to support systems to
deposit papers on public servers.

Libraries care about the following issues:39

• Archiving and preservation of the public record and cultural heritage.
Libraries have an interest in long-term access to information; part of their
mission is to act as agents on behalf of future generations of students and
researchers.  How is digital archiving to be organized and what rights
does the library and archival community have pertaining to the archiving
of copyrighted works?40

• Fair use.  What is fair use in the sharing of digital resources with
other libraries or individuals?  What does a “loan” mean in the digital
environment—is that concept still appropriate?  Who is a member of a
library’s authorized community in a networked environment?  What is
fair use in gaining access to protected digital materials?41

• Liability.  Will librarians have liability in cases of patron abuse of
copyrighted information, carried out on the library’s network?

39For an additional discussion, see Henderson (1998), available online at <http://
www.ala.org/washoff/copylib.html>.  See also Office of Technology Assessment (1993).

40See Chapter 3 for a discussion.
41See Chapter 4 for a discussion.
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The Research Community

The research community, associated largely with higher education,
has a number of specific concerns that are closely related to those of
libraries and schools: 42

• Access to information.  A very large body of information vital to
continued progress in research and development is available in the open
research literature.  Proposed changes to intellectual property (particu-
larly copyright) law that may strengthen rights holders’ control over IP
should be evaluated with respect to possible implications for the research
community and the nation’s research capability. Researchers also value
access to information and databases for its educational value and its
potential for reuse and development.

• Impact of technology on current models for dissemination of research
results.  Researchers are prolific producers of IP, which typically is pub-
lished, sold, and distributed primarily by commercial publishers and
professional societies, the business models of which depend heavily on
existing copyright law.  Technological changes challenge the viability of
today’s publication system through electronic publishing of journals, pre-
published material (“preprints”), and direct posting of articles.

• Web-specific issues. World Wide Web publishing raises questions
about who has rights to create links to which Web pages and who owns
the links themselves.  A number of researchers have produced Web bibli-
ographies—featuring either links to specific works or to sites containing
works and other links.  (Some collections of links are large, highly struc-
tured, and potentially commercially valuable.)  Determining who has the
rights to such links could have significant effects on all research commu-
nities by the effects on fundamental scholarly practices such as quotation
and citation.  The technology, for example, supports the production of
Web articles that link directly to cited material, but the law may or may
not support such links.  Universities are increasingly claiming IP rights
over the course materials that faculty post on a university Web server.  As
distance education grows in importance (including its financial contribu-
tion), arguments over who owns digital course material can be expected
to increase.  Changes in electronic distribution and in the way academic
research is distributed (e.g., posting preprints and finished papers on
personal Web sites) mean that an increasing number of publishers now
permit authors to retain more rights, including in some cases the right to

42See AAU (1994) (available online at <http://www.arl.org/aau/IPTOC.html>) for a dis-
cussion of the IP concerns of universities.  See Appendix G for a discussion of the specific
concerns of cryptography and security researchers.
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post their paper on their own Web server for free public access, even
though this is in direct competition with the published version.

The General Public

Until fairly recently, the general public remained largely untouched
by copyright law and the policy debates that shaped it.  Copyright issues
have instead been resolved primarily by negotiation among representa-
tives of the entities most directly involved—publishers, libraries, educa-
tional institutions, entertainment industry, communications, music com-
panies, and the software industries.  The recent policy debates have seen
a continuation of that historical pattern:  Those parties are invested in,
familiar with, and equipped to address the issues.  By contrast, most
citizens have not seen themselves individually as IP producers or rights
holders, a characterization that is changing as the Web enables many
people to see themselves as suppliers of information (whether or not they
regard it as “property” or appreciate the legal rights).  To the extent that
the interests of the general public have been represented, the burden of
advocacy has often fallen on libraries and universities.

Individual citizens, in their role as information consumers, have the
following concerns:

• Availability.  Individuals want the broadest range of intellectual
property to be available with the least impediment to access.  Broadness
of range includes concern about diversity of views; public concern about
the potential for limiting diversity through control of information sources
has in the past motivated public policy relating to broadcasting content,
and new digital media raise new questions about risks of and antidotes to
such control.  Impediments to access can include price, procedural diffi-
culty, licensing terms constraining how material can be used, and conti-
nuity over time.  Historically, public libraries and broadcast media have
provided a lot of information without fees; digital media are associated
with both fee and no-fee content.

• Quality.  Individuals often relate the value and usefulness of intel-
lectual property to its “quality.”  Quality ranges from the fidelity of a
copy relative to an original, to such attributes as accuracy or complete-
ness.  Authenticity can be associated with quality:  Assurances about the
source of content can contribute to authenticity.

• Privacy.  Individuals have legitimate concerns, especially in the
context of access to networked information, over the privacy of their use
of intellectual property.  Because accessing networked information in-
volves an interaction between the consumer and a server run by a dis-
tributor, there is the potential that consumers may be revealing informa-
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tion about themselves or what they are reading.  Media attention to
Amazon.com’s publication of the books bought most by employees of
different organizations illustrates some of the potential,43  and the flaunt-
ing of former U.S. Supreme Court nominee Robert Bork’s video rental
records led to legislation protecting the privacy of such records.44

• Simplicity and clarity of the legal regime.  The actions of individuals
are governed by a set of IP laws that they may not understand well and
that, even when understood, they may not easily be able to conform to.  In
certain cases, there is a mismatch between the law and common sense
models of information and ownership.  The personal use/fair use distinc-
tion has been especially problematic in this regard (Chapter 4).  Also,
individuals should be able to determine whether they incur liability in
using intellectual property, yet this is often not easy.45

Discussion of the general public or citizens at large raises questions
about the concept of public interest as opposed to private interest, which
may be organizational or personal.  Public interest is an elusive and
abused concept; it is enhanced by private and public action, and it is
abstract and therefore harder to measure than the costs and benefits of
changes in the treatment of IP on private parties.  In a 1998 editorial, the
New York Times stated, “What vexes any discussion of copyright is the
idea of benefit.  It is easy to see what the Disney Corporation will lose
when Mickey Mouse goes out of copyright.  It is harder to specify what
the public will lose if Mickey Mouse does not go out of copyright.  The
tendency, when thinking about copyright, is to vest the notion of creativ-
ity in the owners of copyright” (New York Times, 1998).

The circumstances that gave rise to this situation have changed, how-
ever, and the rate of change is increasing.  Beginning with the develop-
ment of inexpensive document copying in the 1950s and 1960s, copyright
law emerged as a matter of direct concern to individual citizens.  The
development of successful tape recording formats in the 1960s and 1970s
made the copying and transcription of music and other sound program-

43See Streitfeld (1999).
44The Video and Library Privacy Protection Act of 1988 was enacted on November 5 (P.L.

100-618).  For additional information, see Hinds (1988).
45IP, as it affects the average citizen, is moving beyond copyright:  Web sites raise trade-

mark issues; content placed on Web sites may involve state law about rights of likeness and
publicity; and perhaps most alarming, software authors can unwittingly infringe patents on
a regular basis as they learn to program.  If copyright is arcane, these other issues are even
more obscure to the average citizen, and he or she will surely be incredulous as the lawyers
descend with cease and desist orders.  Unfortunately, the popular press has not yet recog-
nized these issues in a serious way and drawn public attention to them.
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ming accessible to consumers.  The emergence of videotape recording in
the late 1970s and 1980s raised the stakes for individuals still higher.  The
widespread diffusion of personal computers in the 1980s and 1990s has
made the copying of software and other forms of digital material easy
even for unsophisticated consumers.

Other Consumers and Producers of Intellectual Property

Governmental Organizations

Government at all levels—federal, regional, state, and local—is a pro-
ducer, distributor, and consumer of intellectual property.  The federal
government differs from other producers in its goals, being concerned
with universal accessibility of most of its information and being unable to
hold copyright in the works that it creates.  Government has not tradition-
ally sought to maximize revenue from its IP assets, but that is changing
somewhat with the privatization of certain functions, budget pressures
that motivate user-fee charges for certain services, and recognition that
information has value for which at least some are willing to pay.46

Government agencies are concerned about the following issues:

• Information integrity.  Documents published by the government in
many instances have an important, authoritative status, ranging from
their immediate impact (e.g., interest rate changes, major reports) to their
archival role (e.g., legislative histories).  These documents must be avail-
able in verifiably unmodified form.

• Universality of access. Government addresses all citizens by defini-
tion.  Networked information is, in principle, vastly more accessible than
print information distributed through physical distribution systems such
as the depository library program.  In addition, the flexibility of electronic
information allows it to be much more accessible to citizens with disabili-
ties, for example.  It does require access to appropriate equipment and
network services, which imply different costs than those of traveling to a
library or government office, and raises questions about differentials in
citizens’ ability to access government information.  (See Box 1.10.)

• Rights of access.  Repackaging, adding value, and sale of some gov-
ernment information by commercial vendors raises questions about loss
of information from the public domain.

46See Chapter 3 for additional discussion.
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BOX 1.10
Digital Intellectual Property and the Digital Divide

According to a report from the National Telecommunications and Information
Administration (NTIA), Falling Through the Net: Defining the Digital Divide (NTIA,
1999), more Americans than ever have access to telephones, computers, and the
Internet.  However, NTIA also found that two distinct groups of “haves” and “have-
nots,” remain and that, in many cases, this digital divide has widened in the past
year.  For example:

• Households with incomes of $75,000 and higher are more than 20 times
more likely to have access to the Internet than those at the lowest income levels,
and more than nine times as likely to have a computer at home.

• Black and Hispanic households are approximately one-third as likely to have
home Internet access as households of Asian/Pacific Islander descent, and rough-
ly two-fifths as likely as white households.

• Americans in rural areas are lagging behind in Internet access.  At the low-
est income levels, those in urban areas are more than twice as likely to have
Internet access than those earning the same income in rural areas.

The proliferation of digital intellectual property has important implications for
the digital divide.  In some respects, the digital revolution holds the promise of new
and innovative ways to improve information access for both haves and have-nots.
The Web provides easy access to an enormous and rapidly growing amount of
information—much of it free.  It is “easy access” for those with convenient access
to computers and Internet connections, with the requisite proficiency in the tech-
nology to find and organize the desired information, and the capability to adapt
readily to the likely changes in IP mechanisms—licensing, fair use practices, and
so on.  For those who lack such technology access, proficiency, and ability to
adapt readily, the digital divide may become a digital chasm.

Government is also concerned about the role of IP and IP industries in
the local, state, regional, and U.S. economies; in international trade; and in
reducing piracy, both domestically and abroad.

Private Sector Organizations

Private sector organizations—comprising for-profit companies and
not-for-profit organizations—use prodigious quantities of intellectual
property in the course of their operations and, consequently, share with
other consumers of IP many similar concerns already discussed, such as
fair use and information integrity.  In addition, private sector organiza-
tions, as visible targets for those who conduct IP enforcement programs,
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are concerned about complying with IP laws in a simple way that can be
readily documented (e.g., the purchase and use of site licenses for digital
IP).

Journalists

The press has a special role in our society implied by the First Amend-
ment to the Constitution.  Journalists have some specific concerns with
intellectual property and suffer intensely from the “multiple roles” prob-
lem described above.  As authors, they are very concerned about control
over their work; in particular, the efforts of newspapers and magazines to
exercise broad, long-term control over that work—as a condition of pub-
lication—and with the incorporation of their own writings into the cul-
tural record.  As researchers, they share with educators, libraries, and the
research community concerns about the availability of the public record,
government information, and factual information; accountability as it is
operationalized by the archiving of the cultural record; freedom of speech
(including the ability to use copyrighted materials freely for criticism and
for news reporting); and fair use.

Standards Organizations

Standards organizations play an important role in the continuing evo-
lution and health of the information infrastructure.  They make extensive
use of copyright to ensure control over their works, the integrity of these
works, and the continuity of access to these works.  In this regard, they
are much like other producers and distributors of intellectual property.
Standards organizations also have some specific concerns related to pat-
ents and their interaction with the standards development process; the
incorporation of a patented technology into a standard may give an un-
fair advantage to the patent holder or raise the difficult issue of licensing
terms.  Standards organizations must also operate under certain expecta-
tions of openness of participation and information flow associated with
antitrust law.
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