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Expectations

Read the syllabus! Some highlights:
I This course uses two web sites:

I Canvas: yale.instructure.com
I Zoo: https://zoo.cs.yale.edu/classes/cs467/2020f/index.html

I Pay attention to policies on plagiarism, submitting your work,
and participating in class.

I Teaching assistant is Talley Amir. The UTA is Diego Meucci.

I Assessment will be by scheduled quizzes and exams. They will
all be open book and open notes, which means they will be
designed to test understanding, not memorization.

I You will use the Zoo for programming and Canvas for
homework submissions.
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Class attendance

Class attendance and class participation are required. Why?

I I say things that don’t find their way into the lecture notes.

I Your questions help me pace my lectures and address the
needs of the class.

I I like teaching much better than lecturing to a silent Zoom
screen.

I If you’re confused, others are likely confused too and might be
brave enough to ask for clarification. You can learn from
them.

Please always feel free to ask questions.

Also, please let me know in case you have to miss class.
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Course modules

1. Information Security: Attackers and their motivations

2. Classical Cryptography: Principles of cryptography

3. One-Key Cryptosystems: Modern private key cryptosystems

4. Two-Key Cryptosystems: Modern public key cryptosystems

5. Digital Signatures: Protecting information integrity

6. Cryptographic Hash Functions: Digital fingerprints; blockchain

7. Authentication: Establishing legitimacy of information

8. Multiparty Protocols: Controlling flow of information

Each module comprises roughly three lectures, one or two
homework assignments, and one quiz.
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Computer science, mathematics and cryptography

Cryptography cuts across both computer science and mathematics.

Computer science: Cryptography underlies much security
software. The algorithms must be implemented correctly and
efficiently.

Mathematics: Mathematics underlies both algorithms and their
security analysis.

Many cryptographic primitives are based on:

I Number theoretic problems such as factoring and discrete log;

I Algebraic properties of structures such as elliptic curves.
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Some useful mathematics

Cryptography cuts across traditional areas of mathematics. Some
topcs relevant to cryptography:

I Probability and statistics.

I Coding theory.

I Complexity theory.

I Number theory.

I Algebra.

We will draw from pure mathematics to provide insight for how
algorithms work and why they are believed secure. No specific
prior knowledge of any of these areas is expected. The relevant
mathematical facts will be presented as needed.
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Organization

The main body of the course is organized around cryptographic
primitives. For each one:

I What can be done with it? Study of cryptographic algorithms
and protocols.

I What are its properties? Modeling and analysis. Requires
complexity theory, probability theory, and statistics.

I How does it work? Requires some mathematics, particularly
number theory and algebra.

I How is it implemented? Requires attention to detail,
especially to prevent accidental leak of secret information.
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What this course is not

This course is broad rather than deep.

I Only enough mathematics to understand algorithmes such as
AES, RSA, ElGamal, and elliptic curves will be presented.

I It will only briefly touch on cryptanalysis, the flip side of
cryptography.

I It will not go deeply into real-world security protocols.

I It will not talk about security mechanisms for computer and
network devices and applications such as firewalls, operating
system access controls, detecting software security holes, or
dealing with web security vulnerabilities.
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Data Breaches
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Protecting information in the real world

Massive security breaches are disclosed almost daily.

I Identity theft.

I Industrial espionage.

I Cyberwarfare.

I Denial-of-service.

I Surveillance.

I Misuse of personal data.

I Ransomware attacks.
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Credit card numbers stolen
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How things looked in August 2016

08/27/2017 5Cryptography & Computer Security, CPSC 467/567

CPSC 467, Lecture 1, September 1, 2020 15/29



Outline Highlights Course Overview Data Breaches

How things looked in December 2018
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Fast forward to May 2020
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Interactive visualization

The previous images came from the Information is Beautiful
interactive web site,
http://www.informationisbeautiful.net/visualizations/

worlds-biggest-data-breaches-hacks.

Click here to try it for yourself.
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Round 2 of the crypto wars

08/27/2017 6
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Round 3 of the crypto wars

WASHINGTON—When Attorney General William Barr returned to
the Justice Department last year, law-enforcement officials briefed
him on how encryption and other digital-security measures were
hindering investigations into everything from child sex abuse to
terrorism.

Mr. Barr was surprised and puzzled, according to people familiar
with the meeting. The government was struggling with similar
problems when he first served as attorney general nearly 30 years
ago, he told advisers. Why had they not been solved?

[The Wall Street Journal, Jan. 17, 2020.

Barr’s Encryption Push Is Decades in the Making, but Troubles Some at FBI]
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Cyberwarfare

08/27/2017 7Cryptography & Computer Security, CPSC 467/567Wired, Nov. 3, 2014
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Even the NSA can’t protect its secrets

17 January 2014 US & Canada

Edward Snowden: Leaks that exposed
US spy programme

Edward Snowden, a former contractor for the CIA, left the US in
late May after leaking to the media details of extensive internet
and phone surveillance by American intelligence. Mr Snowden,
who has been granted temporary asylum in Russia, faces
espionage charges over his actions.

As the scandal widens, BBC News looks at the leaks that brought US
spying activities to light.

US spy agency 'collects phone records'

The scandal broke in early J une 2013
when the Guardian newspaper reported
that the US National Security Agency (NSA)
was collecting the telephone records of tens
of millions of Americans.

Edward Snowden: Leaks that exposed US spy programme - BBC... http://www.bbc.com/news/world-us-canada-23123964

1 of 11 3/27/16, 10:41 PM

CPSC 467, Lecture 1, September 1, 2020 22/29



Outline Highlights Course Overview Data Breaches

Security software bugs can be exploited
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Network configuration errors

08/27/2017 10Cryptography & Computer Security, CPSC 467/567
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Personal info can be compromised despite anonymization
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WannaCry Ransomware1

Criminals go where the money is, and cybercriminals are no exception.

And right now, the money is in ransomware.

It’s a simple scam. Encrypt the victim’s hard drive, then extract a fee to
decrypt it. The scammers can’t charge too much, because they want the
victim to pay rather than give up on the data. But they can charge
individuals a few hundred dollars, and they can charge institutions like
hospitals a few thousand. Do it at scale, and it’s a profitable business.

1Notes by Bruce Schneier, Crypto-Gram, June 15, 2017.
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WannaCry Ransomware (cont.)

And scale is how ransomware works. Computers are infected
automatically, with viruses that spread over the internet. Payment is no
more difficult than buying something online – and payable in untraceable
bitcoin – with some ransomware makers offering tech support to those
unsure of how to buy or transfer bitcoin. Customer service is important;
people need to know they’ll get their files back once they pay.

And they want you to pay. If they’re lucky, they’ve encrypted your
irreplaceable family photos, or the documents of a project you’ve been
working on for weeks. Or maybe your company’s accounts receivable files
or your hospital’s patient records. The more you need what they’ve
stolen, the better.

The particular ransomware making headlines is called WannaCry, and it’s
infected some pretty serious organizations.
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Case study: Garmin ransomware attack

GPS maker Garmin suffered a devastating attack in July 2020 that
disrupted services.

I Garmin’s four-day service meltdown was caused by ransomware

I A cyberattack on Garmin disrupted more than workouts

I Garmin confirms ransomware attack took down services

I Garmin begins recovery from ransomware attack

I The Garmin ransomware hack is horrifying

I Experts: Devastating ransomware attack on Garmin highlights danger of
haphazard breach responses

Garmin was aware of the problem. In an annual report submitted to the
SEC in December 2019, Garmin officials noted just how damaging a
cyberattack would be to its services, reputation, and more.
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How to Deal With Ransomwarre

A recent in-depth article on the extent of ransomware attacks and
some suggestions for how to deal with them.

The Steps CIOs Must Take To Deal With Ransomware Attacks
Like The One That Hit Garmin, Mark Weatherford, former CISO
and Deputy Undersecretary for Cybersecurity at DHS.
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