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Two-key locks

There are many situations in which one wants to grant access to a
resource only if a sufficiently large group of agents cooperate.

For example, the office safe of a supermarket might require both
the manager’s key and the armored car driver’s key in order to be
opened.

This protects the store against a dishonest manager or armored car
driver, and it also prevents an armed robber from coercing the
manager into opening the safe.

A similar 2-key system is used for safe deposit boxes in banks.
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The Big Picture

Much of cryptography is concerned with splitting a piece of
information s into a collection of shares s1, . . . , sr .

Certain subsets of shares allow s to be easily recovered; other
subsets are insufficient to allow any useful information about s to
be easily obtained.

In the simplest form, s is split into two shares a and b. Neither
share alone gives useful information about s, but together they
reveal s.
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One-time pad cryptosystem

The one-time pad cryptosystem in Lecture 4 can be viewed as an
instance of secret splitting.

Here, Alice’s secret is her message m.

The two shares are the ciphertext c and the key k .

Neither by themselves gives any information about m, but together
they reveal m = k ⊕ c .
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Two-part secret splitting

We might like to achieve the same properties for cryptographic
keys or other secrets.

Let k be the key for a symmetric cryptosystem. One might wish to
split k into two shares k1 and k2 so that by themselves, neither k1
nor k2 by itself reveals any information about k , but when suitably
combined, k can be recovered.

A simple way to do this is to choose k1 uniformly at random and
then let k2 = k ⊕ k1.

Both k1 and k2 are uniformly distributed over the key space and
hence give no information about k .

However, combined with XOR, they reveal k , since k = k1 ⊕ k2.
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Unequal length shares

In some kinds of secret splitting, the two shares are not the same
length.

For example, in AES, the secret message m is broken into a short
key k and a long ciphertext c , where m = Dk(c).
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