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WHY USEFUL

avoid the risk of disclosure to unintended parties
B Emails store on Gmail (cached, stored, may still persist)

B All other private data store on third-party may create a
potential risk

from a data sanitation perspective

B many users would benefit from self-destructing trash bins
(data will be unavailable to a retroactive examiner)
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WHY USEFUL
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OBSERVATION & GOAL

create data that self-destructs after a specific time
automatically (without explicit action by user)

® all copies of data vanish simultaneously (access revoked for
everyone, even the legitimate user)

% Vanish focus on sensitive data (files, private blog posts,
online documents), might not be applicable to all data
types.User would prefer safety to availability.

Therefore, to regain control over the lifetimes of your data
objects both locally and “in the cloud”.
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OBSERVATION & GOAL

create a system that can permanently delete data after time-out

B Even if attacker can retroactively obtain a pristine copy
before time-out

B Without explicit delete action
B Without modify any of the copies of that data
B Without use of secure hardware

® Without the introduction of any new external services
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CANDIDATE APPROACHES
(BAD IDEAS)

B Manually Delete

B Public key or symmetric encryption
B Forward-secure encryption

@ Deniable encryption

B Ephemeral key exchange for interactive communication
systems (eg: OTR)

B Ephemerizer (trusted 3rd parties)
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APPROACH

The key insight is to leverage the service provided by
decentralized, global-scale P2P infrastructure, in particular,
Distributed Hash Tables (DHTs).

(using DHT to implement index-value database on collection of
P2P nodes.)

ldea.

@ to encrypt data with a key, and sprinkle bits of the key
across random nodes in the DHT.
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WHY DHT?

three unique properties of DHT make them attractive for data
destruction goals

B Their huge scale (Robust to influential adversaries)
B Reliable distributed storage (ensure data availability)

B Constantly changing over time (Churn, sprinkle information
will naturally disappear)
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MODEL & ASSUMPTIONS

Goal: Create a Vanishing Data Object (VDO). A VDO
encapsulates user’s data and prevents its contents from
persisting indefinitely and becoming a source of retroactive
information leakage.

Assumptions:

B Time-limited value
2 Known time-out
B Internet connectivity

B Dispensability under attack
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THREAT MODEL

Goal is to ensure the destruction of data after a timeout,
despite potential adversaries who might attempt to access that

data after its timeout.

we also stress that we explicitly do not seek to preserve goal —
accessible prior to a timeout — in the presence of adversaries.

Assumptions:

B Trusted data owners: users with legitimate access to the
VDO trust each other, and will no leak the data.

B Retroactive attacks on privacy: attackers do not know which
VDOs they wish to access until after the VDOs expire
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VANISH ARCHITECTURE
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Figure 3: The Vanish system architecture.
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B Vanish takes a data object D (and possibly an explicit
timeout T ), and encapsulates it intoa VDO V .

B to encapsulate the data D, Vanish picks a random data key,
K, and encrypts D with K to obtain a ciphertext C. Vanish
uses “threshold secret sharing” to split the data key K into N
pieces (shares) K1, ..., KN.

B The it picks at random an access key, L. It then uses a secure
pseudorandom number generator, keyed by L, to derive N
indices into the DHT, I1,...,IN. Then sprinkles the N shares
K1,...,KNatthese nodes throughout the DHT;
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VANISH ARCHITECTURE

® Threshold Secret Sharing, Security, and Robustness.
K1, ...,KN will disappear from the DHT over time.

Use a ratio of < 100%, otherwise the loss of a single share
would cause the loss of the key.

B Extending the Lifetime of a VDO.
Default timeout offered might be too limiting.
Re-push the pairs periodically? No.

Approach: Do everything again. (retrieve K, re-split,
sprinkles)
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IMPLEMENTATION

proof of concept Vanish prototype on Vuze DHT and OpenDHT

B FireVanish (a Firefox plugin for Gmail and other websites)
Figure 1.

® Vanishing Files (a self destructing file manager)
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IMPLEMENTATION

Firefox plugin for web-based email (e.g.Gmail)
B Compose email, encrypt with random key

B Split key

® Throw away the key

@ Publish the shares to random DHT nodes

B Send encrypted email and key share locator L

B Recipient collects secret shares to decrypt
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AVAILABILITY OF KEY SHARES
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INTERFACE

facM Home Profile Friends Inbox

Inbox Sent Messages Notifications Updates

Advice on divorce document
Beltween You

Decapsulate VDO
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st AR oF vW GG YLgeh pQIID

1 312 AMEOmMXc AQ K SHUGHON

OB 2 pOWACKS SR 1 1040 T

MLYOGCONZ P/ SWP AN

PORNy 26/ A0 KgRADIOD SV

SOMEVZIEWhHIy b0 v Y SN0 e

[yt Gl LuZdl VS ki DWW,

EST2MpgQOqDI TDMeWhASKES bkt e fam

KVe/ GageePIYyUQIhIMOCeS o Bl
CWICRChs B /AKVIHOg "

O Y6 1 WPy XA el Qs

Gho INLDp TSWEZpVIXSNoIS ' ¥

POQbUIATIZIGPOUIS TPUbIMG e Page Source
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END VDO MESSAGE

(a) Vanishing Facebook messages.

COUS'C docs

Divorce Document : K s smicon

File Edt View Inset Formal Table Tools MHelp

o

W " Styles v Adal »wpt ~ B 7 U A P~ U =
Divorce Document

This agreement is intended to be a final disposition of the matters addressed herein and may be
incorporated into a final decree of divorce or dissolution.

1. Reasons and justifications for the divorce:

({ Carla, let's keep this information in a VDO umtil we finalkze the terms. )

—~-BEGIN VDO MESSAGE -
hitp /varsh,cs washington edu/

rOOABXNyAEZZHULAZF 2a GluZ IRvDISIcyS 2YWSpe 20uaWH0Z X Ju YWt WO YWRhG
EvaWIwbCSF cGIaEF 3YXJITWVOYWRHAGF JoXBs TXKIVUMaZ sCAAJKAAGcGiNa F sl
WHNIGhMAANZ XRhZ GF 0Y XQANUMZHINVAZF zaGuZ IRVOECy B2 YWSpe 2gvaWs0Z X e Y
DISICYS 2 YWHpC 2guaWS0Z X Ju YWWWWVI YWRhIGEuaW 1 woCSJbmRpemVisEtielU 110GF
KYXRhSW1wbDptyYjp+x/ mIXEmrQUyREB=

weeesEND VDO MESSAGE <oves

2 Tenmofthedvoroeageemed

(b) Google Doc with vanishing parts.
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INTERFACE

“This message will self-destruct in 16 hours”
/

Gmail

vquckcmu:u
'f warch, add
« Roxana Geambasu

|DrE9BeBOPwrolwobCnzr DksKgwqcy
ANEWATDUBK2ecOAWTIDNGPDUB|C
O8M1pNczPDLOLwWp X DpMK 7S50 Twpl
hhirwdbCgBOawo 7 Dp TcVEMKpw 782y
BACMODFCO+LMK2CMEKWWITDnAz(

Set status here

The virtues of Scting aggressmvely - 5 hours
Report Spam | Delet

Compose Mail International Herald Tribune - Workd

o x = Back 1o Inbox _Archive |

Slarred &«

Chats & Asking for your advice o

Sent Mal « Roxana Geambasu

Drans The fobowng message will sell-destruc

Al Mg BEGIN VANISH MESSAGHE

Spam FFO05244DDFFEE1BOF46BDEBOF0S

Trash DEB7FAEGD]
wQzDIQAFCIAEINKCySphX BsLkNvh 2

Contacts Sva2iwsgVQUIDrcOBTCOXAGACSQA
w/gGCET DoALAAHMWAAAAKMOWWH

| | More actions. ..

12:20 pm (7 mirutes ago) © Reply *

n 16 hours

Email Content

’

Operation result :
Hi Carla,

| would like to ask for your advice on a very sensitive issue. | would appreciate your complete
discretion in this matter.

Chris and | are going through an incredibly rough period at this time.in the over 10 years since we got |

IcOZWS T DKkMKbRhXBaUBILQoVWAIC
OIDWHCVDLDHWNDRSOrDMKUAQT D
WEQTCWCADINCNCK2SBKKCCKpwWSS
LDGsOEBUQINMOGWEXGWEIDjxkoM
ELCIVWQUDAL My4twgPChGEKWSD
DCQUXAwA3DI9Z T ZDSBOWr30pC

KNXRY4wr zDisKVwovCqMOawoZGG
rIUPcK w7 TCLAVDKEKXVKRywr PCp
IV 7 DGsOAW T tBWGOIE MKAWX Q1w

DWIvDG3DDOMOWBSKWVYVF3CtM
iDDheK 7K jpSwabBMO7wrnCnCL4ES
<==-END VANISH MESSAGE

married, we have never felt moreapart than during these few months. iIncreasingly, | realize that my
feelings have diminished significantly. | am feeling powerless over several aspects of my marriage,
Due to this, there Is alack of emotional closeness. | know that you have yourseif gone througha
similar period, which ultimately led to your divorce with Jack Although | haven't made a decision, |
want to know how you handled that situation, in case | need to resort to the same method, as well

| would greatly appreciate any advice that you can give me as a friend

\

Thank you,
Ann

“ Reply Fo-vwardl Decapsulate this emall l

/

“Decapsulate this email”

\

\ .

Decapsulated email content
popup window

(b) Vanishing Emails plugin for Gmail.
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PERFORMANCE

140 A

e -~a— Store shares in DHT
- Get shares from DHT

100 -

Time (sec)

1 1

0 50 100 150 200
Number of shares (N)

1 |

(a) Scalability of DHT operations.

Time (seconds)

Encapsulate VDO

N Decapsulate
Without With VDO
prepush prepush

10 10.5 0.082 0.9

20 16.9 0.082 2.0

50 32.8 0.082 4.7

100 64.5 0.082 9.2
150 94.7 0.082 14.0
200 124.3 0.082 19.0

(b) VDO operation execution times.

Thursday, December 15, 2011




POTENTIAL ATTACKS

B Decode before shares expire
B Sniff user s Internet connection

B Become part of the DHT - an adversary would need to join
the 1M-nodeVuze DHT with approximately 80,000
90,000malicious nodes to mount a store-based attackand
capture a reasonable percentage of the VDOs(e.g., 25%)
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